This document is scheduled to be published in the
Federal Register on 01/25/2013 and available online at
http://federalregister.gov/a/2013-01073, and on FDsys.gov

[BILLING CODE: 4153-01]

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Office of the Secretary

45 CFR Parts 160 and 164

RIN: 0945-AA03

Modifications to the HIPAA Privacy, Security, Enforcement, and Breach
Notification Rules under the Health Information Technology for Economic and
Clinical Health Act and the Genetic Information Nondiscrimination Act; Other
Modifications to the HIPAA Rules

AGENCY: Office for Civil Rights, Department of Health and Human Services.
ACTION: Final rule.

SUMMARY: The Department of Health and Human Services (HHS or “the
Department”) is issuing this final rule to: Modify the Health Insurance Portability and
Accountability Act (HIPAA) Privacy, Security, and Enforcement Rules to implement
statutory amendments under the Health Information Technology for Economic and
Clinical Health Act (“the HITECH Act” or “the Act”) to strengthen the privacy and
security protection for individuals’ health information; modify the rule for Breach
Notification for Unsecured Protected Health Information (Breach Notification Rule)
under the HITECH Act to address public comment received on the interim final rule;
modify the HIPAA Privacy Rule to strengthen the privacy protections for genetic
information by implementing section 105 of Title I of the Genetic Information
Nondiscrimination Act of 2008 (GINA); and make certain other modifications to the

HIPAA Privacy, Security, Breach Notification, and Enforcement Rules (the HIPAA
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Rules) to improve their workability and effectiveness and to increase flexibility for and
decrease burden on the regulated entities.
DATES: Effective date: This final rule is effective on March 26, 2013.

Compliance date: Covered entities and business associates must comply with the

applicable requirements of this final rule by September 23, 2013..

FOR FURTHER INFORMATION CONTACT: Andra Wicks 202-205-2292.
SUPPLEMENTARY INFORMATION:

I. Executive Summary and Background

A. Executive Summary

1. Purpose of the Regulatory Action

Need for the Regulatory Action

This final rule is needed to strengthen the privacy and security protections
established under the Health Insurance Portability and Accountability of 1996 Act
(HIPAA) for individual’s health information maintained in electronic health records and
other formats. This final rule also makes changes to the HIPAA rules that are designed to
increase flexibility for and decrease burden on the regulated entities, as well as to
harmonize certain requirements with those under the Department’s Human Subjects
Protections regulations. These changes are consistent with, and arise in part from, the
Department’s obligations under Executive Order 13563 to conduct a retrospective review
of our existing regulations for the purpose of identifying ways to reduce costs and
increase flexibilities under the HIPAA Rules. We discuss our specific burden reduction

efforts more fully in the Regulatory Impact Analysis.



This final rule is comprised of four final rules, which have been combined to
reduce the impact and number of times certain compliance activities need to be
undertaken by the regulated entities.

Legal Authority for the Regulatory Action

The final rule implements changes to the HIPAA Rules under a number of
authorities. First, the final rule modifies the Privacy, Security, and Enforcement Rules to
strengthen privacy and security protections for health information and to improve
enforcement as provided for by the Health Information Technology for Economic and
Clinical Health (HITECH) Act, enacted as part of the American Recovery and
Reinvestment Act of 2009 (ARRA). The rule also includes final modifications to the
Breach Notification Rule, which will replace an interim final rule originally published in
2009 as required by the HITECH Act. Second, the final rule revises the HIPAA Privacy
Rule to increase privacy protections for genetic information as required by the Genetic
Information Nondiscrimination Act of 2008 (GINA). Finally, the Department uses its
general authority under HIPAA to make a number of changes to the Rules that are
intended to increase workability and flexibility, decrease burden, and better harmonize
the requirements with those under other Departmental regulations.

1. Summary of Major Provisions

This omnibus final rule is comprised of the following four final rules:

1. Final modifications to the HIPAA Privacy, Security, and Enforcement Rules
mandated by the Health Information Technology for Economic and Clinical
Health (HITECH) Act, and certain other modifications to improve the Rules,

which were issued as a proposed rule on July 14, 2010. These modifications:



e Make business associates of covered entities directly liable for compliance
with certain of the HIPAA Privacy and Security Rules’ requirements.

e Strengthen the limitations on the use and disclosure of protected health
information for marketing and fundraising purposes, and prohibit the sale of
protected health information without individual authorization.

e Expand individuals’ rights to receive electronic copies of their health
information and to restrict disclosures to a health plan concerning treatment
for which the individual has paid out of pocket in full.

e Require modifications to, and redistribution of, a covered entity’s notice of
privacy practices.

e Modify the individual authorization and other requirements to facilitate
research and disclosure of child immunization proof to schools, and to enable
access to decedent information by family members or others.

e Adopt the additional HITECH Act enhancements to the Enforcement Rule not
previously adopted in the October 30, 2009, interim final rule (referenced
immediately below), such as the provisions addressing enforcement of
noncompliance with the HIPAA Rules due to willful neglect.

Final rule adopting changes to the HIPAA Enforcement Rule to incorporate the

increased and tiered civil money penalty structure provided by the HITECH Act,

originally published as an interim final rule on October 30, 2009.

Final rule on Breach Notification for Unsecured Protected Health Information

under the HITECH Act, which replaces the breach notification rule’s “harm”



threshold with a more objective standard and supplants an interim final rule
published on August 24, 2009.

4. Final rule modifying the HIPAA Privacy Rule as required by the Genetic
Information Nondiscrimination Act (GINA) to prohibit most health plans from
using or disclosing genetic information for underwriting purposes, which was
published as a proposed rule on October 7, 2009.

1il. Costs and Benefits

This final rule is anticipated to have an annual effect on the economy of $100
million or more, making it an economically significant rule under Executive Order
12866. Accordingly, we have prepared a Regulatory Impact Analysis that presents the
estimated costs and benefits of the proposed rule. The total cost of compliance with the
rule’s provisions is estimated to be between $114 million and $225.4 million in the first
year of implementation and approximately $14.5 million annually thereafter. Costs
associated with the rule include: (i) costs to HIPAA covered entities of revising and
distributing new notices of privacy practices to inform individuals of their rights and how
their information is protected; (ii) costs to covered entities related to compliance with
breach notification requirements; (iii) costs to a portion of business associates to bring
their subcontracts into compliance with business associate agreement requirements; and
(iv) costs to a portion of business associates to achieve full compliance with the Security
Rule. We summarize these costs in Table 1 below and explain the components and
distribution of costs in detail in the Regulatory Impact Analysis.

We are not able to quantify the benefits of the rule due to lack of data and the

impossibility of monetizing the value of individuals’ privacy and dignity, which we



believe will be enhanced by the strengthened privacy and security protections, expanded
individual rights, and improved enforcement enabled by the rule. We also believe that
some entities affected by the rule will realize cost savings as a result of provisions that
simplify and streamline certain requirements, and increase flexibility, under the HIPAA
Rules. However, we are unable to quantify such cost savings due to a lack of data. We
describe such benefits in the Regulatory Impact Analysis.

TABLE 1.—Estimated Costs of the Final Rule

Cost Element Approximate Number of Total Cost
Affected Entities

Notices of Privacy 700,000 covered entities $55.9 million
Practices
Breach Notification 19,000 covered entities $14.5 million'
Requirements
Business Associate 250,000-500,000 business $21 million - $42 million
Agreements associates of covered entities
Security Rule 200,000-400,000 business $22.6 million - $113 million
Compliance by associates of covered entities
Business Associates
TOTAL $114 million - $225.4 million

B. Statutory and Regulatory Background

1. HIPAA and the Privacy, Security, and Enforcement Rules

The HIPAA Privacy, Security, and Enforcement Rules implement certain of the

Administrative Simplification provisions of title II, subtitle F, of the Health Insurance

! The costs associated with breach notification will be incurred on an annual basis. All other costs are
expected in the first year of implementation.




Portability and Accountability Act of 1996 (HIPAA) (Pub. L. 104-191), which added a
new part C to title XI of the Social Security Act (sections 1171-1179 of the Social
Security Act, 42 U.S.C. 1320d-1320d-8). The HIPAA Administrative Simplification
provisions provided for the establishment of national standards for the electronic
transmission of certain health information, such as standards for certain health care
transactions conducted electronically and code sets and unique identifiers for health care
providers and employers. The HIPAA Administrative Simplification provisions also
required the establishment of national standards to protect the privacy and security of
personal health information and established civil money penalties for violations of the
Administrative Simplification provisions. The Administrative Simplification provisions
of HIPAA apply to three types of entities, which are known as “covered entities”: health
care providers who conduct covered health care transactions electronically, health plans,
and health care clearinghouses.

The HIPAA Privacy Rule, 45 CFR Part 160 and Subparts A and E of Part 164,
requires covered entities to have safeguards in place to ensure the privacy of protected
health information, sets forth the circumstances under which covered entities may use or
disclose an individual’s protected health information, and gives individuals rights with
respect to their protected health information, including rights to examine and obtain a
copy of their health records and to request corrections. Covered entities that engage
business associates to work on their behalf must have contracts or other arrangements in
place with their business associates to ensure that the business associates safeguard
protected health information, and use and disclose the information only as permitted or

required by the Privacy Rule.



The HIPAA Security Rule, 45 CFR Part 160 and Subparts A and C of Part 164,
applies only to protected health information in electronic form and requires covered
entities to implement certain administrative, physical, and technical safeguards to protect
this electronic information. Like the Privacy Rule, covered entities must have contracts
or other arrangements in place with their business associates that provide satisfactory
assurances that the business associates will appropriately safeguard the electronic
protected health information they create, receive, maintain, or transmit on behalf of the
covered entities.

The HIPAA Enforcement Rule, 45 CFR Part 160, Subparts C — E, establishes
rules governing the compliance responsibilities of covered entities with respect to the
enforcement process, including the rules governing investigations by the Department,
rules governing the process and grounds for establishing the amount of a civil money
penalty where a violation of a HIPAA Rule has been found, and rules governing the
procedures for hearings and appeals where the covered entity challenges a violation
determination.

Since the promulgation of the HIPAA Rules, legislation has been enacted
requiring modifications to the Rules. In particular, the Health Information Technology
for Economic and Clinical Health (HITECH) Act, which was enacted on February 17,
2009, as title XIII of division A and title IV of division B of the American Recovery and
Reinvestment Act of 2009 (ARRA), Public Law 111-5, modifies certain provisions of the
Social Security Act pertaining to the HIPAA Rules, as well as requires certain
modifications to the Rules themselves, to strengthen HIPAA privacy, security, and

enforcement. The Act also provides new requirements for notification of breaches of



unsecured protected health information by covered entities and business associates. In
addition, the Genetic Information Nondiscrimination Act of 2008 (GINA) calls for
changes to the HIPAA Privacy Rule to strengthen privacy protections for genetic
information. This final rule implements the modifications required by GINA, as well as
most of the privacy, security, and enforcement provisions of the HITECH Act. This final
rule also includes certain other modifications to the HIPAA Rules to improve their
workability and effectiveness.

1i. The Health Information Technology for Economic and Clinical Health Act

The HITECH Act is designed to promote the widespread adoption and
interoperability of health information technology. Subtitle D of title XIII, entitled
“Privacy,” supports this goal by adopting amendments designed to strengthen the privacy
and security protections for health information established by HIPAA. These provisions
include extending the applicability of certain of the Privacy and Security Rules’
requirements to the business associates of covered entities; requiring that Health
Information Exchange Organizations and similar organizations, as well as personal health
record vendors that provide services to covered entities, shall be treated as business
associates; requiring HIPAA covered entities and business associates to provide for
notification of breaches of “unsecured protected health information”; establishing new
limitations on the use and disclosure of protected health information for marketing and
fundraising purposes; prohibiting the sale of protected health information; and expanding
individuals’ rights to access their protected health information, and to obtain restrictions

on certain disclosures of protected health information to health plans. In addition,



subtitle D adopts provisions designed to strengthen and expand HIPAA’s enforcement
provisions.

We discuss these statutory provisions in more detail below where we describe
section-by-section how this final rule implements the provisions. We do not address in
this rulemaking the accounting for disclosures requirement in section 13405 of the Act,
which is the subject of a separate proposed rule published on May 31, 2011, at 76 FR
31426, or the penalty distribution methodology requirement in section 13410(c) of the
Act, which will be the subject of a future rulemaking.

Since enactment of the HITECH Act a number of steps have been taken to
implement the strengthened privacy, security, and enforcement provisions through
rulemakings and related actions. On August 24, 2009, the Department published interim
final regulations to implement the breach notification provisions at section 13402 of the
HITECH Act (74 FR 42740), which were effective September 23, 2009. Similarly, the
Federal Trade Commission (FTC) published final regulations implementing the breach
notification provisions at section 13407 for personal health record vendors and their third
party service providers on August 25, 2009 (74 FR 42962), effective September 24, 2009.
For purposes of determining to what information the HHS and FTC breach notification
regulations apply, the Department also issued, first on April 17, 2009 (published on April
27,2009, 74 FR 19006), and then later with its interim final rule, the guidance required
by the HITECH Act under 13402(h) specifying the technologies and methodologies that
render protected health information unusable, unreadable, or indecipherable to
unauthorized individuals. Additionally, to conform the provisions of the Enforcement

Rule to the HITECH Act’s tiered and increased civil money penalty structure, which
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became effective on February 18, 2009, the Department published an interim final rule on
October 30, 2009 (74 FR 56123), effective November 30, 2009.

The Department published a notice of proposed rulemaking (NPRM) on July 14,
2010, (75 FR 40868) to implement many of the remaining privacy, security, and
enforcement provisions of the HITECH Act. The public was invited to comment on the
proposed rule for 60 days following publication. The comment period closed on
September 13, 2010. The Department received about 300 comments on the NPRM.

The NPRM proposed to extend the applicability of certain of the Privacy and
Security Rules’ requirements to the business associates of covered entities, making
business associates directly liable for violations of these requirements. Additionally, the
NPRM proposed to define a subcontractor as a business associate to ensure any protected
health information the subcontractor creates or receives on behalf of the business
associate is appropriately safeguarded. The NPRM proposed to establish new limitations
on the use and disclosure of protected health information for marketing and fundraising
purposes and to prohibit the sale of protected health information without an authorization.
The NPRM also proposed to expand an individual’s right to obtain an electronic copy of
an individual’s protected health information, and the right to restrict certain disclosures of
protected health information to a health plan for payment or health care operations
purposes. In addition, the NPRM proposed to further modify the Enforcement Rule to
implement more of the HITECH Act’s changes to HIPAA enforcement.

In addition to the proposed modifications to implement the HITECH Act, the
NPRM also proposed certain other modifications to the HIPAA Rules. The NPRM

proposed to permit the use of compound authorizations for conditioned and
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unconditioned research activities and requested comment regarding permitting
authorizations for future research. Additionally, the NPRM proposed to modify the
Privacy Rule’s application to the individually identifiable health information of decedents
and to permit covered entities that obtain the agreement of a parent to provide proof of
immunization without written authorization to schools that are required to have such
information.

1i1. The Genetic Information Nondiscrimination Act

The Genetic Information Nondiscrimination Act of 2008 (“GINA”), Pub. L. 110—
233, 122 Stat. 881, prohibits discrimination based on an individual’s genetic information
in both the health coverage (Title I) and employment (Title II) contexts. In addition to
the nondiscrimination provisions, section 105 of Title I of GINA contains new privacy
protections for genetic information, which require the Secretary of HHS to revise the
Privacy Rule to clarify that genetic information is health information and to prohibit
group health plans, health insurance issuers (including HMOs), and issuers of Medicare
supplemental policies from using or disclosing genetic information for underwriting
purposes.

On October 7, 2009, the Department published a proposed rule to strengthen the
privacy protections for genetic information under the HIPAA Privacy Rule by
implementing the protections for genetic information required by GINA and making
related changes to the Rule. The 60-day public comment period for the proposed rule
closed on December 7, 2009. The Department received about 25 comments on the
proposed rule.

II. Overview of the Final Rule

12



In this final rule the Department finalizes the modifications to the HIPAA
Privacy, Security, and Enforcement Rules to implement many of the privacy, security,
and enforcement provisions of the HITECH Act and make other changes to the Rules;
modifies the Breach Notification Rule; finalizes the modifications to the HIPAA Privacy
Rule to strengthen privacy protections for genetic information; and responds to the public
comments received on the proposed and interim final rules. Section III below describes
the effective and compliance dates of the final rule. Section IV describes the changes to
the HIPAA Privacy, Security, and Enforcement Rules under the HITECH Act and other
modifications that were proposed in July 2010, as well as the modifications to the
Enforcement Rule under the HITECH Act that were addressed in the interim final rule
published in October 2009. Section V describes the changes to the Breach Notification
Rule. Section VI discusses the changes to the HIPAA Privacy Rule to strengthen privacy
protections for genetic information.

I11. Effective and Compliance Dates

With respect to the HITECH Act requirements, section 13423 of the Act provides
that the provisions in subtitle D took effect one year after enactment, i.e., on February 18,
2010, except as specified otherwise. However, there are a number of exceptions to this
general rule. For example, the tiered and increased civil money penalty provisions of
section 13410(d) were effective for violations occurring after the date of enactment, and
sections 13402 and 13407 of the Act regarding breach notification required interim final
rules within 180 days of enactment, with effective dates 30 days after the publication of
such rules. Other provisions of the Act have later effective dates. For example, the

provision at section 13410(a)(1) of the Act providing that the Secretary’s authority to
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impose a civil money penalty will only be barred to the extent a criminal penalty has been
imposed, rather than in cases in which the offense in question merely constitutes an
offense that is criminally punishable, became effective for violations occurring on or after
February 18, 2011. The discussion below generally pertains to the statutory provisions
that became effective on February 18, 2010, or, in a few cases, on a later date.
Proposed Rule

We proposed that covered entities and business associates would have 180 days
beyond the effective date of the final rule to come into compliance with most of the rule’s
provisions. We believed that a 180-day compliance period would suffice for future
modifications to the HIPAA Rules, and we proposed to add a provision at § 160.105 to
address the compliance date generally for implementation of new or modified standards
in the HIPAA Rules. We proposed that § 160.105 would provide that with respect to new
standards or implementation specifications or modifications to standards or
implementation specifications in the HIPAA Rules, except as otherwise provided,
covered entities and business associates would be required to comply with the applicable
new or modified standards or implementation specifications no later than 180 days from
the effective date of any such change. For future modifications to the HIPAA Rules
necessitating a longer compliance period, we would specify a longer period in the
regulatory text. Finally, we proposed to retain the compliance date provisions at §§
164.534 and 164.318, which provide the compliance dates of April 14, 2003, and April
20, 2005, for initial implementation of the HIPAA Privacy and Security Rules,
respectively, for historical purposes only.

Overview of Public Comments
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Most of the comments addressing the proposed compliance periods as outlined
above fell into three categories. First, several commenters supported the proposed
compliance timelines and agreed that 180 days is sufficient time for covered entities,
business associates, and subcontractors of all sizes to come into compliance with the final
rule. Second, a few commenters supported the proposed 180-day compliance period, but
expressed concern that the Department may wish to extend the 180-day compliance
period in the future, if it issues modifications or new provisions that require a longer
compliance period. Third, several commenters requested that the Department extend the
180-day compliance period both with regard to the modifications contained in this final
rule and with regard to the more general proposed compliance deadline, as they believe
180 days is an insufficient amount of time for covered entities, business associates, and
subcontractors to come into compliance with the modified rules, particularly with regard
to changes in technology.

Final Rule

The final rule is effective on March 26, 2013. Covered entities and business
associates of all sizes will have 180 days beyond the effective date of the final rule to
come into compliance with most of the final rule’s provisions, including the
modifications to the Breach Notification Rule and the changes to the HIPAA Privacy
Rule under GINA. We understand that some covered entities, business associates, and
subcontractors remain concerned that a 180-day period does not provide sufficient time to
come into compliance with the modifications. However, we believe not only that
providing a 180-day compliance period best comports with section 1175(b)(2) of the

Social Security Act, 42 U.S.C. 1320d—4, and our implementing provision at §
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160.104(c)(1), which require the Secretary to provide at least a 180-day period for
covered entities to comply with modifications to standards and implementation
specifications in the HIPAA Rules, but also that providing a 180-day compliance period
best protects the privacy and security of patient information, in accordance with the goals
of the HITECH Act.

In addition, to make clear to the industry our expectation that going forward we
will provide a 180-day compliance date for future modifications to the HIPAA Rules, we
adopt the provision we proposed at § 160.105, which provides that with respect to new or
modified standards or implementation specifications in the HIPAA Rules, except as
otherwise provided, covered entities and business associates must comply with the
applicable new or modified standards or implementation specifications no later than 180
days from the effective date of any such change. In cases where a future modification
necessitates a longer compliance period, the Department will expressly provide for one,
as it has done in this rulemaking with respect to the time permitted for business associate
agreements to be modified.

For the reasons proposed, the final rule also retains the compliance date
provisions at §§ 164.534 and 164.318, which provide the compliance dates of April 14,
2003, and April 20, 2005, for initial implementation of the HIPAA Privacy and Security
Rules, respectively. We note that § 160.105 regarding the compliance date of new or
modified standards or implementation specifications does not apply to modifications to
the provisions of the HIPAA Enforcement Rule, because such provisions are not
standards or implementation specifications (as the terms are defined at § 160.103). Such

provisions are in effect and apply at the time the final rule becomes effective or as
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otherwise specifically provided. In addition, as explained above, our general rule for a
180-day compliance period for new or modified standards would not apply where we
expressly provide a different compliance period in the regulation for one or more
provisions. For purposes of this rule, the 180-day compliance period would not govern
the time period required to modify those business associate agreements that qualify for
the longer transition period in § 164.532, as we discuss further below.

Finally, the provisions of section 13402(j) of the HITECH Act apply to breaches
of unsecured protected health information discovered on or after September 23, 2009, the
date of the publication of the interim final rule. Thus, during the 180 day period before
compliance with this final rule is required, covered entities and business associates are
still required to comply with the breach notification requirements under the HITECH Act
and must continue to comply with the requirements of the interim final rule. We believe
that this transition period provides covered entities and business associates with adequate
time to come into compliance with the revisions in this final rule and at the same time to
continue to fulfill their breach notification obligations under the HITECH Act.

IV. Modifications to the HIPAA Privacy, Security, and Enforcement Rules under
the HITECH Act; Other Modifications to the HIPAA Rules

The discussion below provides a section-by-section description of the final rule,
as well as responds to public comments where substantive comments were received
regarding particular provisions.

A. Subparts A and B of Part 160: Statutory Basis and Purpose, Applicability,

Definitions, and Preemption of State Law
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Subpart A of Part 160 of the HIPAA Rules contains general provisions that apply
to all of the HIPAA Rules. Subpart B of Part 160 contains the regulatory provisions
implementing HIPAA’s preemption provisions. We proposed to amend a number of
these provisions. Some of the proposed, and now final, changes are necessitated by the
statutory changes made by the HITECH Act and GINA, while others are of a technical or
conforming nature.

1. Subpart A—General Provisions, Section 160.101—Statutory Basis and Purpose

This section sets out the statutory basis and purpose of the HIPAA Rules. We
proposed and include in this final rule a technical change to include references to the
provisions of GINA and the HITECH Act upon which most of the regulatory changes
below are based.

2. Subpart A—General Provisions, Section 160.102—Applicability

This section sets out to whom the HIPAA Rules apply. We proposed to add and
include in this final rule a new paragraph (b) to make clear, consistent with the HITECH
Act, that certain of the standards, requirements, and implementation specifications of the
subchapter apply to business associates.

3. Subpart A—General Provisions, Section 160.103—Definitions

Section 160.103 contains definitions of terms that appear throughout the HIPAA
Rules. The final rule modifies a number of these definitions to implement the HITECH
Act and make other needed changes.

a. Definition of “Business Associate”
The HIPAA Privacy and Security Rules permit a covered entity to disclose

protected health information to a business associate, and allow a business associate to
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create, receive, maintain, or transmit protected health information on its behalf, provided
the covered entity obtains satisfactory assurances in the form of a contract or other
arrangement that the business associate will appropriately safeguard the information. The
HIPAA Rules define “business associate” generally to mean a person who performs
functions or activities on behalf of, or certain services for, a covered entity that involve
the use or disclosure of protected health information. We proposed a number of
modifications to the definition of “business associate” to implement the HITECH Act, to
conform the term to the statutory provisions of the Patient Safety and Quality
Improvement Act of 2005 (PSQIA), 42 U.S.C. 299b-21, et seq., and to make other
changes to the definition.
i. Inclusion of Patient Safety Organizations
Proposed Rule

We proposed to add patient safety activities to the list of functions and activities a
person may undertake on behalf of a covered entity that give rise to a business associate
relationship. PSQIA, at 42 U.S.C. 299b-22(i)(1), provides that Patient Safety
Organizations (PSOs) must be treated as business associates when applying the Privacy
Rule. PSQIA provides for the establishment of PSOs to receive reports of patient safety
events or concerns from providers and provide analyses of events to reporting providers.
A reporting provider may be a HIPAA covered entity and, thus, information reported to a
PSO may include protected health information that the PSO may analyze on behalf of the
covered provider. The analysis of such information is a patient safety activity for
purposes of PSQIA and the Patient Safety Rule, 42 CFR 3.10, et seq. While the HIPAA

Rules as written would treat a PSO as a business associate when the PSO was performing

19



quality analyses and other activities on behalf of a covered health care provider, we
proposed this change to the definition of “business associate” to more clearly align the
HIPAA and Patient Safety Rules.

Overview of Public Comment

Commenters on this topic supported the express inclusion of patient safety
activities within the definition of “business associate.”
Final Rule

The final rule adopts the proposed modification.
ii. Inclusion of Health Information Organizations (HIO), E-Prescribing Gateways,
and Other Persons That Facilitate Data Transmission; as well as Vendors of
Personal Health Records
Proposed Rule

Section 13408 of the HITECH Act provides that an organization, such as a Health
Information Exchange Organization, E-prescribing Gateway, or Regional Health
Information Organization, that provides data transmission of protected health information
to a covered entity (or its business associate) and that requires access on a routine basis to
such protected health information must be treated as a business associate for purposes of
the Act and the HIPAA Privacy and Security Rules. Section 13408 also provides that a
vendor that contracts with a covered entity to allow the covered entity to offer a personal
health record to patients as part of the covered entity’s electronic health record shall be
treated as a business associate. Section 13408 requires that such organizations and
vendors enter into a written business associate contract or other arrangement with the

covered entity in accordance with the HIPAA Rules.
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In accordance with the Act, we proposed to modify the definition of “business
associate” to explicitly designate these persons as business associates. Specifically, we
proposed to include in the definition: (1) A Health Information Organization, E-
prescribing Gateway, or other person that provides data transmission services with
respect to protected health information to a covered entity and that requires routine access
to such protected health information; and (2) a person who offers a personal health record
to one or more individuals on behalf of a covered entity.

We proposed to refer to “Health Information Organization” in the NPRM rather
than “Health Information Exchange Organization” as used in the Act because it is our
understanding that “Health Information Organization” is the more widely recognized and
accepted term to describe an organization that oversees and governs the exchange of
health-related information among organizations.”> The Act also specifically refers to
Regional Health Information Organizations; however, we did not believe the inclusion of
the term in the definition of “business associate” was necessary as a Regional Health
Information Organization is simply a Health Information Organization that governs
health information exchange among organizations within a defined geographic area.’
Further, the specific terms of “Health Information Organization” and “E-prescribing
Gateway” were included as merely illustrative of the types of organizations that would
fall within this paragraph of the definition of “business associate.” We requested
comment on the use of these terms within the definition and whether additional

clarifications or additions were necessary.

? Department of Health and Human Services Office of the National Coordinator for Health Information
Technology, The National Alliance for Health Information Technology Report to the Office of the National
Coordinator for Health Information Technology: Defining Key Health Information Terms, Pg. 24 (2008).
3

Id. at 25.
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Section 13408 also provides that the data transmission organizations that the Act
requires to be treated as business associates are those that require access to protected
health information on a routine basis. Conversely, data transmission organizations that
do not require access to protected health information on a routine basis would not be
treated as business associates. This is consistent with our prior interpretation of the
definition of “business associate,” through which we have stated that entities that act as
mere conduits for the transport of protected health information but do not access the
information other than on a random or infrequent basis are not business associates. See

http://www.hhs.gov/ocr/privacy/hipaa/fag/providers/business/245.html. In contrast,

entities that manage the exchange of protected health information through a network,
including providing record locator services and performing various oversight and
governance functions for electronic health information exchange, have more than
“random” access to protected health information and thus, would fall within the
definition of “business associate.”

Overview of Public Comments

Commenters generally supported the inclusion of Health Information
Organizations, personal health record vendors, and similar entities in the definition of
“business associate.” However, commenters sought various clarifications as discussed
below.

Commenters generally supported use of the term Health Information Organization
in lieu of more restrictive terms, such as Regional Health Information Organization.
Some commenters suggested that the term Health Information Organization be defined,

so0 as to avoid confusion as the industry develops, and suggested various alternatives for

22



doing so. Several commenters recommended that the Office for Civil Rights (OCR)
maintain a website link that lists current terms for entities that OCR considers to be
Health Information Organizations.

Other commenters requested clarification on what it means to have “access on a
routine basis” to protected health information for purposes of the definition and
determining whether certain entities are excluded as mere conduits. For example,
commenters asked whether the definition of business associate would include broadband
suppliers or internet service providers, vendors that only have the potential to come into
contact with protected health information, or entities contracted on a contingency basis
that may at some point in the future have access to protected health information. Several
document storage companies argued that entities like theirs should be characterized as
conduits, as they do not view the protected health information they store.

Several commenters sought clarification regarding when personal health record
vendors would be considered business associates. For example, commenters asked
whether personal health record vendors would be business associates when the vendor
provided the personal health record in collaboration with the covered entity, when the
personal health record is linked to a covered entity’s electronic health record, or when the
personal health record is offered independently to the individual, among other scenarios.
One commenter suggested that a vendor offering a personal health record to a patient on
behalf of a covered entity only acts as a conduit because there is no access by the vendor
to protected health information; another commenter suggested that personal health record
vendors be business associates only when they have routine access to protected health

information.
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Final Rule

The final rule adopts the language that expressly designates as business
associates: (1) a Health Information Organization, E-prescribing Gateway, or other
person that provides data transmission services with respect to protected health
information to a covered entity and that requires routine access to such protected health
information; and (2) a person who offers a personal health record to one or more
individuals on behalf of a covered entity.

We decline to provide a definition for Health Information Organization. We
recognize that the industry continues to develop and thus the type of entities that may be
considered Health Information Organizations continues to evolve. For this reason, we do
not think it prudent to include in the regulation a specific definition at this time. We
anticipate continuing to issue guidance in the future on our web site on the types of
entities that do and do not fall within the definition of business associate, which can be
updated as the industry evolves.

Regarding what it means to have “access on a routine basis” to protected health
information with respect to determining which types of data transmission services are
business associates versus mere conduits, such a determination will be fact specific based
on the nature of the services provided and the extent to which the entity needs access to
protected health information to perform the service for the covered entity. The conduit
exception is a narrow one and is intended to exclude only those entities providing mere
courier services, such as the U.S. Postal Service or United Parcel Service and their
electronic equivalents, such as internet service providers (ISPs) providing mere data

transmission services. As we have stated in prior guidance, a conduit transports
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information but does not access it other than on a random or infrequent basis as necessary
to perform the transportation service or as required by other law. For example, a
telecommunications company may have occasional, random access to protected health
information when it reviews whether the data transmitted over its network is arriving at
its intended destination. Such occasional, random access to protected health information
would not qualify the company as a business associate. In contrast, an entity that requires
access to protected health information in order to perform a service for a covered entity,
such as a Health Information Organization that manages the exchange of protected health
information through a network on behalf of covered entities through the use of record
locator services for its participants (and other services), is not considered a conduit and,
thus, is not excluded from the definition of business associate. We intend to issue further
guidance in this area as electronic health information exchange continues to evolve.

We note that the conduit exception is limited to transmission services (whether
digital or hard copy), including any temporary storage of transmitted data incident to such
transmission. In contrast, an entity that maintains protected health information on behalf
of a covered entity is a business associate and not a conduit, even if the entity does not
actually view the protected health information. We recognize that in both situations, the
entity providing the service to the covered entity has the opportunity to access the
protected health information. However, the difference between the two situations is the
transient versus persistent nature of that opportunity. For example, a data storage
company that has access to protected health information (whether digital or hard copy)
qualifies as a business associate, even if the entity does not view the information or only

does so on a random or infrequent basis. Thus, document storage companies maintaining
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protected health information on behalf of covered entities are considered business
associates, regardless of whether they actually view the information they hold. To help
clarify this point, we have modified the definition of “business associate” to generally
provide that a business associate includes a person who “creates, receives, maintains, or
transmits” (emphasis added) protected health information on behalf of a covered entity.
Several commenters sought clarification on when a personal health record vendor
would be providing a personal health record “on behalf of”” a covered entity and thus,
would be a business associate for purposes of the HIPAA Rules. As with data
transmission services, determining whether a personal health record vendor is a business
associate is a fact specific determination. A personal health record vendor is not a
business associate of a covered entity solely by virtue of entering into an interoperability
relationship with a covered entity. For example, when a personal health record vendor
and a covered entity establish the electronic means for a covered entity’s electronic health
record to send protected health information to the personal health record vendor pursuant
to the individual’s written authorization, it does not mean that the personal health record
vendor is offering the personal health record on behalf of the covered entity, even if there
is an agreement between the personal health record vendor and the covered entity
governing the exchange of data (such as an agreement specifying the technical
specifications for exchanging of data or specifying that such data shall be kept
confidential). In contrast, when a covered entity hires a vendor to provide and manage a
personal health record service the covered entity wishes to offer its patients or enrollees,
and provides the vendor with access to protected health information in order to do so, the

personal health record vendor is a business associate.
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A personal health record vendor may offer personal health records directly to
individuals and may also offer personal health records on behalf of covered entities. In
such cases, the personal health record vendor is only subject to HIPAA as a business
associate with respect to personal health records that are offered to individuals on behalf
of covered entities.

We also clarify that, contrary to one commenter’s suggestion, a personal health
record vendor that offers a personal health record to a patient on behalf of a covered
entity does not act merely as a conduit. Rather, the personal health record vendor is
maintaining protected health information on behalf of the covered entity (for the benefit
of the individual). Further, a personal health record vendor that operates a personal
health record on behalf of a covered entity is a business associate if it has access to
protected health information, regardless of whether the personal health record vendor
actually exercises this access. We believe the revisions to the definition of “business
associate” discussed above clarify these points. As with other aspects of the definition of
“business associate,” we intend to provide future guidance on when a personal health
record vendor is a business associate for purposes of the HIPAA Rules.

Response to Other Public Comments

Comment: One commenter recommended that the term “person” used in
describing who provides transmission services to a covered entity be clarified to apply
also to entities and organizations.

Response: The term “person” as defined at § 160.103 includes entities as well as

natural persons.
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Comment: One commenter asked whether subcontractors that support business
associates with personal health record related functions are subject to the breach
notification requirements under the HIPAA Breach Notification Rule or that of the FTC.

Response: As discussed below, a subcontractor that creates, receives, maintains,
or transmits protected health information on behalf of a business associate, including with
respect to personal health record functions, is a HIPAA business associate and thus, is
subject to the HIPAA Breach Notification Rule and not that of the FTC. The analysis of
whether a subcontractor is acting on behalf of a business associate is the same analysis as
discussed above with respect to whether a business associate is acting on behalf of a
covered entity.

iil. Inclusion of Subcontractors
Proposed Rule

We proposed in the definition of “business associate” to provide that
subcontractors of a covered entity, i.e., those persons that perform functions for or
provide services to a business associate other than in the capacity as a member of the
business associate’s workforce, are also business associates to the extent that they require
access to protected health information. We also proposed to define “subcontractor” in §
160.103 as a person who acts on behalf of a business associate, other than in the capacity
of a member of the workforce of such business associate. Even though we used the term
“subcontractor,” which implies there is a contract in place between the parties, the
definition would apply to an agent or other person who acts on behalf of the business

associate, even if the business associate has failed to enter into a business associate
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contract with the person. We requested comment on the use of the term “subcontractor”
and its proposed definition.

The intent of the proposed extension of the Rules to subcontractors was to avoid
having privacy and security protections for protected health information lapse merely
because a function is performed by an entity that is a subcontractor rather than an entity
with a direct relationship with a covered entity. Allowing such a lapse in privacy and
security protections could allow business associates to avoid liability imposed upon them
by sections 13401 and 13404 of the Act. Further, applying HIPAA privacy and security
requirements directly to subcontractors also ensures that the privacy and security
protections of the HIPAA Rules extend beyond covered entities to those entities that
create or receive protected health information in order for the covered entity to perform
its health care functions. Therefore, we proposed that downstream entities that work at
the direction of or on behalf of a business associate and handle protected health
information would also be required to comply with the applicable Privacy and Security
Rule provisions in the same manner as the primary business associate, and likewise
would incur liability for acts of noncompliance. This proposed modification would not
require the covered entity to have a contract with the subcontractor; rather, the obligation
would remain on each business associate to obtain satisfactory assurances in the form of a
written contract or other arrangement that a subcontractor will appropriately safeguard
protected health information. For example, if a business associate, such as a third party
administrator, hires a company to handle document and media shredding to securely
dispose of paper and electronic protected health information, then the shredding company

would be directly required to comply with the applicable requirements of the HIPAA
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Security Rule (e.g., with respect to proper disposal of electronic media) and the Privacy
Rule (e.g., with respect to limiting its uses and disclosures of the protected health
information in accordance with its contract with the business associate).

Overview of Public Comments

While some commenters generally supported extending the business associate
provisions of the Rules to subcontractors, many opposed such an extension arguing,
among other things, that doing so was not the intent of Congress and beyond the statutory
authority of the Department, that confusion may ensue with covered entities seeking to
establish direct business associate contracts with subcontractors or prohibiting business
associates from establishing subcontractor relationships altogether, and/or that creating
direct liability for subcontractors will discourage such entities from operating and
participating in the health care industry. Some commenters asked how far down the
“chain” of subcontractors do the HIPAA Rules apply —i.e., do the Rules apply only to the
first tier subcontractor or to all subcontractors down the chain.

In response to our request for comment on this issue, several commenters were
concerned that use of the term subcontractor was confusing and instead suggested a
different term be used, such as business associate contractor or downstream business
associate, to avoid confusion between primary business associates of a covered entity and
subcontractors. Other commenters suggested changes to the definition of subcontractor
itself to better clarify the scope of the definition.

Several commenters requested specific guidance on who is and is not a
subcontractor under the definitions of “business associate” and “subcontractor.” For

example, one commenter asked whether an entity that shreds documents for a business
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associate for the business associate’s activities and not for the covered entity, would
qualify as a subcontractor. Another commenter asked whether disclosures by a business
associate of protected health information for its own management and administration or
legal needs creates a subcontractor relationship. Other commenters recommended that
subcontractors without routine access to protected health information, or who do not
access protected health information at all for their duties, not be considered business
associates.
Final Rule

The final rule adopts the proposal to apply the business associate provisions of the
HIPAA Rules to subcontractors and thus, provides in the definition of “business
associate” that a business associate includes a “subcontractor that creates, receives,
maintains, or transmits protected health information on behalf of the business associate.”
In response to comments, we clarify the definition of “subcontractor” in § 160.103 to
provide that subcontractor means: “a person to whom a business associate delegates a
function, activity, or service, other than in the capacity of a member of the workforce of
such business associate.” Thus, a subcontractor is a person to whom a business associate
has delegated a function, activity, or service the business associate has agreed to perform
for a covered entity or business associate. A subcontractor is then a business associate
where that function, activity, or service involves the creation, receipt, maintenance, or
transmission of protected health information. We also decline to replace the term
“subcontractor” with another, as we were not persuaded by any of the alternatives
suggested by commenters (e.g., “business associate contractor,” “downstream business

associate,” or “downstream entity”).
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We disagree with the commenters that suggested that applying the business
associate provisions of the HIPAA Rules to subcontractors is beyond the Department’s
statutory authority. Inthe HITECH Act, Congress created direct liability under the
HIPAA Privacy and Security Rules for persons that are not covered entities but that
create or receive protected health information in order for a covered entity to perform its
health care functions, to ensure individuals’ personal health information remains
sufficiently protected in the hands of these entities. As stated in the NPRM, applying the
business associate provisions only to those entities that have a direct relationship with a
covered entity does not achieve that intended purpose. Rather, it allows privacy and
security protections for protected health information to lapse once a subcontractor is
enlisted to assist in performing a function, activity, or service for the covered entity,
while at the same time potentially allowing certain primary business associates to avoid
liability altogether for the protection of the information the covered entity has entrusted
to the business associate. Further, section 13422 of the HITECH Act provides that each
reference in the Privacy subtitle of the Act to a provision of the HIPAA Rules refers to

such provision as in effect on the date of enactment of the Act or to the most recent

update of such provision (emphasis added). Thus, the Act does not bar the Department

from modifying definitions of terms in the HIPAA Rules to which the Act refers. Rather,
the statute expressly contemplates that modifications to the terms may be necessary to
carry out the provisions of the Act or for other purposes.

Further, we do not agree that covered entities will be confused and seek to
establish direct business associate contracts with subcontractors or will prohibit business

associates from engaging subcontractors to perform functions or services that require
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access to protected health information. The final rule makes clear that a covered entity is
not required to enter into a contract or other arrangement with a business associate that is
a subcontractor. See §§ 164.308(b)(1) and 164.502(e)(1)(1). In addition, as commenters
did not present direct evidence to the contrary, we do not believe that covered entities
will begin prohibiting business associates from engaging subcontractors as a result of the
final rule, in cases where they were not doing so before. Rather, we believe that making
subcontractors directly liable for violations of the applicable provisions of the HIPAA
Rules will help to alleviate concern on the part of covered entities that protected health
information is not adequately protected when provided to subcontractors.

The Department also believes that the privacy and security protections for an
individual’s personal health information and associated liability for noncompliance with
the Rules should not lapse beyond any particular business associate that is a
subcontractor. Thus, under the final rule, covered entities must ensure that they obtain
satisfactory assurances required by the Rules from their business associates, and business
associates must do the same with regard to subcontractors, and so on, no matter how far
“down the chain” the information flows. This ensures that individuals’ health
information remains protected by all parties that create, receive, maintain, or transmit the
information in order for a covered entity to perform its health care functions. For
example, a covered entity may contract with a business associate (contractor), the
contractor may delegate to a subcontractor (subcontractor 1) one or more functions,
services, or activities the business associate has agreed to perform for the covered entity
that require access to protected health information, and the subcontractor may in turn

delegate to another subcontractor (subcontractor 2) one or more functions, services, or
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activities it has agreed to perform for the contractor that require access to protected health
information, and so on. Both the contractor and all of the subcontractors are business
associates under the final rule to the extent they create, receive, maintain, or transmit
protected health information.

With respect to requests for specific guidance on who is and is not a
subcontractor, we believe the above changes to the definition provide further clarity. We
also provide the following in response to specific comments. Disclosures by a business
associate pursuant to § 164.504(e)(4) and its business associate contract for its own
management and administration or legal responsibilities do not create a business
associate relationship with the recipient of the protected health information because such
disclosures are made outside of the entity’s role as a business associate. However, for
such disclosures that are not required by law, the Rule requires that the business associate
obtain reasonable assurances from the person to whom the information is disclosed that it
will be held confidentially and used or further disclosed only as required by law or for the
purposes for which it was disclosed to the person and the person notifies the business
associate of any instances of which it is aware that the confidentiality of the information
has been breached. See § 164.504(e)(4)(i1)(B).

In contrast, disclosures of protected health information by the business associate
to a person who will assist the business associate in performing a function, activity, or
service for a covered entity or another business associate may create a business associate
relationship depending on the circumstances. For example, an entity hired by a business
associate to appropriately dispose of documents that contain protected health information

is also a business associate and subject to the applicable provisions of the HIPAA Rules.
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If the documents to be shredded do not contain protected health information, then the
entity is not a business associate. We also clarify that the same interpretations that apply
to determining whether a first tier contractor is a business associate also apply to
determining whether a subcontractor is a business associate. Thus, our interpretation of
who is and is not excluded from the definition of business associate as a conduit also
applies in the context of subcontractors as well. We refer readers to the above discussion
regarding transmission services and conduits.
iv. Exceptions to Business Associate
Proposed Rule

Sections 164.308(b)(2) and 164.502(e)(1)(i1) of the HIPAA Rules currently
describe certain circumstances, such as when a covered entity discloses protected health
information to a health care provider concerning the treatment of an individual, in which
a covered entity is not required to enter into a business associate contract or other
arrangement with the recipient of the protected health information. We proposed to move
these provisions to the definition of “business associate” itself as exceptions to make
clear that the Department does not consider the recipients of the protected health
information in these circumstances to be business associates. The movement of these
exceptions also was intended to help clarify that a person or an entity is a business
associate if the person or entity meets the definition of “business associate,” even if a
covered entity, or business associate with respect to a subcontractor, fails to enter into the
required business associate contract with the person or entity.

Final Rule
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The Department did not receive substantive public comment on this proposal.
The final rule includes the exceptions within the definition of “business associate.”
v. Technical Changes to the Definition
Proposed Rule

For clarity and consistency, we also proposed to change the term “individually
identifiable health information” in the current definition of “business associate” to
“protected health information,” since a business associate has no obligation under the
HIPAA Rules with respect to individually identifiable health information that is not
protected health information.
Final Rule

The Department did not receive substantive public comment on this proposal.
The final rule adopts the proposed modification to the definition. Additionally, as
indicated above, we have revised the definition of business associate to clarify that a
business associate includes an entity that “creates, receives, maintains, or transmits”
protected health information on behalf of a covered entity. This change is intended to
make the definition more consistent with language at § 164.308(b) of the Security Rule
and § 164.502(e) of the Privacy Rule, as well as to clarify that entities that maintain or
store protected health information on behalf of a covered entity are business associates,
even if they do not actually view the protected health information.
vi. Response to Other Public Comments

Comment: One commenter suggested that some covered entities do not treat third

party persons that handle protected health information onsite as a business associate.

36



Response: A covered entity may treat a contractor who has his or her duty station
onsite at a covered entity and who has more than incidental access to protected health
information as either a member of the covered entity’s workforce or as a business
associate for purposes of the HIPAA Rules.

Comment: A few commenters asked for confirmation that researchers are not
considered business associates. In addition, the Secretary’s Advisory Committee on
Human Research Protections, in its November 23, 2010, letter to the Secretary providing
comments on the NPRM, asked the Department to confirm that outsourced research
review, approval, and continuing oversight functions (such as through using an external
or independent Institutional Review Board) similarly do not give rise to a business
associate relationship.

Response: A person or entity is a business associate only in cases where the
person or entity is conducting a function or activity regulated by the HIPAA Rules on
behalf of a covered entity, such as payment or health care operations, or providing one of
the services listed in the definition of “business associate,” and in the performance of
such duties the person or entity has access to protected health information. Thus, an
external researcher is not a business associate of a covered entity by virtue of its research
activities, even if the covered entity has hired the researcher to perform the research. See

http://www.hhs.gov/ocr/privacy/hipaa/fag/business_associates/239.html. Similarly, an

external or independent Institutional Review Board is not a business associate of a
covered entity by virtue of its performing research review, approval, and continuing

oversight functions.
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However, a researcher may be a business associate if the researcher performs
a function, activity, or service for a covered entity that does fall within the definition of
business associate, such as the health care operations function of creating a de-identified
or limited data set for the covered entity. See paragraph (6)(v) of the definition of “health
care operations.” Where the researcher is also the intended recipient of the de-identified
data or limited data set, the researcher must return or destroy the identifiers at the time
the business associate relationship to create the data set terminates and the researcher
now wishes to use the de-identified data or limited data set (subject to a data use
agreement) for a research purpose.

Comment: A few commenters asked for clarification as to whether the business
associate provisions applied to banking and financial institutions. Commenters sought
clarification as to whether the exemption at § 1179 of the HIPAA statute for financial
institutions was applicable to subcontractors.

Response: This final rule is not intended to affect the status of financial
institutions with respect to whether they are business associates. The HIPAA Rules,
including the business associate provisions, do not apply to banking and financial
institutions with respect to the payment processing activities identified in § 1179 of the
HIPAA statute, for example, the activity of cashing a check or conducting a funds
transfer. Section 1179 of HIPAA exempts certain activities of financial institutions from
the HIPAA Rules, to the extent that these activities constitute authorizing, processing,
clearing, settling, billing, transferring, reconciling, or collecting payments for health care
or health plan premiums. However, a banking or financial institution may be a business

associate where the institution performs functions above and beyond the payment
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processing activities identified above on behalf of a covered entity, such as performing
accounts receivable functions on behalf of a health care provider.

We clarify that our inclusion of subcontractors in the definition of business
associate does not impact the exclusion of financial institutions from the definition of
“business associates” when they are only conducting payment processing activities that
fall under § 1179 of the HIPAA statute. Accordingly, a business associate need not enter
into a business associate agreement with a financial institution that is solely conducting
payment activities that are excluded under § 1179.

Comment: One commenter sought clarification of the status of a risk
management group or malpractice insurance company that receives protected health
information when contracted with a covered entity to mitigate the covered entity’s risk
and then contracts with legal groups to represent the covered entity during malpractice
claims.

Response: A business associate agreement is not required where a covered entity
purchases a health plan product or other insurance, such as medical liability insurance,
from an insurer. However, a business associate relationship could arise if the insurer is
performing a function on behalf of, or providing services to, the covered entity that does
not directly relate to the provision of insurance benefits, such as performing risk
management or assessment activities or legal services for the covered entity, that involve
access to protected health information.

b. Definition of “Electronic Media”

Proposed Rule
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The term “electronic media” was originally defined in the Transactions and Code
Sets Rule issued on August 17, 2000 (65 FR 50312) and was included in the definitions
at § 162.103. That definition was subsequently revised and moved to § 160.103. The
purpose of that revision was to clarify that the physical movement of electronic media
from place to place is not limited to magnetic tape, disk, or compact disk, so as to allow
for future technological innovation. We further clarified that transmission of information
not in electronic form before the transmission (e.g., paper or voice) is not covered by this
definition. See 68 FR 8339, Feb. 20, 2003.

In the NPRM, we proposed to revise the definition of “electronic media” in the
following ways. First, we proposed to revise paragraph (1) of the definition to replace
the term “electronic storage media” with “electronic storage material” to conform the
definition of “electronic media” to its current usage, as set forth in the National Institute
for Standards and Technology (NIST) “Guidelines for Media Sanitization” (Definition of
Medium, NIST SP 800-88, Glossary B, p. 27 (2006)). The NIST definition, which was
updated subsequent to the issuance of the Privacy and Security Rules, was developed in
recognition of the likelihood that the evolution of the development of new technology
would make use of the term “electronic storage media” obsolete in that there may be
“storage material” other than “media” that house electronic data. Second, we proposed to
add to paragraph (2) of the definition of “electronic media” a reference to intranets, to
clarify that intranets come within the definition. Third, we proposed to change the word
“because” to “if” in the final sentence of paragraph (2) of the definition of “electronic
media.” The definition assumed that no transmissions made by voice via telephone

existed in electronic form before transmission; the evolution of technology has made this
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assumption obsolete since some voice technology is digitally produced from an
information system and transmitted by phone.

Overview of Public Comments

The Department received comments in support of the revised definition and the
flexibility created to account for later technological developments. Certain other
commenters raised concerns that changes to the definition could have unintended impacts
when applied to the administrative transaction and code set requirements. One
commenter specifically supported the change in language from “because” to “if,” noting
the distinction was important to provide protection for digital audio recordings containing
protected health information. One commenter suggested including the word
“immediately” in the final sentence of paragraph (2) to indicate that fax transmissions are
excluded from the definition of electronic media if the information being exchanged did
not exist in electronic form immediately before the transmission. Several commenters
sought clarification as to whether data that is retained in office machines, such as
facsimiles and photocopiers, is subject to the Privacy and Security Rules.

Final Rule

The final rule adopts the definition as proposed with two additional modifications.
First, in paragraph (2) we remove the parenthetical language referring to “wide open”
with respect to the Internet and “using Internet technology to link a business with
information accessible only to collaborating parties” with respect to extranets and
intranets. The parenthetical language initially helped clarify what was intended by key
words within the definition. As these key words have become more generally understood

and guidance has become available through the NIST regarding specific key terms, such
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as intranet, extranet, and internet, (see, for example, NIST IR 7298 Revision 1, Glossary
of Key Information Security Terms, February 2011, available at

http://csrc.nist.gov/publications/nistir/ir7298-rev1/nistir-7298-revisionl.pdf), we believe

the parenthetical language is no longer helpful. Second, we do accept the
recommendation that we alter the language in paragraph (2) to include the word
“immediately,” to exclude transmissions when the information exchanged did not exist in
electronic form immediately before transmission. This modification clarifies that a
facsimile machine accepting a hardcopy document for transmission is not a covered
transmission even though the document may have originated from printing from an
electronic file.

We do not believe these changes will have unforeseen impacts on the application
of the term in the transactions and code sets requirements at Part 162.

In response to commenters’ concerns that photocopiers, facsimiles, and other
office machines may retain electronic data, potentially storing protected health
information when used by covered entities or business associates, we clarify that
protected health information stored, whether intentionally or not, in photocopier,
facsimile, and other devices is subject to the Privacy and Security Rules. Although such
devices are not generally relied upon for storage and access to stored information,
covered entities and business associates should be aware of the capabilities of these
devices to store protected health information and must ensure any protected health
information stored on such devices is appropriately protected and secured from
inappropriate access, such as by monitoring or restricting physical access to a

photocopier or a fax machine that is used for copying or sending protected health
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information. Further, before removal of the device from the covered entity or business
associate, such as at the end of the lease term for a photocopier machine, proper
safeguards should be followed to remove the electronic protected health information from
the media.
c. Definition of “Protected Health Information”
Proposed Rule

For consistency with the proposed modifications to the period of protection for
decedent information at § 164.502(f) (discussed below), the Department proposed to
modify the definition of “protected health information” at § 160.103 to provide that the
Privacy and Security Rules do not protect the individually identifiable health information
of persons who have been deceased for more than 50 years.

Overview of Public Comment

The public comments received on this proposal are discussed and responded to
below in the section describing the modifications to § 164.502(f).
Final Rule

For the reasons stated in the section regarding § 164.502(f), the final rule adopts
the proposed modification to the definition of “protected health information.”
d. Definition of “State”
Proposed Rule

The HITECH Act at section 13400 includes a definition of “State” to mean “each
of the several States, the District of Columbia, Puerto Rico, the Virgin Islands, Guam,
American Samoa, and the Northern Mariana Islands.” This definition varies from

paragraph (2) of the HIPAA definition of “State” at § 160.103, which does not include
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reference to American Samoa and the Northern Mariana Islands. Thus, for consistency
with the definition applied to the HIPAA Rules by the HITECH Act, we proposed to add
reference to American Samoa and the Commonwealth of the Northern Mariana Islands in
paragraph (2) of the definition of “State” at § 160.103.
Final Rule

The Department did not receive substantive public comment on this proposal and
the final rule adopts the proposed modifications to the definition of “State.”
e. Other Changes to the Definitions in Section 160.103

In addition to the changes discussed above, the final rule makes the following
changes as proposed in the NPRM to various definitions in § 160.103:

(1) relocates the definitions of “administrative simplification provision,” “ALJ,”

99 ¢

“civil money penalty,” “respondent,” and “violation or violate” from § 160.302 to §
160.103 for ease of reference;

(2) adds a reference to sections 13400 — 13424 of the HITECH Act to the
definition of “administrative simplification provision”;

(3) removes a comma from the definition of “disclosure” inadvertently inserted
into the definition in a prior rulemaking;

(4) replaces the term “individually identifiable health information” with
“protected health information” in the definition of “standard” to better reflect the scope of
the Privacy and Security Rules;

(5) adds a reference to “business associate” following the reference to “covered

entity” in the definitions of “respondent” and “compliance date,” in recognition of the
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potential liability imposed on business associates for violations of certain provisions of
the Privacy and Security Rules by sections 13401 and 13404 of the Act; and

(6) revises the definition of “workforce member” in § 160.103 to make clear that
the term includes the employees, volunteers, trainees, and other persons whose conduct,
in the performance of work for a business associate, is under the direct control of the
business associate, because some provisions of the Act and the Privacy and Security
Rules place obligations on the business associate with respect to workforce members.
4. Subpart B—Preemption of State Law
a. Section 160.201—Statutory Basis
Proposed Rule

We proposed to modify § 160.201 regarding the statutory basis for the preemption
of State law provisions to add a reference to section 264(c) of HIPAA, which contains the
statutory basis for the exception to preemption at § 160.203(b) for State laws that are
more stringent than the HIPAA Privacy Rule. We also proposed to add a reference to
section 13421(a) of the HITECH Act, which applies HIPAA’s preemption rules to the
HITECH Act’s privacy and security provisions. Finally, we proposed to re-title the
provision to read “Statutory basis” instead of “Applicability.”

Overview of Public Comments

Several commenters expressed concerns about the lack of uniform Federal and
State privacy laws and the resultant confusion and expense associated with determining
which laws apply to a given circumstance, particularly as more and more health care
entities operate across multiple state lines. Commenters recommended that the

Department make efforts to engage States and other partners to examine divergent
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Federal and State requirements and to attempt to coordinate various disclosure rules to
drive Federal-State consensus.
Final Rule

The final rule adopts the proposed modifications. In response to the comments
concerned with the lack of uniform Federal and State privacy laws, we note that the
preemption provisions of the HIPAA Rules are based on section 1178 of the Social
Security Act and section 264(c)(2) of HIPAA. Through these statutory provisions,
Congress made clear that the HIPAA privacy requirements are to supersede only contrary
provisions of State law, and not even in all such cases, such as where the provision of
State law provides more stringent privacy protections than the HIPAA Privacy Rule.
Accordingly, the HIPAA Privacy Rule provides a Federal floor of privacy protections,
with States free to impose more stringent privacy protections should they deem
appropriate.
b. Section 160.202—Definitions
i. Definition of “Contrary”
Proposed Rule

The term “contrary” is defined in § 160.202 to make clear when the preemption
provisions of HIPAA apply to State law. For the reasons set forth on page 40875 of the
July 2010 NPRM, we proposed to amend the definition of “contrary” by inserting
references to business associates in paragraph (1) of the definition. We also expanded the
reference to the HITECH statutory provisions in paragraph (2) of the definition to

encompass all of the sections of subtitle D of the HITECH Act, rather than merely to
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section 13402, which was added by the breach notifications interim final rule. These
changes would give effect to section 13421(a).
Final Rule

The Department did not receive substantive public comment on this proposal.
The final rule adopts the proposed modifications.
ii. Definition of “More Stringent”
Proposed Rule

The term “more stringent” is part of the statutory preemption language under
HIPAA. HIPAA preempts State law that is contrary to a HIPAA privacy standard unless,
among other exceptions, the State law is more stringent than the contrary HIPAA privacy
standard. We proposed to amend the definition to add a reference to business associates.
Final Rule

The Department did not receive substantive public comment on this proposal.
The final rule adopts the proposed modification.

B. Subparts C and D of Part 160: Amendments to the Enforcement Rule

Section 13410 of the HITECH Act made several amendments to the Social
Security Act to strengthen the HIPAA Enforcement Rule, which applies to the
Secretary’s enforcement of all of the HIPAA Administrative Simplification Rules, as well
as the Breach Notification Rule.

On October 30, 2009, the Department issued an interim final rule (IFR) revising
the Enforcement Rule to incorporate the provisions of section 13410(d) of the HITECH
Act that took effect immediately to apply to violations of the HIPAA Rules occurring

after the enactment date of February 18, 2009. See 74 FR 56123. In general, section
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13410(d) of the HITECH Act revised section 1176(a) of the Social Security Act to
establish four categories of violations that reflect increasing levels of culpability and four
corresponding tiers of penalty amounts that significantly increased the minimum penalty
amount for each violation, with a maximum penalty amount of $1.5 million annually for
all violations of an identical provision. Section 13410(d) also amended section 1176(b)
of the Social Security Act by removing the previous affirmative defense to the imposition
of penalties if the covered entity did not know and with the exercise of reasonable
diligence would not have known of the violation (these violations are now punishable
under the lowest tier of penalties), and by providing a prohibition on the imposition of
penalties for any violation that is timely corrected, as long as the violation was not due to
willful neglect. The IFR updated the HIPAA Enforcement Rule to reflect these statutory
amendments. The IFR did not make amendments with respect to those enforcement
provisions of section 13410 of the HITECH Act that were not effective immediately upon
enactment.

In its July 2010 NPRM, the Department proposed a number of additional
modifications to the Enforcement Rule to reflect other provisions of section 13410 of the
HITECH Act, some of which became effective on February 18, 2010, or were to become
effective at a later date: (1) requiring that the Secretary formally investigate complaints
indicating violations due to willful neglect, and impose civil money penalties upon
finding violations due to willful neglect; (2) making business associates of covered
entities directly liable for civil money penalties for violations of certain provisions of the
HIPAA Rules; (3) requiring the Secretary to determine civil money penalty amounts

based upon the nature and extent of the harm resulting from a violation; and (4) providing
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that the Secretary’s authority to impose a civil money penalty will be barred only to the
extent a criminal penalty has been imposed with respect to an act under Section 1177,
rather than in cases in which the act constitutes an offense that is criminally punishable
under Section 1177.

The following discussion describes the enforcement provisions of the IFR and the
NPRM, responds to public comment received by the Department on both rules, and
describes the final modifications to the Enforcement Rule adopted by this final rule. In
addition to the modifications discussed below, this final rule also adopts the NPRM
proposal to add the term “business associate” to the following provisions of the
Enforcement Rule: §§ 160.300; 160.304; 160.306(a) and (c); 160.308; 160.310; 160.312;
160.316; 160.401; 160.402; 160.404(b); 160.406; 160.408(c) and (d); and 160.410(a) and
(c). This is done to implement sections 13401 and 13404 of the Act, which impose direct
civil money penalty liability on business associates for their violations of certain
provisions of the HIPAA Rules.

1. Subpart C of Part 160—Compliance and Investigations

a. Sections 160.304, 160.306, 160.308, and 160.312—Noncompliance Due to Willful
Neglect

Proposed Rule

Section 13410(a) of the HITECH Act adds a new subsection (c) to section 1176 of
the Social Security Act, which requires the Department to formally investigate a
complaint if a preliminary investigation of the facts of the complaint indicates a possible
violation due to willful neglect (section 1176(c)(2)) and to impose a civil money penalty

for a violation due to willful neglect (section 1176(c)(1)). The Department proposed a
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number of modifications to Subpart C of the Enforcement Rule to implement these
provisions.

First, § 160.306(c) of the Enforcement Rule currently provides the Secretary with
discretion to investigate HIPAA complaints through the use of the word “may.” As a
practical matter, however, the Department currently conducts a preliminary review of
every complaint received and proceeds with the investigation in every eligible case where
its preliminary review of the facts indicates a possible violation of the HIPAA Rules.
Nonetheless, to implement section 1176(c)(2), the Department proposed to add a new
paragraph (1) to § 160.306(c) (and to make conforming changes to the remainder of §
160.306(c)) to make clear that the Secretary will investigate any complaint filed under
this section when a preliminary review of the facts indicates a possible violation due to
willful neglect. Under proposed § 160.306(c)(2), the Secretary would have continued
discretion with respect to investigating any other complaints.

Second, the Department proposed to modify § 160.308 by adding a new
paragraph (a) to provide that the Secretary will conduct a compliance review to determine
whether a covered entity or business associate is complying with the applicable
administrative simplification provision when a preliminary review of the facts indicates a
possible violation due to willful neglect. Like § 160.306(c) with respect to complaints,
the current § 160.308(c) provides the Secretary with discretion to conduct compliance
reviews. While section 13410(a) of the HITECH Act specifically mentions complaints
and not compliance reviews with respect to willful neglect, the Department proposed to
treat compliance reviews in the same manner because it believed doing so would

strengthen enforcement with respect to potential violations of willful neglect and would
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ensure that investigations, whether or not initiated by a complaint, would be handled in a
consistent manner. Under proposed § 160.308(b), the Secretary would continue to have
discretion to conduct compliance reviews in circumstances not indicating willful neglect.

Third, given the HITECH Act’s requirement that the Secretary impose a penalty
for any violation due to willful neglect, the Department proposed changes to § 160.312,
which currently requires the Secretary to attempt to resolve investigations or compliance
reviews indicating noncompliance by informal means. The NPRM proposed to provide
instead in § 160.312(a) that the Secretary “may” rather than “will” attempt to resolve
investigations or compliance reviews indicating noncompliance by informal means. This
change would permit the Department to proceed with a willful neglect violation
determination as appropriate, while also permitting the Department to seek resolution of
complaints and compliance reviews that did not indicate willful neglect violations by
informal means (e.g., where the covered entity or business associate did not know and by
exercising reasonable diligence would not have known of a violation, or where the
violation is due to reasonable cause).

Finally, the Department proposed a conforming change to § 160.304(a), which
currently requires the Secretary to seek, to the extent practicable, the cooperation of
covered entities in obtaining compliance with the HIPAA Rules. The NPRM proposed to
clarify that the Secretary would continue to do so “consistent with the provisions of this
subpart” in recognition of the new HITECH Act requirement to impose a civil money
penalty for a violation due to willful neglect. While the Secretary often will still seek to

correct indications of noncompliance through voluntary corrective action, there may be
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circumstances (such as circumstances indicating willful neglect), where the Secretary
may proceed directly to formal enforcement.

Overview of Public Comments

One commenter supported maintaining the current language at §§ 160.306 and
160.308 of the Enforcement Rule, providing the Secretary with discretion to conduct
complaint investigations and compliance reviews, regardless of indications of willful
neglect. One commenter suggested that OCR look to whether facts indicate a “probable,”
rather than “possible,” violation due to willful neglect to limit the likelihood of
unnecessary formal investigations or compliance reviews. While one commenter
supported the proposal to require a compliance review in circumstances indicating a
possible violation due to willful neglect, others argued that requiring compliance reviews
in such circumstances is not required by the statute, will detract from resources to
investigate complaints, and will be duplicative if a formal complaint investigation is also
underway.

Several commenters expressed concern over the proposal at § 160.312(a) to give
the Secretary discretion, rather than to require the Secretary, to attempt to resolve
investigations or compliance reviews indicating noncompliance by informal means, even
in cases of noncompliance that did not involve willful neglect (e.g., cases involving
reasonable cause or lack of knowledge of a violation). Commenters indicated support for
the Department’s seeking compliance through voluntary corrective action as opposed to

formal enforcement proceedings and argued that the Department should retain the

requirement for the Secretary to attempt informal resolution in all circumstances except
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those involving willful neglect. One commenter recommended that the Secretary be able
to assess penalties regardless of whether corrective action was obtained.
Final Rule

The final rule adopts the modifications to §§ 160.304, 160.306, 160.308, and
160.312, as proposed in the NPRM. The Department believes these changes to the
enforcement provisions to be appropriate given the HITECH Act’s requirements at
section 13410(a) with respect to circumstances indicating or involving noncompliance
due to willful neglect. We do not provide in the Rule that the Secretary will investigate
when a preliminary review of the facts indicates a “probable” rather than “possible”
violation due to willful neglect as the statute requires an investigation even in cases
indicating a “possible” violation due to willful neglect. In response to commenters
concerned about requiring the Secretary to conduct compliance reviews in circumstances
in which facts indicate a possible violation due to willful neglect, we continue to believe
that, while not expressly required by the statute, doing so appropriately strengthens
enforcement with respect to violations due to willful neglect and ensures consistency in
the handling of complaints and compliance reviews in which violations due to willful
neglect are indicated. We emphasize that the Department retains discretion to decide
whether to conduct a compliance review (or complaint investigation) where a preliminary
review of the facts indicates a degree of culpability less than willful neglect. Further,
with respect to commenter concerns about duplication between complaint investigations
and compliance reviews, we clarify that the Department generally conducts compliance
reviews to investigate allegations of violations of the HIPAA Rules brought to the

Department’s attention through a mechanism other than a complaint. For example, the
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Department may use a compliance review to investigate allegations of violations of the
Rules brought to our attention through a media report, or from a State or another Federal
agency. If the Department initiates an investigation of a complaint because its
preliminary review of the facts indicates a possible violation due to willful neglect, the
Department is not also required to initiate a compliance review under § 160.308 because
doing so would initiate a duplicative investigation.

With respect to § 160.312, where the Rule previously mandated that the Secretary
attempt to resolve indicated violations of the HIPAA Rules by informal means, the final
rule now provides the Secretary with the discretion to do so, to reflect Section 13410 of
the HITECH Act with regard to violations due to willful neglect. Nothing in Section
13410 of the HITECH Act limits the Secretary’s ability to resolve such cases by informal
means. However, through its introduction of higher penalties and its mandate for formal
investigations with regard to possible violations due to willful neglect, Section 13410
strengthens enforcement and accordingly we have revised § 160.312 so that the Secretary
may move directly to a civil money penalty without exhausting informal resolution
efforts at her discretion, particularly in cases involving willful neglect violations.

Response to Other Public Comments

Comment: A number of commenters requested further clarification on the scope
and depth of what constitutes a “preliminary review of the facts” for purposes of
determining whether facts indicate a possible violation due to willful neglect and thus,
warrant a formal complaint investigation or compliance review. Certain commenters
suggested that a preliminary review of the facts should go beyond merely a review of the

allegations asserted in a complaint.
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Response: As noted above, currently the Department conducts a preliminary
review of every complaint received and proceeds with the investigation in every eligible
case where its preliminary review of the facts indicates a possible violation of the HIPAA
Rules. The Department anticipates that some complaints, on their face, or reports or
referrals that form the basis of a potential compliance review, will contain sufficient
information to indicate a possible violation due to willful neglect, and some may not. In
any event, the Department may on a case-by-case basis expand the preliminary review
and conduct additional inquiries for purposes of identifying a possible violation due to
willful neglect. Notwithstanding the scope of a preliminary review, OCR will determine
if an indicated violation was due to willful neglect based on the evidence from its
investigation of the allegations, even if a violation due to willful neglect was not
indicated at the preliminary review stage.

b. Section 160.310—Protected Health Information Obtained by the Secretary
Proposed Rule

Section 160.310 requires that covered entities make information available to and
cooperate with the Secretary during complaint investigations and compliance reviews.
Section 160.310(c)(3) provides that any protected health information obtained by the
Secretary in connection with an investigation or compliance review will not be disclosed
by the Secretary, except as necessary for determining and enforcing compliance with the
HIPAA Rules or as otherwise required by law. In the proposed rule, we proposed to
modify this paragraph to also allow the Secretary to disclose protected health information
if permitted under the Privacy Act at 5 U.S.C. 552a(b)(7). Section 5 U.S.C. 552a(b)(7)

permits the disclosure of a record on an individual contained within a government system
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of records protected under the Privacy Act to another agency or instrumentality of any
governmental jurisdiction within or under the control of the United States for a civil or
criminal law enforcement activity if the activity is authorized by law and if the agency
has made a written request to the agency that maintains the record. The proposed change
would permit the Secretary to coordinate with other law enforcement agencies, such as
the State Attorneys General pursuing civil actions to enforce the HIPAA Rules on behalf
of State residents pursuant to section 13410(e) of the Act, or the FTC pursuing remedies
under other consumer protection authorities.

Overview of Public Comments

One commenter requested clarification and transparency on how or if Federal
regulators such as OCR and the FTC will collaborate, when such information sharing will
be initiated or occur as a routine process, or whether Federal and State agencies will work
together to enforce suspected violations.

Final Rule

To facilitate cooperation between the Department and other law enforcement
agencies, the final rule adopts the modifications to § 160.310(c)(3) as proposed in the
NPRM. In response to the comment regarding transparency in how the Department is or
will cooperate with other agencies in enforcement, we note that the Department’s web
site at http://www.hhs.gov/ocr/enforcement/ contains information about how the
Department coordinates with the Department of Justice to refer cases involving possible
criminal HIPAA violations and how the Department has worked with the FTC to
coordinate enforcement actions for violations that implicate both HIPAA and the FTC

Act. Further, the Department will be working closely with State Attorneys General to
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coordinate enforcement in appropriate cases, as provided under section 13410(e) of the
HITECH Act. The Department will continue to update its web site as necessary and
appropriate to maintain transparency with the public and the regulated community about
these coordinated activities and its other enforcement actions and activities.

2. Subpart D—Imposition of Civil Money Penalties

a. Section 160.401—Definitions

99 ¢

Section 160.401 defines “reasonable cause,” “reasonable diligence,” and “willful
neglect.” Given that section 13410(d) of the HITECH Act uses these terms to describe
the increasing levels of culpability for which increasing minimum levels of penalties may
be imposed, the Department moved these definitions in the IFR from their prior
placement at § 160.410, which pertains only to affirmative defenses, to § 160.401, so that
they would apply to the entirety of Subpart D of Part 160 and the provisions regarding the
imposition of civil money penalties. The IFR did not modify the definitions themselves
as the HITECH Act did not amend the definitions.

Even though the HITECH Act did not amend the definitions of these terms, the
Department in its NPRM proposed certain modifications to the definition of “reasonable
cause” to clarify the mens rea (state of mind) required for this category of violations, and
to avoid the situation where certain violations would not fall within one of the established
penalty tiers. This modification is discussed below. The Department did not propose
modifications to the definitions of “reasonable diligence” and “willful neglect.”

In the NPRM, the Department also included examples and guidance as to how the

29 ¢

Department planned to apply the definitions of “reasonable cause,” “reasonable

diligence,” and “willful neglect” to distinguish among the tiers of culpability. 75 FR
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40877-40879. As commenters generally found this guidance helpful, the Department
intends to publish the guidance on its web site.

Modifications to the Definition of “Reasonable Cause”

Proposed Rule

Reasonable cause is currently defined at § 160.401 to mean: “circumstances that
would make it unreasonable for the covered entity, despite the exercise of ordinary
business care and prudence, to comply with the administrative simplification provision
violated.” This definition is consistent with the Supreme Court’s ruling in United States
v. Boyle, 469 U.S. 241, 245 (1985), which focused on whether circumstances were
beyond the regulated person's control, thereby making compliance unreasonable. See 70
FR 20224, 20238. Prior to the HITECH Act, section 1176 of the Social Security Act
provided an affirmative defense to the imposition of a civil money penalty if the covered
entity established that its violation was due to reasonable cause and not willful neglect
and was corrected within a 30-day period (or such additional period determined by the
Secretary to be appropriate).

As described above, section 13410(d) of the HITECH Act revised section 1176 of
the Social Security Act to establish four tiers of increasing penalty amounts to correspond
to the levels of culpability associated with the violation. The first category of violation
(and lowest penalty tier) covers situations where the covered entity or business associate
did not know, and by exercising reasonable diligence would not have known, of a
violation. The second category of violation (and next highest penalty tier) applies to
violations due to reasonable cause and not to willful neglect. The third and fourth

categories apply to circumstances where the violation was due to willful neglect that is
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corrected within a certain time period (second highest penalty tier) and willful neglect
that is not corrected (highest penalty tier). The mens rea, or state of mind, associated
with the tiers is clear with respect to the first, third, and fourth categories, in that there is
no mens rea with respect to the lowest category of violation, while the existence of mens
rea is presumed with respect to the third and fourth categories of violation.

However, the current definition of “reasonable cause” does not address mens rea
with respect to the second category of violations. Therefore, the Department proposed to
amend the definition of “reasonable cause” at § 160.401 to clarify the mens rea
associated with the reasonable cause category of violations and to clarify the full scope of
violations that will come within the category. Specifically, the Department proposed to
modify the definition of “reasonable cause” to mean “an act or omission in which a
covered entity or business associate knew, or by exercising reasonable diligence would
have known, that the act or omission violated an administrative simplification provision,
but in which the covered entity or business associate did not act with willful neglect.”
Thus, the proposed definition would now include violations due both to circumstances
that would make it unreasonable for the covered entity or business associate, despite the
exercise of ordinary business care and prudence, to comply with the administrative
simplification provision violated, as well as to other circumstances in which a covered
entity or business associate has knowledge of a violation but lacks the conscious intent or
reckless indifference associated with the willful neglect category of violations.

Overview of Public Comments

Commenters addressing the definition of “reasonable cause” expressed general

support for the proposed clarifications to the scope of this category of violations.
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Final Rule

The final rule adopts the proposed modifications to the definition.
b. Section 160.402—Basis for a Civil Money Penalty
Proposed Rule

Section 160.402(a) states generally that the Secretary will impose a civil money
penalty upon a covered entity if the Secretary determines that the covered entity violated
an administrative simplification provision. Section 164.402, in paragraphs (b) and (c),
provides the basis for a civil money penalty against a covered entity where more than one
covered entity is responsible for a violation, where an affiliated covered entity is
responsible for a violation, and where an agent of a covered entity is responsible for a
violation.

The proposed rule proposed to remove the exception at § 160.402(c) for covered
entity liability for the acts of its agent in cases where the agent is a business associate, the
relevant contract requirements have been met, the covered entity did not know of a
pattern or practice of the business associate in violation of the contract, and the covered
entity did not fail to act as required by the Privacy or Security Rule with respect to such
violations. The proposed rule also proposed to add a parallel provision in a new
paragraph (2) at § 160.402(c) that would provide for civil money penalty liability against
a business associate for the acts of its agent. The existing language of § 160.402(c)
regarding the liability of covered entities for the acts of their agents would be re-
designated as paragraph (1).

These proposed changes would make covered entities and business associates

liable under § 160.402(c) for the acts of their business associate agents, in accordance
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with the Federal common law of agency, regardless of whether the covered entity has a
compliant business associate agreement in place. Section 160.402(c) closely tracks the
language in section 1128A(1) of the Social Security Act, which is made applicable to
HIPAA by section 1176(a)(2) of such Act, which states that ‘“a principal is liable for
penalties . . . under this section for the actions of the principal’s agents acting within the
scope of the agency.’” One reason for removing the exception to the general provision at
§ 160.402(c), as we explained in the NPRM, is to ensure, where a covered entity or
business associate has delegated out an obligation under the HIPAA Rules, that a covered
entity or business associate would remain liable for penalties for the failure of its business
associate agent to perform the obligation on the covered entity or business associate’s
behalf.

Overview of Public Comments

Several commenters requested that the Department clarify and provide additional
guidance regarding how the Federal common law of agency applies to business associate
relationships. These commenters expressed an overall concern that applying the Federal
common law of agency to business associate relationships would add unnecessary
confusion to and place an undue burden on business associate relationships. Several
commenters argued that the proposed change would require covered entities and business
associates to determine whether their business associates or business associate
subcontractors are agents, resulting in costly and burdensome challenges when drafting
business associate contracts and monitoring ongoing relationships. One commenter
argued that the Federal common law of agency should not be applied to covered entity

and business associate relationships because it does not generally control when the parties
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have entered into a contractual agreement that specifies their respective rights and
obligations. Instead, the commenter argued, the contractual provisions control, and are
interpreted and enforced in accordance with State law specified by the contract.

Final Rule

This final rule adopts the proposed modifications to § 160.402(c). We do not
believe that this change will place an undue burden on covered entities and business
associates. As we explained in the NPRM, a covered entity’s liability for acts of its
agents is customary under common law. See 75 FR 40880. Further, section 1128A(1) of
the Social Security Act, applicable to HIPAA covered entities and now business
associates by section 1176(a)(2) of the Act, states that a principal is liable for civil money
penalties for the actions of the principal’s agent acting within the scope of agency.
Before the changes to § 160.402(c) were finalized in this rule, if a covered entity failed to
comply with the business associate provisions in the HIPAA Rules, a covered entity
potentially would have been liable for the actions of its business associate agent. Thus,
we believe that the notion that a principal is liable for the acts of its agent should not be
an unfamiliar concept to covered entities and business associates. However, we
appreciate and understand the commenters’ concerns and take this opportunity to provide
additional guidance.

While section 1128A(1) is silent as to how to define “principal,” “agent,” and
“scope of agency,” § 160.402(c) references the Federal common law of agency. As we
explained in the Enforcement Rule preamble, 71 FR 8390, 8403-04, adopting the Federal
common law to determine the definitions and application of these terms achieves

nationwide uniformity in the implementation of the HIPAA Rules. We believe that
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relying on the Federal common law is particularly important because of HIPAA’s express
objective of furthering the efficiency and effectiveness of the health care system as a
whole. Further, adopting the Federal common law here is consistent with the precept that
Federal statutes are meant to have uniform nationwide application. Therefore, we
disagree with the comment that argued that Federal common law should not be applied
with respect to relationships between covered entities and business associates.

An analysis of whether a business associate is an agent will be fact specific,
taking into account the terms of a business associate agreement as well as the totality of
the circumstances involved in the ongoing relationship between the parties. The essential
factor in determining whether an agency relationship exists between a covered entity and
its business associate (or business associate and its subcontractor) is the right or authority
of a covered entity to control the business associate’s conduct in the course of performing
a service on behalf of the covered entity. The right or authority to control the business
associate’s conduct also is the essential factor in determining whether an agency
relationship exists between a business associate and its business associate subcontractor.
Accordingly, this guidance applies in the same manner to both covered entities (with
regard to their business associates) and business associates (with regard to their
subcontractors).

The authority of a covered entity to give interim instructions or directions is the
type of control that distinguishes covered entities in agency relationships from those in
non-agency relationships. A business associate generally would not be an agent if it
enters into a business associate agreement with a covered entity that sets terms and

conditions that create contractual obligations between the two parties. Specifically, if the
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only avenue of control is for a covered entity to amend the terms of the agreement or sue
for breach of contract, this generally indicates that a business associate is not acting as an
agent. In contrast, a business associate generally would be an agent if it enters into a
business associate agreement with a covered entity that granted the covered entity the
authority to direct the performance of the service provided by its business associate after
the relationship was established. For example, if the terms of a business associate
agreement between a covered entity and its business associate stated that “a business
associate must make available protected health information in accordance with § 164.524
based on the instructions to be provided by or under the direction of a covered entity,”
then this would create an agency relationship between the covered entity and business
associate for this activity because the covered entity has a right to give interim
instructions and direction during the course of the relationship. An agency relationship
also could exist between a covered entity and its business associate if a covered entity
contracts out or delegates a particular obligation under the HIPAA Rules to its business
associate. As discussed above, whether or not an agency relationship exists in this
circumstance again would depend on the right or authority to control the business
associate’s conduct in the performance of the delegated service based on the right of a
covered entity to give interim instructions.

While these principles are well established under the Federal common law of
agency, we again note that any analysis regarding scope of agency depends on the facts
of each circumstance. Several factors are important to consider in any analysis to
determine the scope of agency: (1) the time, place, and purpose of a business associate

agent’s conduct; (2) whether a business associate agent engaged in a course of conduct
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subject to a covered entity’s control; (3) whether a business associate agent’s conduct is
commonly done by a business associate to accomplish the service performed on behalf of
a covered entity; and (4) whether or not the covered entity reasonably expected that a
business associate agent would engage in the conduct in question.

The terms, statements, or labels given to parties (e.g., independent contractor) do
not control whether an agency relationship exists. Rather, the manner and method in
which a covered entity actually controls the service provided decides the analysis. As
mentioned above, an analysis of whether a business associate is an agent will be fact
specific and consider the totality of the circumstances involved in the ongoing
relationship between the parties. We note here several circumstances that are important.
The type of service and skill level required to perform the service are relevant factors in
determining whether a business associate is an agent. For example, a business associate
that is hired to perform de-identification of protected health information for a small
provider would likely not be an agent because the small provider likely would not have
the expertise to provide interim instructions regarding this activity to the business
associate. Also, an agency relationship would not likely exist when a covered entity is
legally or otherwise prevented from performing the service or activity performed by its
business associate. For example, the accreditation functions performed by a business
associate cannot be performed by a covered entity seeking accreditation because a
covered entity cannot perform an accreditation survey or award accreditation. We also
note that a business associate can be an agent of a covered entity: (1) despite the fact that
a covered entity does not retain the right or authority to control every aspect of its

business associate’s activities; (2) even if a covered entity does not exercise the right of
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control but evidence exists that it holds the authority to exercise that right; and (3) even if
a covered entity and its business associate are separated by physical distance (e.g., ifa
covered entity and business associate are located in different countries).

Response to Other Public Comments

Comment: One commenter asked whether the Department intends to eliminate
the exceptions afforded by the Federal common law of agency. This commenter also
argued that if a business associate were an agent of a covered entity, and a HIPAA
compliant business associate agreement was in place, any deviation from the terms in the
agreement would be by definition outside the scope of agency.

Response: As we discussed above, § 160.402(c) provides that covered entities
and business associates are liable for the acts of their business associate agents, in
accordance with the Federal common law of agency. Section 160.402(c) is derived from
section 1128A(1) of the Social Security Act which states that “‘a principal is liable for
penalties . . . under this section for the actions of the principal’s agents acting within the
scope of the agency.”” Accordingly, § 160.402(c) incorporates the Federal common law
of agency, which includes the understanding that for a principal to be liable for the
actions of an agent, the agent must be acting within the scope of agency. Thus, the
exceptions to the Federal common law of agency (as the commenter identified them) are
incorporated in the final rule at § 160.402(c).

We do not agree with the commenter that any deviation from the terms in a
business associate contract would be by definition outside the scope of agency. A
business associate agent’s conduct generally is within the scope of agency when its

conduct occurs during the performance of the assigned work or incident to such work,
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regardless of whether the work was done carelessly, a mistake was made in the
performance, or the business associate disregarded a covered entity’s specific instruction.
For example, a business associate agent would likely be acting within the scope of
agency if it impermissibly disclosed more than the minimum necessary information to a
health plan for purposes of payment, even if the disclosure is contrary to clear
instructions of the covered entity. In contrast, a business associate agent’s conduct
generally is outside the scope of agency when its conduct is solely for its own benefit (or
that of a third party), or pursues a course of conduct not intended to serve any purpose of
the covered entity.

Comment: One commenter stated that the proposed change would impose strict
liability on covered entities for the actions of third parties not under their control.
Another commenter stated that an agent would always fall within the scope of a
workforce member, which by definition is not a business associate.

Response: We disagree with both comments and believe that the comments may
reflect a misunderstanding of the proposed change. First, as explained above, §
160.402(c) closely tracks the language in section 1128A(1) of the Social Security Act,
which is made applicable to HIPAA by section 1176(a)(2) of such Act. It does not make
a covered entity or business associate liable for the acts of third parties that are not under
its control because such third parties are not its agents. With regard to the second
comment, an agent could always fall within the definition of a workforce member
because of the direct control requirement in that definition, but the definition of business
associate excludes a workforce member. This definitional exclusion allows the covered

entity to determine whether, for example, to provide training to the agent under the
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Privacy Rule. A covered entity would be required to provide training to a workforce
member but not to a business associate agent. However, the covered entity is required to
enter into a business associate agreement with a business associate agent that it does not
treat as a workforce member. The proposed change to § 160.402(c) simply makes the
covered entity or business associate liable for the acts of its agents acting within the
scope of agency, whether the agents are workforce members or business associates. See
the definitions of “business associate” and “workforce member” at § 160.103.

¢. Section 160.404—Amount of a Civil Monetary Penalty

Interim Final Rule

The IFR amended § 160.404 to revise the range of potential civil money penalty
amounts a covered entity (or business associate) will be subject to for violations
occurring on or after February 18, 2009, as a result of section 13410(d) of the HITECH
Act.

Prior to the HITECH Act, section 1176(a) of the Social Security Act authorized
the Secretary to impose a civil money penalty of not more than $100 for each violation,
with the total amount imposed on a covered entity for all violations of an identical
requirement or prohibition during a calendar year not to exceed $25,000. As described
above, section 13410(d) of the HITECH Act modified section 1176(a) to establish tiers of
increasing penalty amounts for violations based on increasing levels of culpability
associated with each tier.

Accordingly, the IFR adopted at § 160.404(b) the new penalty scheme provided
for at section 13410(d) of the HITECH Act for violations occurring on or after February

18, 2009. The IFR retained the pre-HITECH maximum penalty amounts of not more
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than $100 per violation and $25,000 for identical violations during a calendar year, for
violations occurring before February 18, 2009.

In adopting the HITECH Act’s penalty scheme, the Department recognized that
section 13410(d) contained apparently inconsistent language (i.e., its reference to two
penalty tiers “for each violation,” each of which provided a penalty amount “for all such
violations” of an identical requirement or prohibition in a calendar year). To resolve this
inconsistency, with the exception of violations due to willful neglect that are not timely
corrected, the IFR adopted a range of penalty amounts between the minimum given in
one tier and the maximum given in the second tier for each violation and adopted the
amount of $1.5 million as the limit for all violations of an identical provision of the
HIPAA rules in a calendar year. For violations due to willful neglect that are not timely
corrected, the IFR adopted the penalty amount of $50,000 as the minimum for each
violation and $1.5 million for all such violations of an identical requirement or
prohibition in a calendar year.

Specifically, the IFR revised § 160.404 to provide, for violations occurring on or
after February 18, 2009, the new HITECH penalty scheme, as follows: (1) for violations
in which it is established that the covered entity did not know and, by exercising
reasonable diligence, would not have known that the covered entity violated a provision,
an amount not less than $100 or more than $50,000 for each violation; (2) for a violation
in which it is established that the violation was due to reasonable cause and not to willful
neglect, an amount not less than $1000 or more than $50,000 for each violation; (3) for a
violation in which it is established that the violation was due to willful neglect and was

timely corrected, an amount not less than $10,000 or more than $50,000 for each
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violation; and (4) for a violation in which it is established that the violation was due to
willful neglect and was not timely corrected, an amount not less than $50,000 for each
violation; except that a penalty for violations of the same requirement or prohibition
under any of these categories may not exceed $1,500,000 in a calendar year. See Table 2
below.

TABLE 2.—Categories of Violations and Respective Penalty Amounts Available

Violation Category — Each Violation All Such Violations of
Section 1176(a)(1) an Identical Provision

in a Calendar Year

(A) Did Not Know $100 - $50,000 $1,500,000
(B) Reasonable Cause $1,000 - $50,000 $1,500,000
(C)(1) Willful Neglect-Corrected $10,000 - $50,000 $1,500,000
(C)(ii) Willful Neglect-Not Corrected | $50,000 $1,500,000

In applying these amounts, the Department will not impose the maximum penalty
amount in all cases but rather will determine the penalty amounts as required by the
statute at section 1176(a)(1) and the regulations at § 160.408 (i.e., based on the nature
and extent of the violation, the nature and extent of the resulting harm, and the other
factors set forth at § 160.408).

Further, for counting violations, the Department continues to utilize the
methodology discussed in prior preambles of the Enforcement Rule. See 70 FR 20224,
20233-55 (April 18, 2005) and 71 FR 8390, 8404-07 (February 16, 2006). For violations

that began prior to February 18, 2009, and continue after that date, the Department will
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treat violations occurring before February 18, 2009, as subject to the penalties in effect
prior to February 18, 2009, and violations occurring on or after February 18, 2009, as
subject to the penalties in effect on or after February 18, 2009.

Overview of Public Comments

Most comments on the civil money penalty amounts expressed concern with the
new penalty structure set forth in the IFR. A few of these commenters expressed a
generalized concern about the potential impact the available penalty amounts might have
on covered entities, particularly smaller entities. One commenter argued that the
Secretary should not fine entities for violations of which a covered entity had no
knowledge or those due to reasonable cause, and that civil money penalties should only
be imposed as a last resort. A few commenters expressed concern with the Secretary’s
wide range of discretion in determining a civil money penalty amount and suggested that
the regulations or guidance should further define how the Secretary would determine
such an amount.

Some commenters specifically expressed concern about the maximum penalty
amounts set forth for each violation (i.e., $50,000) and for all violations of an identical
provision in a calendar year ($1,500,000). Commenters argued that the IFR’s penalty
scheme is inconsistent with the HITECH Act’s establishment of different tiers based on
culpability because the outside limits were the same for all culpability categories and this
ignored the outside limits set forth by the HITECH Act within the lower penalty tiers,
rendering those limits meaningless. A few commenters expressed particular concern with

what they believed to be the unfair ability of the Secretary to impose the maximum
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penalty amounts to violations falling within the two lowest categories of culpability (i.e.,
did not know violations and violations due to reasonable cause and not willful neglect).
Final Rule

This final rule retains the revised penalty structure in § 160.404(b) as
implemented by the [FR. We continue to believe the penalty amounts are appropriate
and reflect the most logical reading of the HITECH Act, which provides the Secretary
with discretion to impose penalties for each category of culpability up to the maximum
amount described in the highest penalty tier.

With respect to those comments expressing concern about the discretion available
to the Secretary under the adopted scheme we emphasize again that the Department will
not impose the maximum penalty amount in all cases but will rather determine the
amount of a penalty on a case-by-case basis, depending on the nature and extent of the
violation and the nature and extent of the resulting harm, as required by the HITECH Act,
as well as the other factors set forth at § 160.408. In response to those commenters
particularly concerned about the impact of penalties on smaller entities, we note that the
other factors include both the financial condition and size of the covered entity or
business associate. These factors are discussed more fully below.

In addition, with respect to comments expressing specific concern about fairness
regarding those violations of which an entity did not know or by exercising reasonable
diligence would not have known or for which there was a reasonable cause and not
willful neglect, we note that in both cases an entity may establish that an affirmative
defense applies under § 160.410, where the entity corrects the violation within 30 days

from the date the entity had knowledge of the violation or with the exercise of reasonable

72



diligence would have had knowledge of the violation, or during a period determined
appropriate by the Secretary based upon the nature and extent of the entity's failure to
comply. These affirmative defenses are described more fully below.

In addition, Section 13410(d) of the HITECH Act and Section 1176(a) of the
Social Security Act, give the Secretary further ability to waive a civil money penalty, in
whole or in part, under certain circumstances. Thus, to the extent an entity fails to correct
such violations within the mandated timeframe, the Secretary may also utilize her waiver
authority provided for at § 160.412, to waive the penalty amount in whole or in part, to
the extent that payment of the penalty would be excessive relative to the violation.

Further, pursuant to 42 U.S.C. 1320a-7a(f), the Secretary always has the
discretion to settle any issue or case or to compromise the amount of a civil money
penalty assessed for a violation of the HIPAA Rules.

Finally, in the event an entity believes that a civil money penalty has been
imposed unfairly, the entity could exercise its right under § 160.504 to appeal the
imposition of a civil money penalty in a hearing before an administrative law judge.

Response to Other Public Comments

Comment: We received a few comments in response to the IFR and NPRM
requesting clarification as to how the Secretary will count violations for purposes of
calculating civil money penalties. One commenter requested clarification as to how the
numbers of “occurrences” are determined, suggesting that penalties could be very
significant, and vary significantly, depending on the counting methodology utilized. The
Department also received one comment asking whether a violation is defined as one

event. This commenter queried, for example, whether the loss of unsecured electronic
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media would be considered as a single violation, even if the media contained several
hundred records. The commenter also asked for confirmation that $1,500,000 is the
aggregate limit of all fines for all violations in a given calendar year which would apply
across an entire enterprise, regardless of violations occurring in different business units.

Response: How violations are counted for purposes of calculating a civil money
penalty vary depending on the circumstances surrounding the noncompliance. Generally
speaking, where multiple individuals are affected by an impermissible use or disclosure,
such as in the case of a breach of unsecured protected health information, it is anticipated
that the number of identical violations of the Privacy Rule standard regarding permissible
uses and disclosures would be counted by the number of individuals affected. Further,
with respect to continuing violations, such as lack of appropriate safeguards for a period
of time, it is anticipated that the number of identical violations of the safeguard standard
would be counted on a per day basis (i.e., the number of days the entity did not have
appropriate safeguards in place to protect the protected health information). Note also
that in many breach cases, there will be both an impermissible use or disclosure, as well
as a safeguards violation, for each of which the Department may calculate a separate civil
money penalty. We refer readers to prior Enforcement Rule preambles for additional
discussion on the counting methodology. See 70 FR 20224, 20233-55 (April 18, 2005)
and 71 FR 8390, 8404-07 (February 16, 2006).

With respect to whether the aggregate CMP limit of $1.5 million would apply to
all violations in a given calendar year, across an entire enterprise, regardless of violations
occurring in different business units of the enterprise, we note that the Enforcement

Rule's penalty scheme, and thus the limit for identical violations in a calendar year
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applies to the legal entity that is a covered entity or business associate. However, as we
indicated above, a covered entity or business associate may be liable for multiple
violations of multiple requirements, and a violation of each requirement may be counted
separately. As such, one covered entity or business associate may be subject to multiple
violations of up to a $1.5 million cap for each violation, which would result in a total
penalty above $1.5 million.

d. Section 160.408—Factors Considered in Determining the Amount of a Civil
Money Penalty

Proposed Rule

Section 160.408 implements section 1176(a)(2) of the Social Security Act, which
requires the Secretary, when imposing a civil money penalty, to apply the provisions of
section 1128A of the Social Security Act “in the same manner as such provisions apply to
the imposition of a civil money penalty under section 1128A.” In determining a penalty
amount, section 1128A requires the Secretary to take into account the nature of the
claims and the circumstances under which they were presented; the degree of culpability,
history of prior offenses and financial condition of the person presenting the claims; and
such other matters as justice may require.

Section 160.408 adopted these factors and provided a more specific list of
circumstances within each. Because the Enforcement Rule applies to a number of rules,
which apply to an enormous number of entities and circumstances, the Secretary has the
discretion to decide whether and how to consider the factors (i.e., as either aggravating or

mitigating) in determining the amount of a civil money penalty.
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As previously indicated, section 13410(d) of the HITECH Act modified section
1176(a)(1) of the Social Security Act to require that the Department base determinations
of appropriate penalty amounts on the nature and extent of the violation and the nature
and extent of the harm resulting from such violation. However, the HITECH Act did not
modify section 1176(a)(2),which continues to require application of the factors in section
1128A.

The proposed rule proposed to revise the structure and list of factors at § 160.408
to make explicit the new HITECH Act requirement that the Secretary consider the nature
and extent of the violation and the nature and extent of the harm resulting from the
violation, in addition to those factors enumerated in section 1128 A. We proposed to
exclude, however, the factor at § 160.408(c) regarding the degree of culpability of the
covered entity, which originated in section 1128A, because culpability is now reflected in
the penalty tiers.

Specifically, the Department proposed to revise § 160.408(a) to identify “the

9% <6

nature and extent of the violation,” “the nature and extent of the harm resulting from the
violation,” and the “history of prior compliance with the administrative simplification
provision, including violations by the covered entity or business associate,” the “financial
condition of the covered entity or business associate,” and “such other matters as justice
may require,” as the five general factors the Secretary will consider in determining a civil
money penalty. Under each of these categories, we proposed to reorganize and list the
specific factors that may be considered.

In addition, in the first, second, and third factors, we proposed to add certain

circumstances which may be considered in determining a penalty amount. Under the first
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factor, we proposed to add “the number of individuals affected” as relevant to the extent
of a violation. Under the second factor, we proposed to add “reputational harm” to the
specific circumstances which may be considered, to make clear that reputational harm is
as cognizable a form of harm as physical or financial harm. Finally, in the third factor,
the Department proposed to modify the phrase “prior violations” to “indications of
noncompliance,” because use of the term “violation” is generally reserved for instances
where the Department has made a formal finding of a violation through a notice of
proposed determination. However, a covered entity’s general history of HIPAA
compliance is relevant in determining the amount of a civil money penalty within the
penalty range.

The Department did not propose to modify the Secretary’s discretion in how to
apply the factors —i.e., as either mitigating or aggravating.

Overview of Public Comments

We received one comment requesting that the Department limit the number of
mitigating factors it will consider when determining penalty amounts and apply civil
money penalties in every case of noncompliance, including where resolution and
compliance have been achieved by informal means. The commenter also argued that a
covered entity’s or business associate’s financial condition or financial difficulties should
not be considered as mitigating factors in determining the amount of civil money
penalties. The commenter recommended that penalties should apply to all violators
except those who despite due diligence could not discover the violation, who reported the

violation immediately, and who fully corrected the problem within 30 days of discovery.
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We received two comments in support of considering reputational harm in the
computation of civil money penalties. One commenter emphasized that reputational harm
addresses harm to individuals’ dignity interest and recommended the inclusion of “other”
harm as well. However, another covered entity expressed concern that damages for
reputational harm are difficult to quantify and, therefore, claims might lead to protracted
litigation and expensive settlements, ultimately increasing the costs of health care.
Finally, we received one comment requesting examples of situations involving a
cognizable claim of reputational harm.

We also received several comments requesting that the Department continue to
consider the degree of culpability when determining the amount of a civil money penalty.
One commenter specifically recommended that the Department consider whether
unauthorized access has occurred when determining civil money penalty amounts. We
also received one comment suggesting that the Department revise proposed § 160.408(c)
to recognize as a mitigating factor whether the current violation is inconsistent with an
entity’s prior history of compliance.

With respect to the evaluation of a covered entity’s or business associate’s history
of prior compliance, we received a number of comments expressing concern that
replacing “violations” with “indications of noncompliance” would create ambiguity, and
would not adequately inform covered entities and business associates of the factors that
the Department will consider when determining civil money penalty amounts. The
commenters expressed concern that expanding the evaluation of prior compliance beyond
documented, formal findings of noncompliance would permit the Department to rely on

information of dubious credibility. Commenters requested that, to prevent uncertainty,
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the Department either retain the term “violations” or provide a clear definition, including
examples, of “indications of noncompliance.”

Finally, we received several comments requesting additional examples and
guidance on how the Department will apply the factors in assessing penalty amounts.
Final Rule

The final rule adopts the proposed modifications. We do not eliminate the factors
concerning an entity’s financial condition, as such factors are based on the requirement in
section 1128A(d) of the Social Security Act. We emphasize that the goal of enforcement
is to ensure that violations do not recur without impeding access to care. Further, we note
that an entity’s financial condition can affect a civil money penalty in either direction,
that is, while an entity in poor financial condition may face a lesser penalty if its financial
condition affected its ability to comply, an entity with greater financial resources could be
subject to higher penalties for violations, in part because it had the resources to maintain
compliance.

When considering the nature of the violation, the Department intends to consider
factors such as the time period during which the violation(s) occurred and the number of
individuals affected. Such considerations reflect the nature of the violation, specifically
with respect to potential violations that affect a large number of individuals, for example,
where disclosure of protected health information in multiple explanation of benefits
statements (EOBs) that were mailed to the wrong individuals resulted from one
inadequate safeguard but affected a large number of beneficiaries. However, we do
recognize that these specific circumstances might also be considered under § 160.406,

with respect to counting violations. See 71 FR 8390, 8409.
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Whether reputational harm is implicated in a HIPAA violation will be a fact-
specific inquiry. We emphasize, however, that we do not consider reputational harm to
arise solely from the unlawful disclosure of protected health information relating to
medical diagnoses that may be considered especially sensitive, such as sexually
transmitted infections or mental health disorders. Rather, the facts of the situation will
determine whether reputational harm has occurred, such as whether the unlawful
disclosure resulted in adverse effects on employment, standing in the community, or
personal relationships. With respect to requests to consider “other” harm or whether
unauthorized access has occurred, we reiterate that, in determining the nature and extent
of the harm involved, we may consider all relevant factors, not just those expressly
included in the text of the regulation.

Regarding the shift in terminology from “history of violations” to “prior
indications of noncompliance,” we note that use of the terms “violation” or “violate”
generally indicates that the Department has made a formal finding of a violation through
a notice of proposed determination. Because the Department has a number of
enforcement tools, such as informal resolution through a corrective action plan, the
number of “violations” incurred by a covered entity or business associate does not
constitute an accurate picture of a covered entity’s or business associate’s general history
of compliance with all HIPAA Rules, which is relevant in determining the amount of a
civil money penalty within the penalty range. See 71 FR 8390, 8408. As such, the
Department modified the provision to reflect the Department’s policy of considering the
covered entity’s or business associate’s general history of compliance with the HIPAA

Rules when determining a civil money penalty.
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With regard to the phrase “indications of noncompliance,” we first clarify that a
mere complaint does not constitute an indication of noncompliance. Instead, prior
indications of noncompliance may refer to the number of times the Department has
investigated an entity in the past and discovered indications of noncompliance that the
Department resolved by informal means, such as satisfactory corrective action voluntarily
taken by the covered entity. Finally, we agree that an entity’s history of compliance—not
only a history of noncompliance—is important, and will consider such a factor.

e. Section 160.410—Affirmative Defenses

Interim Final Rule and Proposed Rule

As noted above, the IFR made changes to the affirmatives defenses found in the
Enforcement Rule at § 160.410 to implement the modifications to section 1176(b) of the
Social Security Act made by section 13410(d) of the HITECH Act. Specifically, the IFR
removed the previous affirmative defense to the imposition of penalties if the covered
entity did not know and with the exercise of reasonable diligence would not have known
of the violation (since such violations are now punishable under the lowest tier of
penalties), and by providing a prohibition on the imposition of penalties for any violation
that is corrected within a 30-day time period, as long as the violation was not due to
willful neglect.

The proposed rule included additional modifications to § 160.410 to conform to
the changes made to section 1176(b) by the HITECH Act. Specifically, we proposed to
implement the revision of section 1176(b)(1) of the Social Security Act by providing in §
160.410(a)(1) and (2) that the affirmative defense of criminally “punishable” is

applicable to penalties imposed prior to February 18, 2011, and on or after February 18,
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2011, the Secretary's authority to impose a civil money penalty will only be barred to the
extent a covered entity or business associate can demonstrate that a criminal penalty has
been imposed. Additionally, the Department also proposed modifications to the
affirmative defenses in § 160.410 for violations occurring prior to February 18, 2009, to
ensure the prior definition of “reasonable cause” continued to apply in such
circumstances and avoiding any potential issues regarding a retroactive application of the
revised term.
Final Rule

The final rule adopts the proposed modifications to § 160.410. The Department
did not receive any comments in response to the NPRM’s proposed revisions to this
section.
f. Section 160.412—Waiver

Prior to February 18, 2009, § 160.412 stated that "[f]or violations described in
§160.410(b)(3)(i) that are not corrected within the period described in §160.410(b)(3)(i1),
the Secretary may waive the civil money penalty, in whole or in part, to the extent that
payment of the penalty would be excessive relative to the violation." This language
implicitly recognized a covered entity's ability to claim an affirmative defense to the
imposition of a civil money penalty, under what was then § 160.410(b)(2), by
establishing that it did not have knowledge of the violation, determined in accordance
with the Federal common law of agency, and by exercising reasonable diligence, would
not have known that the violation occurred. While section 13410(d) of the HITECH Act
revised section 1176(b) of the Social Security Act to eliminate the affirmative defense for

such violations, absent corrective action during a 30-day period, it did not revise the
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Secretary’s waiver authority. As a result, the Enforcement IFR amended § 160.412 to
reflect the revisions made to § 160.410 to provide that "[r]egardless of whether violations
occur before, on, or after February 18, 2009, the Secretary had the authority to provide a
waiver for violations due to reasonable cause and not willful neglect that are not timely
corrected (pursuant to the correction period in revised § 160.410(a)(3)(ii) or (b)(2)(ii), as
applicable).” See 74 FR 56129.

The proposed rule included conforming changes to § 160.412 to align the
provision with the revisions to § 160.410. See 75 FR 40881. The proposed revision
would effectively provide the Secretary with the authority to waive a civil money penalty,
in whole or in part, for violations described in § 160.410(b)(2) (occurring prior to
February 18, 2009, and due to circumstances that would make it unreasonable for the
covered entity, despite the exercise of ordinary business care and prudence, to comply
with the administrative simplification provision violated) or § 160.410(c) (occurring on
or after February 18, 2009, and involving an establishment to the satisfaction of the
Secretary that the violation is not due to willful neglect) and that are not corrected within
the period specified under such paragraphs.

Overview of Public Comments

The Department received a few comments in response to the IFR regarding the
Secretary's authority to waive the imposition of a civil money penalty for violations
occurring on or after February 18, 2009, each of which urged that the Secretary's waiver
authority be extended to apply also to penalties for violations of which a covered entity

did not know, or through the exercise of reasonable diligence, would not have known, in
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addition to reasonable cause violations, because “did not know” violations are a less
culpable category of violation than reasonable cause violations.
Final Rule

The final rule adopts the modifications to § 160.412 proposed in the NPRM,
which addresses the concerns of the above commenters on the IFR.
g. Section 160.418—Penalty Not Exclusive
Proposed Rule

We proposed to revise this section to incorporate a reference to the provision of
PSQIA at 42 U.S.C. 299b-22 that provides that penalties are not to be imposed under
both PSQIA and the HIPAA Privacy Rule for the same violation.
Final Rule

The Department did not receive substantive public comment on this proposal.
The final rule adopts the proposed modification to § 160.418.
h. Section 160.420—Notice of Proposed Determination

Interim Final Rule

The Enforcement IFR also amended § 160.420(a)(4) to add the requirement that,
in addition to the proposed penalty amount, the Secretary identify in a notice of proposed
determination the applicable violation category in §160.404 upon which the proposed
penalty amount is based. While not statutorily required, the Enforcement IFR included
this amendment to provide covered entities and business associates with additional
information that would increase their understanding of the violation findings in the notice
of proposed determination.

Overview of Public Comment
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The Department received three comments supporting this amendment.
Final Rule

The final rule retains the provision as modified in the IFR.
i. Calculation of the 30-day Cure Period for Willful Neglect Violations

Interim Final Rule

In its discussion of the HITECH Act’s revision of affirmative defenses, the
Department noted that section 1176(b)(2)(A) of the Social Security Act still operates to
exclude violations due to willful neglect from those that, if timely corrected, would be
exempt from the Secretary’s imposition of a civil money penalty. However, a covered
entity’s timely action to correct still would be determinative with respect to which of the
two tiers of willful neglect penalty amounts would apply. To determine the appropriate
penalty tier for such violations, the Department stated it would calculate the 30-day cure
period in the same manner as described for determining whether an affirmative defense
applied. That is, the Department would look at when a covered entity first had actual or
constructive knowledge of a violation due to willful neglect, based on evidence gathered
during its investigation, on a case-by-case basis. See 74 FR 56128 (October 30, 2009),
70 FR 20224, 20237-8 (April 18, 2005) and 71 FR 8390, 8410 (February 16, 2006) for
prior, more detailed discussions about the Department’s determination of when
knowledge exists.

Because the Department recognized that the minimum penalty amount under the
HITECH Act of a violation due to willful neglect that is corrected during the 30-day cure
period is significantly less than that for a violation due to willful neglect that is not timely

corrected (equating to a $40,000 minimum penalty amount difference), the IFR
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specifically requested comment on whether there are alternative approaches to calculating
the beginning of the 30-day cure period for this purpose.

Overview of Public Comments

While a few commenters expressed support for utilizing the current scheme in
determining which tier should apply to a violation due to willful neglect, other
commenters expressed concerns with this approach due to the uncertainty with
determining exactly when the cure period begins and that a business associate’s
knowledge of a violation could be imputed to the covered entity prior to the business
associate notifying the covered entity, as well as concerns if the Secretary does not notify
an entity of a potential violation in a timely manner. A few commenters suggested that
the 30-day cure period begin once the Department notifies the covered entity of a
complaint.

Final Rule

The final rule retains the policy that the 30-day cure period for violations due to
willful neglect, like those not due to willful neglect, begins on the date that an entity first
acquires actual or constructive knowledge of the violation and will be determined based
on evidence gathered by the Department during its investigation, on a case-by-case basis.

First, the requirement that an entity have knowledge that a “violation” has
occurred, and not only of the facts underlying the violation, is a higher standard than that
which is often required by other law. Also, as a practical matter, the date an entity has
actual or constructive knowledge of a violation will vary depending on the circumstances
involved, and may be the result of notice by a workforce member or business associate, a

complaint received by a health care consumer, or notification by the Department that a
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complaint has been filed. However, other sources of information exist that could
establish knowledge, including internal indications of a potential noncompliance such as
unusual access or audit log activity.

While we understand commenters’ concerns relating to the uncertainty inherent to
constructive knowledge, we believe that it provides an appropriate incentive that is
consistent with the strengthened enforcement of the HIPAA Rules, as provided in the
HITECH Act. Reliance on notification by a complainant or the Department would not
encourage self-correction or an entity’s establishment of a compliance program that
proactively prevents, detects and corrects indications of noncompliance. If the cure
period were solely based on external notification, it is quite possible that entities would
have little or no incentive to make corrections of noncompliance until long after an
incident occurred, if ever. In response to concerns that constructive knowledge may be
imputed to the principal when an agent fails to notify the responsible entity, we note that
an agent must be acting within the scope of agency for a covered entity or a business
associate to be liable for the agent’s acts or failures to act. An agent that fails to notify a
covered entity or business associate may be acting outside its scope of authority as an
agent. In such a circumstance, the agent’s knowledge is not imputed to the principal
under the Federal Common Law of Agency.

Finally, an entity will have the opportunity to submit evidence establishing its
knowledge or lack of knowledge, during the Department’s investigation. Entities will
also have a right to request a hearing to appeal a finding about knowledge in a notice of

proposed determination to the extent they believe the finding is not based on a
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preponderance of the evidence. An administrative law judge would then review the
finding and affirm or modify it.

Response to Other Public Comments

Comment: A few commenters suggested that 30 days may not be sufficient for a
covered entity to complete corrective action, particularly with respect to large
organizations with complex systems, structures and relationships. One commenter
suggested there should be a process available to allow an organization to apply for a
reasonable extension to complete the cure.

Response: In response to commenters’ concern about the length of the 30-day
cure period, we note that this time period is defined by statute at section 1176(b) of the
Social Security Act, and was not modified by section 13410(d) of the HITECH Act.
Thus, we believe there is no authority upon which to base a modification to the length of
the cure period.

Comment: One commenter requested that the Department clarify whether the
new enforcement provisions will apply to violations of all HIPAA Administrative
Simplification provisions or just to the privacy and security requirements.

Response: The enforcement regulations at 45 CFR Part 160, Subparts C, D, and
E, relate to compliance with, and the enforcement of, all of the Administrative
Simplification regulations adopted under subtitle F of Title II of HIPAA, including the
Standards for Electronic Transactions and Code Sets (Transactions and Code Sets Rule(s)
(referred to in both a singular and plural sense); Standards for Privacy of Individually
Identifiable Health Information (HIPAA Privacy Rule); Standard Unique Employer

Identifier (EIN Rule); Security Standards (HIPAA Security Rule); and Standard Unique
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Health Identifier for Health Care Providers (NPI Rule). In addition, the Enforcement
Rule applies to the Breach Notification Rule for HIPAA covered entities and business
associates.

C. Subparts A and C of Part 164: General Provisions and Modifications to the

Security Rule

We proposed implementing modifications to the Security Rule as a result of the
HITECH Act and to make certain other changes. Below we respond to comments
received on the proposed changes as well as describe the final rule provisions. We also
discuss the final technical and conforming changes to the general provisions in Subpart A
of Part 164, which applies to the Security, Privacy, and Breach Notification Rules, and
respond to comments where substantive comments were received on these changes.

1. Technical Changes to Subpart A—General Provisions
a. Section 164.102—Statutory Basis

This section sets out the statutory basis of Part 164. We proposed and include in
this final rule a technical change to include a reference to the provisions of sections
13400 through 13424 of the HITECH Act upon which the regulatory changes discussed
below are based.

b. Section 164.104—Applicability

This section sets out to whom Part 164 applies. We proposed to replace the
existing paragraph (b) with an applicability statement for business associates, consistent
with the provisions of the HITECH Act. Paragraph (b) makes clear that, where provided,
the standards, requirements, and implementation specifications of the HIPAA Privacy,

Security, and Breach Notification Rules apply to business associates. We also proposed
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to remove as unnecessary the existing language in § 164.104(b) regarding the obligation
of a health care clearinghouse to comply with § 164.105 relating to organizational
requirements of covered entities. This final rule adopts these changes as proposed.
¢. Section 164.105—Organizational Requirements

Section 164.105 outlines the organizational requirements and implementation
specifications for health care components of covered entities and for affiliated covered
entities. As § 164.105 now also applies to Subpart D of Part 164 regarding breach
notification for unsecured protected health information, we proposed to remove several
specific references to Subparts C and E throughout this section to make clear that the
provisions of this section also apply to Subpart D of Part 164. The final rule adopts these
modifications.

In addition, we proposed the following modifications to this section.
i. Section 164.105(a)(2)(ii)(C)—~(E)
Proposed Rule

As a covered entity’s obligation to ensure that a health care component complies
with the Privacy and Security Rules is already set out at § 164.105(a)(2)(ii), we proposed
to modify this section to remove as unnecessary paragraphs (C) and (D), which pertain to
the obligation of a covered entity to ensure that any component that performs business
associate-like activities and is included in the health care component complies with the
requirements of the Privacy and Security Rules, and to re-designate paragraph (E) as (C).
Additionally, we requested comment on whether we should require, rather than permit as

was the case at § 164.105(a)(2)(iii)(C), a covered entity that is a hybrid entity to include a
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component that performs business associate-like activities within its health care
component so that such components are directly subject to the Rules.

Overview of Public Comments

Several commenters recommended that hybrid entities should retain the flexibility
to either include or exclude business associates from the healthcare component. Two of
these commenters stated this option would allow the covered entity to distinguish the
functions and responsibilities of the business associate as separate from the health care
component, which would result in better compliance, as covered entities would evaluate
each business associate separately for compliance purposes. Further, commenters argued
that, as the covered entity is ultimately legally liable for compliance on the part of the
organization, such a modification is not necessary.

Additionally, several commenters stated that requiring a hybrid entity to include
business associate departments is excessive and burdensome. Some of these commenters
further stated that business associate departments of a hybrid entity will likely commit
limited time, personnel, and staff hours to Privacy and Security Rule compliance and
suggested that the hybrid entity should implement applicable entity-wide policies and
procedures and separately ensure that business associate departments implement specific
practices scaled to the business associate’s use or disclosure of protected health
information.

In contrast, several commenters supported the proposed change. Several of these
commenters suggested that the modification would better facilitate compliance, because
requiring the covered entity to include the business associate department in the health

care component would better protect the protected health information held by the
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business associate and would ensure consistent standards within the health care
component of the covered entity.
Final Rule

Many covered entities perform both covered and non-covered functions as part of
their business operations. For such covered entities, the entire entity is generally required
to comply with the Privacy Rule. However, the hybrid entity provisions of the HIPAA
Rules permit the entity to limit the application of the Rules to the entity’s components
that perform functions that would make the component a “covered entity” if the
component were a separate legal entity. Specifically, this provision allows an entity to
designate a health care component by documenting the components of its organization
that perform covered entity functions. The effect of such a designation is that most of the
requirements of the HIPAA Rules apply only to the designated health care component of
the entity and not to the functions the entity performs that are not included in the health
care component. While most of the HIPAA Rules’ requirements apply only to the health
care component, the hybrid entity retains certain oversight, compliance, and enforcement
obligations.

We explained in the preamble to the 2002 modifications to the Privacy Rule that
the Rule provides hybrid entities with discretion as to whether or not to include business
associate divisions within the health care component. However, a disclosure of protected
health information from the health care component to any other division that is not part of
the health care component, including a business associate division, is treated the same as
a disclosure outside the covered entity. As a result, because an entity generally cannot

have a business associate agreement with itself, a disclosure from the health care
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component to the business associate division(s) of the entity likely would require
individual authorization. See 67 FR 53182, 53205 (Aug. 14, 2002).

Importantly, after this final rule, business associates, by definition, are separately
and directly liable for violations of the Security Rule and for violations of the Privacy
Rule for impermissible uses and disclosures pursuant to their business associate contracts.
With respect to a hybrid entity, however, not including business associate functions
within the health care component of a hybrid entity could avoid direct liability and
compliance obligations for the business associate component. Thus, we agree with the
commenters that supported requiring inclusion of business associate functions inside the
health care component of a hybrid entity. As such, the final rule requires that the health
care component of a hybrid entity include all business associate functions within the
entity.

Response to Other Public Comments

Comment: One commenter requested that the Department revise the definitions
of “hybrid entity” to permit business associates to designate a health care component.

Response: A business associate performs one or more functions on behalf of a
covered entity (or, in this final rule, another business associate). As a business associate
is only subject to the HIPAA Rules with respect to the protected health information it
maintains, uses, or discloses on behalf of a covered entity (or business associate) and not
to other information it may maintain, including health information, there is no need for a
business associate to designate one or more health care components.

Comment: One commenter asked whether an employer that operates an on-site

clinic for the treatment of employees functions as a hybrid entity.
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Response: An entity that maintains an on-site clinic to provide health care to one
or more employees may be a HIPAA covered provider to the extent the clinic performs
one or more covered transactions electronically, such as billing a health plan for the
services provided. If covered, the entity need not become a hybrid entity so as to avoid
applying the Privacy Rule to health information the entity holds in its role as employer,
such as sick leave requests of its employees. Such information is already excluded from
the definition of “protected health information” as employment records and thus, the
Privacy Rule does not apply to this information. However, the identifiable health
information the entity holds as a covered health care provider (e.g., the information the
clinic holds about employees who have received treatment) is protected health
information and generally may not be shared with the employer for employment purposes
without the individual’s authorization.

ii. Section 164.105(a)(2)(iii)(C)

We proposed to modify this section to re-designate § 164.105(a)(2)(ii1)(C) as (D),
and to include a new paragraph (C), which makes clear that, with respect to a hybrid
entity, the covered entity itself, and not merely the health care component, remains
responsible for complying with §§ 164.314 and 164.504 regarding business associate
arrangements and other organizational requirements. Hybrid entities may need to execute
legal contracts and conduct other organizational matters at the level of the legal entity
rather than at the level of the health care component. The final rule adopts this change.
iii. Section 164.105(b)(1)

The final rule fixes a minor typographical error in this paragraph by redesignating

the second paragraph (1) as paragraph (2).
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iv. Section 164.105(b)(2)(ii)

The final rule simplifies this paragraph by collapsing subparagraphs (A), (B), and
(C) regarding the obligations of an affiliated entity to comply with the Privacy and
Security Rules into one provision.

d. Section 164.106—Relationship to Other Parts

The final rule adds a reference in this provision to business associates, consistent
with their inclusion elsewhere throughout the other HIPAA Rules.
2. Modifications to the HIPAA Security Rule in Subpart C
a. Business Associates
Proposed Rule

Before the HITECH Act, the Security Rule did not directly apply to business
associates of covered entities. However, section 13401 of the HITECH Act provides that
the Security Rule’s administrative, physical, and technical safeguards requirements in §§
164.308, 164.310, and 164.312, as well as the Rule’s policies and procedures and
documentation requirements in § 164.316, apply to business associates in the same
manner as these requirements apply to covered entities, and that business associates are
civilly and criminally liable for violations of these provisions.

To implement section 13401 of the HITECH Act, we proposed to insert
references in Subpart C to “business associate” following references to “covered entity,”
as appropriate, to make clear that these provisions of the Security Rule also apply to
business associates. In addition, we proposed additional changes to §§ 164.306, 164.308,
164.312, 164.314, and 164.316 of the Security Rule, as discussed below.

Overview of Public Comments

95



Some commenters argued that the time, implementation expense, transaction cost,
and liability cost burdens on business associates and subcontractors to comply with the
Security Rule, especially small and mid-size entities, would be significant. Other
commenters supported the direct application of the Security Rule to business associates
and subcontractors.

Final Rule

We adopt the modifications to the Security Rule as proposed to implement the
HITECH Act’s provisions extending direct liability for compliance with the Security
Rule to business associates. In response to the concerns raised regarding the costs of
compliance, we note that the Security Rule currently requires a covered entity to establish
a business associate agreement that requires business associates to implement
administrative, physical, and technical safeguards that reasonably and appropriately
protect the confidentiality, integrity, and availability of the electronic protected health
information that they create, receive, maintain, or transmit on behalf of the covered entity
as required by the Security Rule; and to ensure that any agent, including a subcontractor,
to whom they provide such information agrees to implement reasonable and appropriate
safeguards to protect it. See § 164.314(a). Consequently, business associates and
subcontractors should already have in place security practices that either comply with the
Security Rule, or that require only modest improvements to come into compliance with
the Security Rule requirements.

Moreover, the requirements of the Security Rule were designed to be technology
neutral and scalable to all different sizes of covered entities and business associates.

Covered entities and business associates have the flexibility to choose security measures
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appropriate for their size, resources, and the nature of the security risks they face,
enabling them to reasonably implement any given Security Rule standard. In deciding
which security measures to use, a covered entity or business associate should take into
account its size, capabilities, the costs of the specific security measures, and the
operational impact. Thus, the costs of implementing the Security Rule for large, mid-
sized, or small business associates will be proportional to their size and resources.
Notwithstanding the above, based on the comments, we acknowledge that some
business associates, particularly the smaller or less sophisticated business associates that
may have access to electronic protected health information for limited purposes, may not
have engaged in the formal administrative safeguards such as having performed a risk
analysis, established a risk management program, or designated a security official, and
may not have written policies and procedures, conducted employee training, or
documented compliance as the statute and these regulations would now require. For
these business associates, we include an estimate for compliance costs below in the
regulatory impact analysis. We also refer these business associates to our educational
papers and other guidance on compliance with the HIPAA Security Rule found at:

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule. These materials

provide guidance on conducting risk analyses and implementing the other administrative
safeguards required by the Security Rule, which may prove helpful to these business
associates and facilitate their compliance efforts.

b. Section 164.306—Security Standards: General Rules

Proposed Rule
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Section 164.306 sets out the general rules that apply to all of the security
standards and implementation specifications that follow in the Security Rule. We
proposed technical revisions to § 164.306(e) to more clearly indicate that covered entities
and business associates must review and modify security measures as needed to ensure
the continued provision of reasonable and appropriate protection of electronic protected
health information, and update documentation of such security measures accordingly.
Final Rule

The Department did not receive substantive public comment on this proposal.
The final rule adopts the modifications to § 164.306 as proposed.
¢. Section 164.308—Administrative Safeguards
Proposed Rule

We proposed a technical change to § 164.308(a)(3)(i1)(C) regarding security
termination procedures for workforce members, to add the words “or other arrangement
with” after “employment of” in recognition of the fact that not all workforce members are
employees (e.g., some may be volunteers) of a covered entity or business associate.

We also proposed a number of modifications to § 164.308(b) to conform to modifications
proposed in the definition of “business associate.” Section 164.308(b) provides that a
covered entity may permit a business associate to create, receive, maintain, or transmit
electronic protected health information only if the covered entity has a contract or other
arrangement in place to ensure the business associate will appropriately safeguard the
protected health information. Section164.308(b)(2) contains several exceptions to this
general rule for certain situations that do not give rise to a business associate relationship,

such as where a covered entity discloses electronic protected health information to a
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health care provider concerning the treatment of an individual. We proposed to remove
these exceptions from this provision, since as discussed above, they would now be
established as exceptions to the definition of “business associate.”

In addition, we proposed to modify § 164.308(b)(1) and (2) to clarify that covered
entities are not required to obtain satisfactory assurances in the form of a contract or other
arrangement with a business associate that is a subcontractor; rather, it is the business
associate that must obtain the required satisfactory assurances from the subcontractor to
protect the security of electronic protected health information.

Finally, we proposed to remove the provision at § 164.308(b)(3), which provides
that a covered entity that violates the satisfactory assurances it provided as a business
associate of another covered entity will be in noncompliance with the Security Rule’s
business associate provisions, as a covered entity’s actions as a business associate of
another covered entity would now be directly regulated by the Security Rule’s provisions
that apply to business associates.

Overview of Public Comments

One commenter asked for confirmation that the changes to § 164.308 would
require a covered entity to enter into a business associate agreement with its own business
associate and not any subcontractors of those business associates.

Final Rule

The final rule adopts the proposed modifications to § 164.308. Section

164.308(b) expressly provides that a covered entity is not required to enter into a business

associate agreement with a business associate that is a subcontractor; rather, this is the
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obligation of the business associate that has engaged the subcontractor to perform a
function or service that involves the use or disclosure of protected health information.
d. Section 164.314—Organizational Requirements

Proposed Rule

While Section 13401 of the HITECH Act does not expressly include § 164.314
among the provisions for which business associates are directly liable, it states that §
164.308 of the Security Rule applies to business associates “in the same manner” that the
provision applies to covered entities. Section 164.308(b) requires a covered entity’s
business associate agreements to conform to the requirements of § 164.314. Accordingly,
in order for § 164.308(b) to apply to business associates in the same manner as it applies
to covered entities, we proposed to revise § 164.314 to reflect that it is also applicable to
agreements between business associates and subcontractors that create, receive, maintain,
or transmit electronic protected health information.

We also proposed a number of modifications to streamline the requirements of §
164.314. First, since a business associate for purposes of the Security Rule is also always
a business associate for purposes of the Privacy Rule, we proposed to remove contract
provisions that were merely duplicative of parallel provisions in the Privacy Rule’s
business associate contract provisions at § 164.504. We also proposed to remove the
specific requirements under § 164.314(a)(2)(ii) for other arrangements, such as a
memorandum of understanding when both a covered entity and business associate are
governmental entities, and instead simply refer to the parallel Privacy Rule requirements

at § 164.504(e)(3).
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Second, we proposed conforming modifications to the remaining contract
requirements in § 164.314(a)(2)(i) to provide that such contracts must require a business
associate to comply with the Security Rule, to ensure any subcontractors enter into a
contract or other arrangement to protect the security of electronic protected health
information; and with respect to the reporting of security incidents by business associates
to covered entities, to report to the covered entity breaches of unsecured protected health
information as required by § 164.410 of the breach notification rules.

Third, we proposed to add a provision at § 164.314(a)(2)(iii) that provides that the
requirements of this section for contracts or other arrangements between a covered entity
and business associate would apply in the same manner to contracts or other
arrangements between business associates and subcontractors required by the proposed
requirements of § 164.308(b)(4). For example, under these provisions, a business
associate contract between a business associate and a business associate subcontractor
would need to provide that the subcontractor report any security incident of which it
becomes aware, including breaches of unsecured protected health information as required
by § 164.410, to the business associate. This would mean that if a breach of unsecured
protected health information occurs at or by a second tier subcontractor, the subcontractor
must notify the business associate subcontractor with which it contracts of the breach,
which then must notify the business associate which contracts with the covered entity of
the breach, which then must notify the covered entity of the breach. The covered entity
then notifies the affected individuals, the Secretary, and, if applicable, the media, of the
breach, unless it has delegated such responsibilities to a business associate. Finally, we

proposed to remove the reference to subcontractors in § 164.314(b)(2)(iii) regarding
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amendment of group health plan documents as a condition of disclosure of protected
health information to a plan sponsor, as unnecessary and to avoid confusion with the use
of the term subcontractor when referring to subcontractors that are business associates.
Final Rule

The Department did not receive substantive public comment on these proposed
changes. The final rule adopts the modifications as proposed.

Response to Other Public Comments

Comment: One commenter suggested that business associate agreements should
be an “addressable” requirement under the Security Rule.

Response: The HITECH Act does not remove the requirements for business
associate agreements under the HIPAA Rules. Therefore, we decline to make the
execution of business associate agreements an “addressable” requirement under the
Security Rule.

Comment: One commenter recommended that the Department remove the
“addressable” designation from the Security Rule, because such designations lead to
ambiguity in the application of the Security Rule in the health care industry.

Response: We decline to adopt this recommendation. The Security Rule is
structured to be both scalable and flexible, so that entities of different types and sizes can
implement the standards and implementation specifications in a manner that is reasonable
and appropriate for their circumstances. We do not mandate the use of specific
technologies, or require uniform policies and procedures for compliance, because we
recognize the diversity of regulated entities and appreciate the unique characteristics of

their environments.
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Comment: Two commenters suggested providing subcontractors with additional
time to comply with the provisions of the Security Rule.

Response: We decline to delay application of the requirements under the Security
Rule to subcontractors beyond the compliance dates provided by this final rule. As we
emphasized above, the Security Rule already requires covered entities to establish
business associate agreements that require business associates to ensure that their
subcontractors implement reasonable and appropriate safeguards to protect the security of
electronic protected health information they handle.

Comment: A few commenters proposed alternative ways to apply security
requirements to subcontractors, such as exempting subcontractors from compliance with
the Security Rule if they have already completed security assessments and met the
security requirements under other State and Federal laws or only requiring subcontractors
to comply with the minimum necessary standard and to utilize “reasonable” security
measures with regard to protected health information.

Response: We decline to adopt an exemption or otherwise limit subcontractors’
responsibility to safeguard individuals’ electronic protected health information. To ensure
appropriate and strong security protections for electronic protected health information,
subcontractors are required to comply with the Security Rule to the same extent as
business associates with a direct relationship with a covered entity.

D. Subpart E of Part 164: Modifications to the Privacy Rule

The NPRM proposed a number of changes to the Privacy Rule to implement
certain provisions of the HITECH Act, as well as certain modifications to improve the

workability and effectiveness of the Rule and to conform the Privacy Rule to PSQIA.
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The section-by-section description below of the final rule discusses the proposed and
final changes and responds to public comments
1. Section 164.500—Applicability

Section 13404 of the HITECH Act makes specific requirements of the Privacy
Rule applicable to business associates and creates direct liability for noncompliance by
business associates with regard to those requirements.
Proposed Rule

In accordance with section 13404 of the HITECH Act, we proposed language in §
164.500 to clarify that, where provided, the standards, requirements, and implementation
specifications of the Privacy Rule apply to business associates.

Overview of Public Comments

One commenter suggested that the Department expand the applicability of the
Privacy Rule to all entities that handle individually identifiable health information. Some
commenters requested clarification as to which provisions of the Privacy Rule apply
directly to business associates, and one commenter recommended applying all of the
provisions of the Privacy Rule to business associates, including requiring business
associates to implement reasonable safeguards, train employees, and designate a privacy
official.

Final Rule

The final rule implements the proposed revisions to § 164.500. While we
understand commenters’ concerns regarding the uses and disclosures of health
information by entities not covered by the Privacy Rule, the Department is limited to

applying the HIPAA Rules to those entities covered by HIPAA (i.e., health plans, health
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care clearinghouses, and health care providers that conduct covered transactions) and to
business associates, as provided under the HITECH Act.

As we discuss further below, section 13404 of the HITECH Act creates direct
liability for impermissible uses and disclosures of protected health information by a
business associate of a covered entity “that obtains or creates” protected health
information “pursuant to a written contract or other arrangement described in §
164.502(e)(2)” and for compliance with the other privacy provisions in the HITECH Act.
Section 13404 does not create direct liability for business associates with regard to
compliance with all requirements under the Privacy Rule (i.e., does not treat them as
covered entities). Therefore, under the final rule, a business associate is directly liable
under the Privacy Rule for uses and disclosures of protected health information that are
not in accord with its business associate agreement or the Privacy Rule. In addition, a
business associate is directly liable for failing to disclose protected health information
when required by the Secretary to do so for the Secretary to investigate and determine the
business associate’s compliance with the HIPAA Rules, and for failing to disclose
protected health information to the covered entity, individual, or individual’s designee, as
necessary to satisfy a covered entity’s obligations with respect to an individual’s request
for an electronic copy of protected health information. See § 164.502(a)(3) and (a)(4).
Further, a business associate is directly liable for failing to make reasonable efforts to
limit protected health information to the minimum necessary to accomplish the intended
purpose of the use, disclosure, or request. See § 164.502(b). Finally, business associates
are directly liable for failing to enter into business associate agreements with

subcontractors that create or receive protected health information on their behalf. See §
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164.502(e)(1)(i1)). As was the case under the Privacy Rule before the HITECH Act,
business associates remain contractually liable for all other Privacy Rule obligations that
are included in their contracts or other arrangements with covered entities.
2. Section 164.501—Definitions
a. Definition of “Health Care Operations”
Proposed Rule

PSQIA provides, among other things, that Patient Safety Organizations (PSOs)
are to be treated as business associates of covered health care providers. Further, PSQIA
provides that the patient safety activities of PSOs are deemed to be health care operations
of covered health care providers under the Privacy Rule. See 42 U.S.C. 299b-22(i). To
conform to these statutory provisions, we proposed to amend paragraph (1) of the
definition of “health care operations” to include an express reference to patient safety
activities, as defined in the PSQIA implementing regulation at 42 CFR 3.20. Many
health care providers participating in the voluntary patient safety program authorized by
PSQIA are HIPAA covered entities. PSQIA acknowledges that such providers must also
comply with the Privacy Rule and deems patient safety activities to be health care
operations under the Privacy Rule. While such types of activities are already
encompassed within paragraph (1) of the definition, which addresses various quality
activities, we proposed to expressly include patient safety activities within paragraph (1)
of the definition of health care operations to conform the definition to PSQIA and to
eliminate the potential for confusion. This modification also addresses public comments
the Department received during the rulemaking period for the PSQIA implementing

regulations, which urged the Department to modify the definition of “health care
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operations” in the Privacy Rule to expressly reference patient safety activities so that the
intersection of the Privacy and PSQIA Rules would be clear. See 73 FR 70732, 70780
(Nov. 21, 2008).

Overview of Public Comments

The Department received comments supporting the inclusion of patient safety
activities in the definition of “health care operations.”
Final Rule

The final rule adopts the proposed modification.
b. Definition of “Marketing”
Proposed Rule

The Privacy Rule requires covered entities to obtain a valid authorization from
individuals before using or disclosing protected health information to market a product or
service to them. See § 164.508(a)(3). Section 164.501 defines “marketing” as making a
communication about a product or service that encourages recipients of the
communication to purchase or use the product or service. Paragraph (1) of the definition
includes a number of exceptions to marketing for certain health-related communications:
(1) communications made to describe a health-related product or service (or payment for
such product or service) that is provided by, or included in a plan of benefits of, the
covered entity making the communications, including communications about: the entities
participating in a healthcare provider network or health plan network; replacement of, or
enhancements to, a health plan; and health-related products or services available only to a
health plan enrollee that add value to, but are not part of, a plan of benefits; (2)

communications made for the treatment of the individual; and (3) communications for
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case management or care coordination for the individual, or to direct or recommend
alternative treatments, therapies, health care providers, or settings of care to the
individual. A covered entity is permitted to make these excepted communications
without an individual’s authorization as either treatment or health care operations
communications, as appropriate, under the Privacy Rule. In addition, the Privacy Rule
does not require a covered entity to obtain individual authorization for face-to-face
communications or to provide only promotional gifts of nominal value to the individual.
See § 164.508(a)(3)(1). However, a covered entity must obtain prior written authorization
from an individual to send communications to the individual about non-health related
products or services or to give or sell the individual’s protected health information to a
third party for marketing. Still, concerns have remained about the ability under these
provisions for a third party to pay a covered entity to send health-related communications
to an individual about the third party’s products or services.

Section 13406(a) of the HITECH Act limits the health-related communications
that may be considered health care operations and thus, that are excepted from the
definition of “marketing” under the Privacy Rule, to the extent a covered entity receives
or has received direct or indirect payment in exchange for making the communication. In
cases where the covered entity would receive such payment, the HITECH Act at section
13406(a)(2)(B) and (C) requires that the covered entity obtain the individual’s valid
authorization prior to making the communication, or, if applicable, prior to its business
associate making the communication on its behalf in accordance with its written contract.
Section 13406(a)(2)(A) of the HITECH Act includes an exception to the payment

limitation for communications that describe only a drug or biologic that is currently being
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prescribed to the individual as long as any payment received by the covered entity in
exchange for making the communication is reasonable in amount. Section 13406(a)(3) of
the Act provides that the term “reasonable in amount” shall have the meaning given to
such term by the Secretary in regulation. Finally, section 13406(a)(4) of the Act clarifies
that the term “direct or indirect payment” does not include any payment for treatment of
the individual. We believe Congress intended that these provisions curtail a covered
entity’s ability to use the exceptions to the definition of “marketing” in the Privacy Rule
to send communications to the individual that are motivated more by commercial gain or
other commercial purpose rather than for the purpose of the individual’s health care,
despite the communication being about a health-related product or service.

To implement the marketing limitations of the HITECH Act, we proposed a
number of modifications to the definition of “marketing” at § 164.501. In paragraph (1)
of the definition of “marketing,” we proposed to maintain the general concept that
“marketing” means “to make a communication about a product or service that encourages
recipients of the communication to purchase or use the product or service.” In paragraph
(2) of the definition, we proposed to include three exceptions to this definition to
encompass certain treatment and health care operations communications about health-
related products or services. First, we proposed to exclude from the definition of
“marketing” certain health care operations communications, except where, as provided by
the HITECH Act, the covered entity receives financial remuneration in exchange for
making the communication. This would encompass communications to describe a
health-related product or service (or payment for such product or service) that is provided

by, or included in a plan of benefits of, the covered entity making the communication, as
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well as communications for case management or care coordination, contacting of
individuals with information about treatment alternatives, and related functions (to the
extent these activities did not constitute “treatment”).

Although the HITECH Act uses the term “direct or indirect payment” to describe
the limitation on permissible health care operations disclosures, the proposed rule
substituted the term “financial remuneration” to avoid confusion with the term
“payment,” which is defined in the Privacy Rule to mean payment for health care, and for
consistency with the Privacy Rule’s current authorization requirement for marketing at
§ 164.508(a)(3), which uses the term “remuneration.” We proposed to define “financial
remuneration” in paragraph (3) of the definition of “marketing” to mean direct or indirect
payment from or on behalf of a third party whose product or service is being described.
We also proposed to make clear, in accordance with section 13406(a)(4) of the HITECH
Act, that financial remuneration does not include any direct or indirect payment for the
treatment of an individual.

Additionally, because the HITECH Act refers expressly to “payment,” rather than
remuneration more generally, the proposed rule specified that only the receipt of financial
remuneration in exchange for making a communication, as opposed to in-kind or any
other type of remuneration, is relevant for purposes of the definition of marketing. We
also proposed a conforming change to the required authorization provisions for marketing
communications at § 164.508(a)(3) to add the term “financial” before “remuneration” and
to refer to the new definition of “financial remuneration.”

The proposed rule emphasized that financial remuneration for purposes of the

definition of “marketing” must be in exchange for making the communication itself and
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be from or on behalf of the entity whose product or service is being described. Thus,
under these proposed provisions, an authorization would be required prior to a covered
entity making a communication to its patients regarding the acquisition of, for example,
new state of the art medical equipment if the equipment manufacturer paid the covered
entity to send the communication to its patients; but not if a local charitable organization,
such as a breast cancer foundation, funded the covered entity’s mailing to patients about
new state of the art mammography screening equipment. Furthermore, it would not
constitute marketing and no authorization would be required if a hospital sent flyers to its
patients announcing the opening of a new wing where the funds for the new wing were
donated by a third party, since the financial remuneration to the hospital from the third
party was not in exchange for the mailing of the flyers.

Second, we proposed to include the statutory exception to marketing at section
13406(a)(2)(A) for communications regarding refill reminders or otherwise about a drug
or biologic that is currently being prescribed for the individual, provided any financial
remuneration received by the covered entity for making the communication is reasonably
related to the covered entity’s cost of making the communication. The Act expressly
identifies these types of communications as being exempt from the remuneration
limitation only to the extent that any payment received for making the communication is
reasonable in amount. We requested comment on the scope of this exception, that is,
whether communications about drugs that are related to the drug currently being
prescribed, such as communications regarding generic alternatives or new formulations
of the drug, should fall within the exception. We also requested comment on the types

and amount of costs that should be allowed under this provision. We noted that we had
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considered proposing a requirement that a covered entity could only receive financial
remuneration for making such a communication to the extent it did not exceed the actual
cost to make the communication. However, because we were concerned that such a
requirement would impose the additional burden of calculating the costs of making each
communication, we proposed to allow costs that are reasonably related to a covered
entity’s cost of making the communication.

Third, we proposed to exclude from marketing treatment communications about
health-related products or services by a health care provider to an individual, including
communications for case management or care coordination for the individual, or to direct
or recommend alternative treatments, therapies, health care providers, or settings of care
to the individual, provided, however, that if the communications are in writing and
financial remuneration is received in exchange for making the communications, certain
notice and opt out conditions are met. While section 13406(a) of the HITECH Act
expressly provides that a communication to an individual about a health-related product
or service where the covered entity receives payment from a third party in exchange for

making the communication shall not be considered a health care operation (emphasis

added) under the Privacy Rule, and thus is marketing, it is unclear how Congress
intended these provisions to apply to treatment communications between a health care
provider and a patient. Specifically, it is unclear whether Congress intended to restrict
only those subsidized communications about products and services that are less essential
to an individual’s health care (i.e., those classified as health care operations
communications) or all subsidized communications about products and services,

including treatment communications. Given this ambiguity and to avoid undue
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interference with treatment communications between the individual and a health care
provider, we proposed to continue to allow subsidized treatment communications, but
conditioned on providing the individual with notice and an opportunity to opt out of
receiving such communications. Specifically, to ensure the individual is aware that he or
she may receive subsidized treatment communications from his or her provider and has
the opportunity to elect not to receive them, the proposed rule would have required at §
164.514(f)(2) that: (1) the covered health care provider’s notice of privacy practices
include a statement informing individuals that the provider may send treatment
communications to the individual concerning treatment alternatives or other health-
related products or services where the provider receives financial remuneration from a
third party in exchange for making the communication, and the individual has a right to
opt out of receiving such communications; and (2) the treatment communication itself
disclose the fact of remuneration and provide the individual with a clear and conspicuous
opportunity to elect not to receive any further such communications. We requested
comment on how the opt out should apply to future subsidized treatment communications
(i.e., should the opt out prevent all future subsidized treatment communications by the
provider or just those dealing with the particular product or service described in the
current communication?). We also requested comment on the workability of requiring
health care providers that intend to send subsidized treatment communications to
individuals to provide an individual with the opportunity to opt out of receiving such
communications prior to the individual receiving the first communication and what

mechanisms could be put into place to implement such a requirement.
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Given that the new marketing limitations on the receipt of remuneration by a
covered entity would apply differently depending on whether a communication is for
treatment or health care operations purposes, and that distinguishing such
communications may in many cases call for close judgments, we requested comment on
the alternatives of excluding treatment communications altogether even if they involve
financial remuneration from a third party or requiring individual authorization for both
treatment and health care operations communications made in exchange for financial
remuneration.

Finally, we proposed to remove the language defining as marketing an
arrangement between a covered entity and any other entity in which the covered entity
discloses protected health information to the other entity, in exchange for remuneration,
for the other entity or its affiliate to make a communication about its own product or
service that encourages recipients of the communication to purchase or use that product
or service, since such activity would now constitute a prohibited “sale” of protected
health information under section 13405(d) of the HITECH Act and the proposed rule.

Overview of Public Comments

Several commenters asked as a general matter that the final rule retain the
current definition of “marketing” and that no changes to this provision be implemented.
With respect to subsidized treatment communications, many commenters expressed
support for the decision in the NPRM to not require authorizations for such
communications, and several argued for removing even the opt out requirement. Other
commenters believed that all communications in which the covered entity receives

financial remuneration for making the communication, regardless of whether the
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communication is for treatment purposes, should be considered marketing and require
authorization.

While many commenters were generally in support of not requiring authorization
for treatment communications, at the same time, several commenters expressed concern
with the difficulty of distinguishing between treatment communications and
communications for health care operations purposes. These commenters stated that
additional clarification regarding this distinction would be needed to be able to
implement the NPRM’s marketing provisions. Several commenters stated that while the
distinction may be clear in some limited circumstances, there are other circumstances
where it may be difficult for covered entities to determine what type of communication
they are sending and whether authorization or just disclosure in the notice of privacy
practices and the opportunity to opt out would be required. For example, while the
NPRM stated that whether a communication is being made for treatment purposes or for
health care operations purposes would depend on the extent to which the covered entity is
making the communication in a population-based fashion (health care operations) or to
further the treatment of a particular individual’s health care status or condition
(treatment), many commenters stated that there may be circumstances in which a covered
entity provides a population-based communication to further the treatment of the health
care status or condition of an entire group of individuals. Other commenters suggested
that the distinction between communications for treatment and those for health care
operations purposes should be made based on the entity providing the communication: if
a health care provider is providing the communication, it should be deemed for treatment

purposes; however, if the communication is made by a covered entity other than a health
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care provider, the determination should be based on whether the communication is
individual (treatment) or population based (health care operations).

With respect to the subsidized treatment communications, commenters opposed to
the opt out notification generally took one of three positions: all such communications
should require authorizations to best protect patient privacy; an opt in method would
better permit individuals to make more informed choices about whether to receive such
communications; or a covered entity should be permitted to make these communications
without an opportunity to opt out, because of unintended effects that may adversely affect
the quality of care provided. Some commenters asked, if the opt out requirement is
retained, that OCR ensure that covered entities are given significant flexibility in
determining how best to implement the opt out requirement.

Additionally, the vast majority of commenters did not believe there should be an
opportunity to opt out of receiving subsidized treatment communications prior to receipt
of the first such communication. The commenters believed that requiring an opportunity
to opt out prior to the first communication would be too costly and burdensome for most
covered entities. Many also noted that the statement in the notice of privacy practices,
which would inform individuals of their option to opt out of receiving subsidized
treatment communications, could serve as an opportunity to opt out before the first
communication. Some commenters expressed concern even with including a statement in
the notice of privacy practices because of the cost associated with modifying notices to
do so.

With respect to the scope of the proposed opt out, most commenters believed that

the opt out should apply only to subsidized treatment communications related to a
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specific product or service and should not apply universally to all similar future
communications from the covered entity. These commenters stated that it would be
difficult for an individual to elect, in a meaningful way, not to receive all future
subsidized treatment communications because he or she would not know exactly what he
or she is opting out of without receiving at least one communication. Other commenters
believed that while a product or service-specific application of the opt out would be ideal,
it is simply unrealistic and infeasible for covered entities to be able to implement such a
policy. These commenters stated that a universal opt out, which would apply to all future
subsidized treatment communications, would be much simpler and easier for covered
entities to implement. Additionally, while some commenters believed that individuals
should be able to decide whether they want to opt out of specific subsidized treatment
communications or all future such communications, most commenters supported giving
covered entities the flexibility to determine the scope of this opt out provision based on
their own specific capabilities. Many of these commenters also suggested that the final
rule permit individuals who have opted out of receiving such communications to opt back
in to receive future notices using the same methods through which the individuals had
opted out.

The Department also received several comments on the definition of “financial
remuneration.” Several commenters supported the NPRM’s definition of “financial
remuneration”; however, many commenters asked for clarification regarding the scope of
the definition and the meaning of the phrase “direct or indirect payment.” For example,
some commenters asked for confirmation that non-financial benefits did not constitute

financial remuneration, while other commenters wanted the exception for refill reminders
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(that is, the communication is not marketing as long as the financial remuneration does
not exceed the related costs of the communication) to apply more broadly to all
marketing communications. Additionally, some commenters suggested that the final rule
clarify that only financial remuneration in exchange for sending a communication
triggers either the authorization or the statement of notice and opt out requirement and
not the exchange of financial remuneration for the development or funding for programs,
which may include the sending of a communication. These commenters generally
suggested that the final rule give covered entities the flexibility to determine whether the
financial remuneration received is truly in exchange for making the communication.

We received a great deal of public comment on the exception to the definition of
“marketing” for providing refill reminders or to otherwise communicate about a drug or
biologic currently being prescribed for the individual where the only financial
remuneration received by the covered entity in exchange for making the communication
is reasonably related to the covered entity’s cost of making the communication. In
general, most commenters supported this exception; however, a few commenters
disagreed with the exception and felt that refill reminders should be treated as treatment
communications requiring a statement in the notice and an opportunity to opt out if the
communication is subsidized. Many commenters expressed the need for guidance on the
scope of this exception and stated that certain communications should fall into the
exception, such as communications about generic alternatives and drug adherence, and
communications related to every component of a drug or biologic delivery system

(especially where patients must self-administer medication). Some commenters
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specifically asked that the final rule exclude certain types of communications from this
exception.

With respect to the proposed cost limitation on the refill reminder exception,
while some commenters suggested that the cost be limited to either the actual cost or the
fair market value of providing the communication, generally, most commenters supported
the position that reasonably related costs should not be limited to actual costs. Many of
the commenters in support of a broad interpretation of costs “reasonably related” to
providing the communication suggested specific costs that should be permitted under this
exception, such as costs of personnel, data storage, data processing, data analysis, data
security, software, hardware, employee training, message content development, clinical
review, postage, materials, drug adherence program development, formulary
development, and the creation and implementation of analytics to measure the
effectiveness of the communication. Several commenters noted that it would be
unrealistic to expect a covered entity to perform such non-essential functions as sending
refill reminders and other related communications if they could not recoup both their
direct and indirect costs as well as a modest profit.

Final Rule

The final rule significantly modifies the proposed rule’s approach to marketing by
requiring authorization for all treatment and health care operations communications
where the covered entity receives financial remuneration for making the communications
from a third party whose product or service is being marketed. Many of the comments
we received in response to the proposed marketing provisions concerned the distinction

between communications for treatment and those for health care operations purposes and
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sought clarification on the line between such communications. We acknowledge that the
distinction between what constitutes a treatment versus a health care operations
communication may be difficult to make with precision in all cases, placing covered
entities at risk for violating the authorization requirement for marketing communications.
We, therefore, believe that requiring authorizations for all subsidized communications
that market a health related product or service is the best policy. Such a policy will
ensure that all such communications are treated as marketing communications, instead of
requiring covered entities to have two processes in place based on whether the
communication provided to individuals is for a treatment or a health care operations
purpose. We decline to retain the Privacy Rule’s definition of what constitutes
“marketing” unchanged, as suggested by some commenters, as doing so would be
inconsistent with the provisions of the Section 13406(a) of the HITECH Act.

Because the final rule treats subsidized treatment communications as marketing
communications that require authorization, we have not adopted the notice requirement at
proposed § 164.520(b)(1)(iii)(A) that a covered entity’s notice of privacy practices
include a statement informing individuals that the provider may send treatment
communications to the individual concerning treatment alternatives or other health-
related products or services where the provider receives financial remuneration from a
third party in exchange for making the communication, and the individual has a right to
opt out of receiving such communications. We also do not retain the notice requirement
that existed at § 164.520(b)(1)(iii) prior to this final rule that a covered entity include in
its notice of privacy practices a statement that the covered entity may contact the

individual to provide appointment reminders or information about treatment alternatives
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or other health-related benefits and services that may be of interest to the individual.
Where the sending of such communications involves financial remuneration, the
individual will be notified of such communications through the authorization process.
Other communications for such purposes that do not involve financial remuneration are
adequately captured in a covered entity’s description in its notice of privacy practices of
treatment and health care operations. However, covered entities that wish to continue to
include such a specific statement in their notices of privacy practices may do so. For
further discussion about the Notice of Privacy Practices, please see the discussion
addressing the provisions at § 164.520 below.

We adopt the term “financial remuneration” and its definition as proposed without
modification in the final rule. Most commenters were generally satisfied with the
proposed use of the term and its definition. There was, however, some confusion among
commenters as to what constitutes direct or indirect payment from or on behalf of a third
party. We clarify that under this provision direct payment means financial remuneration
that flows from the third party whose product or service is being described directly to the
covered entity. In contrast, indirect payment means financial remuneration that flows
from an entity on behalf of the third party whose product or service is being described to
a covered entity.

We also clarify that where a business associate (including a subcontractor), as
opposed to the covered entity itself, receives financial remuneration from a third party in
exchange for making a communication about a product or service, such communication
also requires prior authorization from the individual. The HITECH Act at Section

13406(a)(2)(C) provides that a business associate may make such communications on
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behalf of a covered entity if consistent with the written contract required by the Privacy
Rule between the business associate and covered entity. The Privacy Rule a §
164.504(e)(2)(1) provides that the contract may not authorize the business associate to
further use or disclose the protected health information in a manner that would violate the
Rule if done by the covered entity (except in two limited circumstances not relevant
here). Thus, individual authorization also must be obtained if a business associate is to
send these communications instead of the covered entity.

We also confirm, in response to comments, that the term “financial remuneration”
does not include non-financial benefits, such as in-kind benefits, provided to a covered
entity in exchange for making a communication about a product or service. Rather,
financial remuneration includes only payments made in exchange for making such
communications. In addition, we continue to emphasize that the financial remuneration a
covered entity receives from a third party must be for the purpose of making a
communication and such communication must encourage individuals to purchase or use
the third party’s product or service. If the financial remuneration received by the covered
entity is for any purpose other than for making the communication, then this marketing
provision does not apply. For example, if a third party provides financial remuneration to
a covered entity to implement a program, such as a disease management program, the
covered entity could provide individuals with communications about the program without
obtaining individual authorization as long as the communications are about the covered
entity’s program itself. There, the communications would only be encouraging
individuals to participate in the covered entity’s disease management program and would

not be encouraging individuals to use or purchase the third party’s product or service.
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Under the final rule, for marketing communications that involve financial
remuneration, the covered entity must obtain a valid authorization from the individual
before using or disclosing protected health information for such purposes, and such
authorization must disclose the fact that the covered entity is receiving financial
remuneration from a third party. See § 164.508(a)(3). The scope of the authorization
need not be limited only to subsidized communications related to a single product or
service or the products or services of one third party, but rather may apply more broadly
to subsidized communications generally so long as the authorization adequately describes
the intended purposes of the requested uses and disclosures (i.e., the scope of the
authorization) and otherwise contains the elements and statements of a valid
authorization under § 164.508. This includes making clear in the authorization that the
individual may revoke the authorization at any time he or she wishes to stop receiving the
marketing material.

Because the final rule will treat all subsidized treatment communications as
marketing communications for which an authorization is required, the final rule also
removes the language at proposed § 164.514(f)(2), which proposed to require that such
communications be accompanied by a statement in the notice and an opportunity for the
individual to opt out of receiving such communications. We believe that the removal of
the notice and opt out requirements for such communications and the addition of the
requirement to obtain an authorization will provide covered entities with a more uniform
system for treating all remunerated communications. Because the individual must now
sign an authorization before the covered entity can make subsidized treatment

communications, there is no longer any need to require each such communication to
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contain a clear and conspicuous opportunity for the individual to elect not to receive any
more of these communications. Where the individual signs an authorization to receive
such communications, the covered entity may use and disclose the individual’s protected
health information for the purposes of making such communications unless or until the
individual revokes the authorization pursuant to § 164.508(a)(5). If the individual does
not authorize the covered entity to use and disclose the individual’s protected health
information for the purposes of making subsidized treatment communications, then the
covered entity is prohibited from doing so.

We clarify that the final rule does nothing to modify the exceptions to the
authorization requirement for marketing communications at § 164.508(a)(3)(i)(A) and
(B). Therefore, no authorization is required where a covered entity receives financial
remuneration from a third party to make a treatment or health care operations
communication (or other marketing communication), if the communication is made face-
to-face by a covered entity to an individual or consists of a promotional gift of nominal
value provided by the covered entity. For example, a health care provider could, in a face
to face conversation with the individual, recommend, verbally or by handing the
individual written materials such as a pamphlet, that the individual take a specific
alternative medication, even if the provider is otherwise paid by a third party to make
such communications. However, communications made over the phone (as well as all
communications sent through the mail or via e-mail) do not constitute face to face
communications, and as such, these communications require individual authorization
where the covered entity receives remuneration in exchange for making the

communications.
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With respect to the exception for refill reminders or to otherwise communicate
about a drug or biologic currently being prescribed to the individual, we adopt the
exception as proposed. We continue to provide a stand-alone exception for refill
reminders, given that the HITECH Act expressly does so. We therefore decline to adopt
the suggestions of commenters to consider these communications to specifically be
treatment communications (which would have required, under the provisions of the
proposed rule, notice and an opportunity to opt out where the covered entity receives
financial remuneration), or health care operations communications (which require
authorization if financial remuneration is received).

Many commenters asked for guidance and clarification regarding the scope of this
exception, and we received a wide array of examples of communications that
commenters suggested should fall within this exception. At this time, we clarify that we
consider communications about the generic equivalent of a drug being prescribed to an
individual as well as adherence communications encouraging individuals to take their
prescribed medication as directed fall within the scope of this exception. Additionally,
we clarify that where an individual is prescribed a self-administered drug or biologic,
communications regarding all aspects of a drug delivery system, including, for example,
an insulin pump, fall under this exception. With respect to the array of other examples
and suggestions provided by commenters as to what should fall within or outside of the
exception, we intend to provide future guidance to address these questions.

The proposed rule contained the Act’s limitation that the financial remuneration
received in exchange for providing a refill reminder or to otherwise communicate about a

drug or biologic currently being prescribed to the individual must be “reasonable in
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amount,” by providing that such remuneration must be reasonably related to the covered
entity’s cost of making the communication for the exception from marketing to apply.
We adopt this provision in the final rule. In response to comments regarding what types
of costs fall within permissible remuneration, we clarify that we consider permissible
costs for which a covered entity may receive remuneration under this exception are those
which cover only the costs of labor, supplies, and postage to make the communication.
Where the financial remuneration a covered entity receives in exchange for making the
communication generates a profit or includes payment for other costs, such financial
remuneration would run afoul of the Act’s “reasonable in amount” language. Thus,
under this final rule, if a pharmacy receives financial remuneration from a drug
manufacturer to provide refill reminders to individuals taking a particular drug that
covers only the pharmacy’s cost of drafting, printing, and mailing the refill reminders, the
exception would apply and no authorization would be required. However, where the
drug manufacturer also provides the pharmacy with a financial incentive beyond the cost
of making the communication to encourage the pharmacy’s continued willingness to send
such communications on behalf of the drug manufacturer, the exception would not apply
and the pharmacy must obtain individual authorization. We note, however, that if a
pharmacy provides refill reminders to individuals only when they visit the pharmacy (in
face to face encounters), such communications would be permitted under §
164.508(a)(3)(1)(A) and thus, authorization would not be required even if the pharmacy
receives financial remuneration above and beyond what is reasonably related to the

pharmacy’s cost of making the communication.
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Finally, in addition to the communications that fall within the refill reminder
exception, two other types of communications continue to be exempt from the marketing
provisions. First, as explained in the NPRM, communications promoting health in
general and that do not promote a product or service from a particular provider, such as
communications promoting a healthy diet or encouraging individuals to get certain
routine diagnostic tests, such as annual mammograms, do not constitute marketing and
thus, do not require individual authorization.

Second, communications about government and government-sponsored programs
do not fall within the definition of “marketing” as there is no commercial component to
communications about benefits through public programs. Therefore, a covered entity
may use and disclose protected health information to communicate with individuals about
eligibility for programs, such as Medicare, Medicaid, or the State Children’s Health
Insurance Program (CHIP) without obtaining individual authorization.

Response to Other Public Comments

Comment: One commenter asked whether it is marketing where an entity
promotes its discounts on covered benefits or member-exclusive value-added health
products and services by paying a mailing house that is the health plan’s business
associate to send its written promotional material to health plan members. The
commenter stated that only the mailing house, and not the covered entity, is paid to send
the communications.

Response: Even where a business associate of a covered entity, such as a mailing
house, rather than the covered entity itself, receives the financial remuneration from the

entity whose product or service is being promoted to health plan members, the
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communication is a marketing communication for which prior authorization is required.
As stated above, under the Privacy Rule, a business associate generally may not use or
disclose protected health information in a manner that would be impermissible if done by
the covered entity. We note, however, that non-financial or in-kind remuneration may be
received by the covered entity or its business associate and it would not implicate the new
marketing restrictions. Thus, if the materials describing a member-exclusive value-added
health product or service were provided by the entity to the health plan or its business
associate and no payment was made by the entity relating to the mailing or distribution of
the materials, the covered entity or its business associate would be able to provide the
material to its members without requiring an authorization.
3. Business Associates
a. Section 164.502(a) and (b)—Permitted and Required Uses and Disclosures and
Minimum Necessary

Before the HITECH Act, the Privacy Rule did not govern business associates
directly. However, section 13404 of the HITECH Act makes specific requirements of the
Privacy Rule applicable to business associates, and creates direct liability for
noncompliance by business associates with regard to those Privacy Rule requirements.
Specifically, section 13404(a) of the HITECH Act creates direct liability for uses and
disclosures of protected health information by business associates that do not comply
with its business associate contract or other arrangement under the Privacy Rule.
Additionally, section 13404(a) applies the other privacy requirements of the HITECH Act
directly to business associates just as they apply to covered entities. Section 13404(b)

applies the provision of § 164.504(e)(1)(ii) regarding knowledge of a pattern of activity
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or practice that constitutes a material breach or violation of a contract to business
associates. Finally, section 13404(c) applies the HIPAA civil and criminal penalties to
business associates. We discuss the modifications to the Privacy Rule pursuant to
paragraphs (a) and (b) of section 13404 of the HITECH Act below. We address the
modifications made to the Enforcement Rule by section 13404(c) regarding the
application of penalties to violations by business associates above in the discussion of the
changes to the Enforcement Rule.

We note that we have not added references to “business associate” to all
provisions of the Privacy Rule that address uses and disclosures by covered entities.
Such additions to the Privacy Rule are unnecessary, as a business associate generally may
only use or disclose protected health information in the same manner as a covered entity.
Therefore, any Privacy Rule limitation on how a covered entity may use or disclose
protected health information automatically extends to a business associate.
i. Permitted and Required Uses and Disclosures
Proposed Rule

We proposed to modify § 164.502(a) of the Privacy Rule containing the general
rules for uses and disclosures of protected health information to address the permitted and
required uses and disclosures of protected health information by business associates.
First, we proposed to modify § 164.502(a) to provide that a business associate, like a
covered entity, may not use or disclose protected health information except as permitted
or required by the Privacy Rule or the Enforcement Rule. Second, we proposed to add
new provisions at § 164.502(a)(4) and (5) to specify the permitted and required uses and

disclosures of protected health information by business associates.
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In accordance with section 13404(a) of the HITECH Act, we proposed in §
164.502(a)(4) to allow business associates to use or disclose protected health information
only as permitted or required by their business associate contracts or other arrangements
pursuant to § 164.504(e) or as required by law. Any other use or disclosure would violate
the Privacy Rule. Proposed § 164.502(a)(4) also provided that a business associate
would not be permitted to use or disclose protected health information in a manner that
would violate the Privacy Rule if done by the covered entity, except that the business
associate would be permitted to use or disclose protected health information for the
proper management and administration of the business associate and to provide data
aggregation services for the covered entity, as specified at § 164.504(e)(2)(1)(A) and (B),
if such uses and disclosures are permitted by its business associate contract or other
arrangement.

In § 164.502(a)(5), we proposed to require that a business associate disclose
protected health information either: (1) when required by the Secretary under Subpart C
of Part 160 to investigate or determine the business associate’s compliance with this
subchapter; or (2) to the covered entity, individual, or individual’s designee, as necessary
to satisfy a covered entity’s obligations under § 164.524(c)(2)(ii) and (3)(i1), as modified,
with respect to an individual’s request for an electronic copy of protected health
information. Section 13405(e) of the HITECH Act requires covered entities that
maintain protected health information in an electronic health record to provide an
individual, or the individual’s designee, with a copy of such information in an electronic

format, if the individual so chooses. We proposed to include a similar direct requirement
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on business associates in § 164.502(a)(5), as section 13404(a) of the HITECH Act also
applies section 13405(e) to business associates.

We also proposed a conforming change to revise the titles of § 164.502(a)(1) and
(a)(2) to make clear that these provisions setting out permitted uses and disclosures of
protected health information apply only to covered entities, as well as a technical change
to § 164.502(a)(2)(ii) to replace the term “subpart” with “subchapter” to make clear that a
covered entity is required to disclose protected health information to the Secretary as
needed to determine compliance with any of the HIPAA Rules and not just the Privacy
Rule.

Overview of Public Comments

Several commenters expressed concern about the increased liability for business
associates under the rule and requested clarification on when business associate liability
for impermissible uses and disclosures would attach. Several commenters asked for
clarification as to what a business associate is directly liable for under the Privacy Rule,
and some expressed specific confusion regarding the liability of business associates for
the provision of e-access under the rule.

Final Rule

The final rule adopts the proposed modifications to § 164.502(a). The provisions
specifying a business associate’s permitted and required uses and disclosures of protected
health information are renumbered from § 164.502(a)(4) and (a)(5), as proposed, to §
164.502(a)(3) and (a)(4), as § 164.502(a)(5) of the final rule now includes provisions to

address prohibited uses and disclosures. Section § 164.502(a)(5) is discussed below in
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the sections describing the prohibitions on the sale of protected health information and
the use or disclosure of genetic information for underwriting purposes.

In response to specific comments asking for clarification regarding when business
associate liability would attach, we provide the following. As we discussed above, the
final rule provides that a business associate is a person who performs functions or
activities on behalf of, or certain services for, a covered entity or another business
associate that involve the use or disclosure of protected health information. The final rule
establishes that a person becomes a business associate by definition, not by the act of
contracting with a covered entity or otherwise. Therefore, liability for impermissible uses
and disclosures attaches immediately when a person creates, receives, maintains, or
transmits protected health information on behalf of a covered entity or business associate
and otherwise meets the definition of a business associate.

Liability also does not depend on the type of protected health information that a
business associate creates, receives, maintains, or transmits on behalf of a covered entity
or another business associate, or on the type of entity performing the function or service,
except to the extent the entity falls within one of the exceptions at paragraph 4 of the
definition of business associate. First, protected health information created, received,
maintained, or transmitted by a business associate may not necessarily include diagnosis-
specific information, such as information about the treatment of an individual, and may
be limited to demographic or other information not indicative of the type of health care
services provided to an individual. If the information is tied to a covered entity, then it is
protected health information by definition since it is indicative that the individual

received health care services or benefits from the covered entity, and therefore it must be
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protected by the business associate in accordance with the HIPAA Rules and its business
associate agreement. Second, the definition of business associate is contingent on the
fact that the business associate performs certain activities or functions on behalf of, or
provides certain services to, a covered entity or another business associate that involve
the use or disclosure of protected health information. Therefore, any person, defined in
the HIPAA Rules as a natural person, trust or estate, partnership, corporation,
professional association or corporation, or other entity, public or private, who performs
these functions or activities or services is a business associate for purposes of the HIPAA
Rules, regardless of whether such person has other professional or privilege-based duties
or responsibilities.

Finally, while we understand commenters’ concerns about the increased liability
for business associates under the HIPAA Rules, such direct liability for violations of
certain HIPAA provisions is expressly provided for by the HITECH Act.

In response to comments requesting clarification on with which HIPAA
provisions a business associate is directly liable for compliance, we provide the
following. Business associates are directly liable under the HIPAA Rules for
impermissible uses and disclosures,” for a failure to provide breach notification to the
covered entity,” for a failure to provide access to a copy of electronic protected health
information to either the covered entity, the individual, or the individual’s designee
(whichever is specified in the business associate agreement),’ for a failure to disclose

protected health information where required by the Secretary to investigate or determine

* See § 164.502(a)(3).
> See § 164.410.
% See § 164.502(a)(4)(ii).
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the business associate’s compliance with the HIPAA Rules,’ for a failure to provide an
accounting of disclosures,® and for a failure to comply with the requirements of the
Security Rule.” Business associates remain contractually liable for other requirements of
the business associate agreement (see below for a discussion of the business associate
agreement provisions).

With respect to a business associate’s direct liability for a failure to provide
access to a copy of electronic protected health information, business associates are liable
for providing electronic access in accordance with their business associate agreements.
Therefore, business associates may provide electronic access directly to individuals or
their designees, or may provide the electronic protected health information to the covered
entity (which then provides the electronic access to individuals or their designees). As
with many other provisions in the HIPAA Rules, the Department leaves the details to the
contracting parties, and is concerned only that access is provided to the individual, not
with which party provides the access.

ii. Minimum Necessary
Proposed Rule

We proposed to modify the minimum necessary standard at § 164.502(b) to
require that when business associates use, disclose, or request protected health
information from another covered entity, they limit protected health information to the
minimum necessary to accomplish the intended purpose of the use, disclosure, or request.
Applying the minimum necessary standard is a condition of the permissibility of many

uses and disclosures of protected health information. Thus, a business associate is not

7 See § 164.502(a)(4)(i).
¥ See 76 Fed. Reg. 31426 (May 31, 2011).
? See Subpart C of Part 164.
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making a permitted use or disclosure under the Privacy Rule if it does not apply the
minimum necessary standard, where appropriate. Additionally, the HITECH Act at
section 13405(b) addresses the application of minimum necessary and, in accordance
with 13404(a), also applies such requirements to business associates.

Overview of Public Comments

While the Department received general support for application of the minimum
necessary standard to requests and uses and disclosures by business associates, several
commenters requested clarification on such application.

Final Rule

The final rule adopts the proposal to apply the minimum necessary standard
directly to business associates when using or disclosing protected health information or
when requesting protected health information from another covered entity. The final rule
also makes clear that requests directed to another business associate, in addition to those
directed to another covered entity, must also be limited to the minimum necessary.
Covered entities and business associates disclosing protected health information in
response may reasonably rely on such requests as requesting the minimum necessary for
the disclosure.

How a business associate will apply the minimum necessary standard will vary
based on the circumstances. As is the case today, a business associate agreement must
limit the business associate’s uses and disclosures of protected health information to be
consistent with the covered entity’s minimum necessary policies and procedures. We
leave it to the discretion of the parties to determine to what extent the business associate

agreement will include specific minimum necessary provisions to ensure a business
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associate’s uses and disclosures and requests for protected health information are
consistent with the covered entity’s minimum necessary policies and procedures. The
Department intends to issue future guidance on the minimum necessary standard in
accordance with section 13405(b) of the HITECH Act that will consider the specific
questions posed by commenters with respect to business associates’ application of the
minimum necessary standard.
b. Sections 164.502(e) and 164.504(e)—Business Associate Agreements
Proposed Rule

Section 164.502(e) permits a covered entity to disclose protected health
information to a business associate and may allow a business associate to create or
receive protected health information on its behalf, if the covered entity obtains
satisfactory assurances, in the form of a written contract or other written arrangement
with the business associate that meets the requirements of § 164.504(e), that the business
associate will appropriately safeguard the information. We proposed a parallel provision
in § 164.502(e) that would allow a business associate to disclose protected health
information to a business associate that is a subcontractor, and to allow the subcontractor
to create or receive protected health information on its behalf, if the business associate
obtains similar satisfactory assurances that the subcontractor will appropriately safeguard
the information. Consistent with the proposal with respect to Security Rule requirements
and business associates, we proposed to make clear in § 164.502(e) that a covered entity
would not be required to obtain satisfactory assurances from business associates that are
subcontractors. Rather, a business associate would be required to obtain such assurances

from a subcontractor. Thus, the proposed provisions would not change the parties to the

136



contracts. For example, a covered entity may choose to contract with a business associate
(contractor) to use or disclose protected health information on its behalf, the business
associate may choose to obtain the services of (and exchange protected health
information with) a subcontractor (subcontractor 1), and that subcontractor may, in turn,
contract with another subcontractor (subcontractor 2) for services involving protected
health information. The contractor and subcontractors 1 and 2 would now be business
associates with direct liability under the HIPAA Rules, and would be required to obtain
business associate agreements with the parties with whom they contract for services that
involve access to protected health information. (Note, however, as discussed above with
respect to the definition of “business associate,” direct liability under the HIPAA Rules
would attach regardless of whether the contractor and subcontractors have entered into
the required business associate agreements.)

We also proposed to remove § 164.502(e)(1)(iii), which provides that a covered
entity that violates the satisfactory assurances it provided as a business associate of
another covered entity will be in noncompliance with the Privacy Rule’s business
associate agreement provisions, given that proposed changes to § 164.502 would now
restrict directly the uses and disclosures of protected health information by a business
associate, including a covered entity acting as a business associate, to those uses and
disclosures permitted by its business associate agreement.

Finally, as discussed above with respect to the definition of business associate, we
proposed to move the current exceptions to business associate to the definition itself in §

160.103.
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Section 164.504(e) contains the specific requirements for business associate
contracts and other arrangements. We proposed a number of modifications to §
164.504(e) to implement section 13404 of the HITECH Act and to reflect the
Department’s new regulatory authority with respect to business associates, as well as to
reflect a covered entity’s and business associate’s new obligations under Subpart D of
Part 164 of the Privacy Rule to provide for notification in the case of breaches of
unsecured protected health information.

Section 164.504(e)(1)(i1) provides that a covered entity is not in compliance with
the business associate requirements if the covered entity knew of a pattern of activity or
practice of the business associate that constituted a material breach or violation of the
business associate’s obligation under the contract or other arrangement, unless the
covered entity took reasonable steps to cure the breach or end the violation, as applicable,
and if such steps were unsuccessful, terminated the contract or arrangement or, if
termination is not feasible, reported the problem to the Secretary. We proposed to
remove the requirement that covered entities report to the Secretary when termination of
a business associate agreement is not feasible. In light of a business associate’s direct
liability for civil money penalties for certain violations of the business associate
agreement and both a covered entity’s and business associate’s obligations under Subpart
D to report breaches of unsecured protected health information to the Secretary, we have
other mechanisms through which we expect to learn of such breaches and misuses of
protected health information by a business associate.

We also proposed to add a new provision at § 164.504(e)(1)(iii1) applicable to

business associates with respect to subcontractors to mirror the requirements on covered
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entities at § 164.504(e)(1)(ii) (minus the requirement to report to the Secretary if
termination of a contract is not feasible). Thus, a business associate that is aware of
noncompliance by its business associate subcontractor would be required to respond to
the situation in the same manner as a covered entity that is aware of noncompliance by its
business associate. We believe this provision would implement section 13404(b) of the
HITECH Act, and would align the requirements for business associates with regard to
business associate subcontractors with the requirements for covered entities with regard
to their business associates.

We also proposed changes to the specific business associate agreement provisions
at § 164.504(e). First, we proposed to revise § 164.504(e)(2)(ii)(B) through (D) to
provide that the contract will require that: in (B), business associates comply, where
applicable, with the Security Rule with regard to electronic protected health information;
in (C), business associates report breaches of unsecured protected health information to
covered entities, as required by § 164.410; and in (D), in accordance with §
164.502(e)(1)(i1), business associates ensure that any subcontractors that create or receive
protected health information on behalf of the business associate agree to the same
restrictions and conditions that apply to the business associate with respect to such
information. These revisions were proposed to align the requirements for the business
associate agreement with the requirements in the HITECH Act and elsewhere within the
HIPAA Rules.

Additionally, we proposed to add a new agreement provision at §
164.504(e)(2)(i1))(H) (and to renumber the current paragraphs (H) and (I) accordingly) to

requires that, to the extent the business associate is to carry out a covered entity’s
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obligation under this subpart, the business associate must comply with the requirements
of the Privacy Rule that apply to the covered entity in the performance of such obligation.
This provision would clarify that when a covered entity delegates a responsibility under
the Privacy Rule to the business associate, the business associate would be contractually
required to comply with the requirements of the Privacy Rule in the same manner as they
apply to the covered entity. For example, if a third party administrator, as a business
associate of a group health plan, fails to distribute the plan’s notice of privacy practices to
participants on a timely basis, the third party administrator would not be directly liable
under the HIPAA Rules, but would be contractually liable, for the failure. However, even
though the business associate is not directly liable under the HIPAA Rules for failure to
provide the notice, the covered entity remains directly liable for failure to provide the
individuals with its notice of privacy practices because it is the covered entity’s ultimate
responsibility to do so, despite its having hired a business associate to perform the
function.

We also proposed to add a new § 164.504(e)(5) that would apply the
requirements at § 164.504(e)(2) through (e)(4) to the contract or other arrangement
between a business associate and its business associate subcontractor as required by §
164.502(e)(1)(ii) in the same manner as such requirements apply to contracts or other
arrangements between a covered entity and its business associate. Thus, a business
associate would be required by § 164.502(e)(1)(i1) and by this section to enter into
business associate agreements or other arrangements that comply with the Privacy and

Security Rules with their business associate subcontractors, in the same manner that
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covered entities are required to enter into contracts or other arrangements with their
business associates.

Finally, we proposed a few other minor changes. We proposed in §
164.504(e)(3) regarding other arrangements for governmental entities to include
references to the Security Rule requirements for business associates to avoid having to
repeat such provisions in the Security Rule. We also proposed to remove the reference to
subcontractors in § 164.504(f)(2)(ii)(B) (regarding disclosures to plan sponsors) and in §
164.514(e)(4)(i1)(C)(4) (regarding data use agreements for limited data sets) to avoid
confusion since the term “subcontractor” is now a defined term under the HIPAA Rules
with a particular meaning that is related to business associates. The proposed removal of
the term was not intended as a substantive change to the provisions.

Overview of Public Comments

Several commenters expressed confusion regarding the need for business
associate agreements, considering the provisions for direct liability from the HITECH
Act and in the proposed rule. Many of these commenters suggested that all of the
requirements of the Privacy Rule apply to business associates, as is the case with the
Security Rule.

A few commenters requested clarification about what constitutes “satisfactory
assurances” pursuant to the rule, asking whether, for example, there were expectations on
covered entities to ensure that business associates (including subcontractors) have
appropriate controls in place besides business associate agreements or whether a covered
entity must obtain from a business associate satisfactory assurance that any business

associate subcontractors are complying with the Rules. Several commenters requested
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clarification on the appropriateness of indemnification clauses in business associate
agreements.

Finally, several commenters requested that the Department provide a model
business associate agreement.
Final Rule

The final rule adopts the proposed modifications to §§ 164.502(e) and 164.504(e).
As we discussed above, while section 13404 of the HITECH Act provides that business
associates are now directly liable for civil money penalties under the HIPAA Privacy
Rule for impermissible uses and disclosures and for the additional HITECH requirements
in Subtitle D that are made applicable to covered entities, it does not apply all of the
requirements of the Privacy Rule to business associates and thus, the final rule does not.
Therefore, business associates are not required to comply with other provisions of the
Privacy Rule, such as providing a notice of privacy practices or designating a privacy
official, unless the covered entity has chosen to delegate such a responsibility to the
business associate, which would then make it a contractual requirement for which
contractual liability would attach.

Concerning commenters’ questions about the continued need for business
associate agreements given the new direct liability on business associates for compliance,
we note that section 13404 of the HITECH Act expressly refers and ties business
associate liability to making uses and disclosures in accordance with the uses and
disclosures laid out in such agreements, rather than liability for compliance with the
Privacy Rule generally. Further, section 13408 of the HITECH Act requires certain data

transmission and personal health record vendors to have in place business associate
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agreements with the covered entities they serve. We also continue to believe that, despite
the business associate’s direct liability for certain provisions of the HIPAA Rules, the
business associate agreement is necessary to clarify and limit, as appropriate, the
permissible uses and disclosures by the business associate, given the relationship between
the parties and the activities or services being performed by the business associate. The
business associate agreement is also necessary to ensure that the business associate is
contractually required to perform certain activities for which direct liability does not
attach (such as amending protected health information in accordance with § 164.526). In
addition, the agreement represents an opportunity for the parties to clarify their respective
responsibilities under the HIPAA Rules, such as by establishing how the business
associate should handle a request for access to protected health information that it
directly receives from an individual. Finally, the business associate agreement serves to
notify the business associate of its status under the HIPAA Rules, so that it is fully aware
of its obligations and potential liabilities.

With respect to questions about “satisfactory assurances,” § 164.502(e) provides
that covered entities and business associates must obtain and document the “satisfactory
assurances” of a business associate through a written contract or other agreement, such as
a memorandum of understanding, with the business associate that meets the applicable
requirements of § 164.504(e). As discussed above, § 164.504(e) specifies the provisions
required in the written agreement between covered entities and business associates,
including a requirement that a business associate ensure that any subcontractors agree to
the same restrictions and conditions that apply to the business associate by providing

similar satisfactory assurances. Beyond the required elements at § 164.504(e), as with
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any contracting relationship, business associates and covered entities may include other
provisions or requirements that dictate and describe their business relationship, and that
are outside the governance of the Privacy and Security Rules. These may or may not
include additional assurances of compliance or indemnification clauses or other risk-
shifting provisions.

We also clarify with respect to the satisfactory assurances to be provided by
subcontractors, that the agreement between a business associate and a business associate
that is a subcontractor may not permit the subcontractor to use or disclose protected
health information in a manner that would not be permissible if done by the business
associate. For example, if a business associate agreement between a covered entity and a
contractor does not permit the contractor to de-identify protected health information, then
the business associate agreement between the contractor and a subcontractor (and the
agreement between the subcontractor and another subcontractor) cannot permit the de-
identification of protected health information. Such a use may be permissible if done by
the covered entity, but is not permitted by the contractor or any subcontractors if it is not
permitted by the covered entity’s business associate agreement with the contractor. In
short, each agreement in the business associate chain must be as stringent or more
stringent as the agreement above with respect to the permissible uses and disclosures.

Finally, in response to the comments requesting a model business associate
agreement, we note that the Department has published sample business associate
provisions on its web site. The sample language is designed to help covered entities
comply with the business associate agreement requirements of the Privacy and Security

Rules. However, use of these sample provisions is not required for compliance with the
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Rules, and the language should be amended as appropriate to reflect actual business
arrangements between the covered entity and the business associate (or a business
associate and a subcontractor).

Response to Other Public Comments:

Comment: Commenters requested guidance on whether a contract that complies
with the requirements of the Graham Leach Bliley Act (GLBA) and incorporates the
required elements of the HIPAA Rules may satisfy both sets of regulatory requirements.
The commenters urged the Department to permit a single agreement rather than requiring
business associates and business associate subcontractors to enter into separate GLBA
agreements and business associate agreements.

Response: While meeting the requirements of the GLBA does not satisfy the
requirements of the HIPAA Rules, covered entities may use one agreement to satisfy the
requirements of both the GLBA and the HIPAA Rules.

Comment: A few commenters recommended adding an exception to having a
business associate agreement for a person that receives a limited dataset and executes a
data use agreement for research, health care operations, or public health purposes.

Response: We have prior guidance that clarifies that if only a limited dataset is
released to a business associate for a health care operations purpose, then a data use
agreement suffices and a business associate agreement is not necessary. To make this
clear in the regulation itself, we are adding to § 164.504(e)(3) a new paragraph (iv) that
recognizes that a data use agreement may qualify as a business associate’s satisfactory
assurance that it will appropriately safeguard the covered entity’s protected health

information when the protected health information disclosed for a health care operations
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purpose is a limited data set. A similar provision is not necessary or appropriate for
disclosures of limited data sets for research or public health purposes since such
disclosures would not otherwise require business associate agreements.

Comment: A few commenters requested that the Department delete §
164.504(e)(2)(i1)(H), which provides that to the extent the business associate is to carry
out a covered entity’s obligation under the HIPAA Rules, the business associate must
comply with the requirements of the HIPAA Rules that apply to the covered entity in the
performance of the obligation on behalf of the covered entity. Alternatively, commenters
suggested that the Department clarify that the requirements of the section need not be
included in business associate agreements and that this section does not limit the ability
of covered entities and business associates to negotiate responsibilities with regard to
other sections of the Privacy Rule.

Response: The Department declines to delete § 164.504(e)(2)(i1)(H). Ifa
business associate contracts to provide services to the covered entity with regard to
fulfilling individual rights or other obligations of the covered entity under the Privacy
Rule, then the business associate agreement must require the business associate to fulfill
such obligation in accordance with the Privacy Rule’s requirements. We do clarity,
however, that if the covered entity does not delegate any of its responsibilities under the
Privacy Rule to the business associate, then § 164.504(e)(2)(i1)(H) is not applicable and
the parties are not required to include such language.

Comment: One commenter requested that the Department modify §
164.502(a)(4)(1) to permit business associates to use and disclose protected health

information for their own health care operations purposes, and another commenter
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requested that the Department clarify whether § 164.504(e)(4) provides that a business
associate may use or disclose protected health information as a covered entity would use
or disclose the information.

Response: The Department declines to make the suggested modification.
Business associates do not have their own health care operations (see the definition of
health care operations at § 164.501, which is limited to activities of the covered entity).
While a business associate does not have health care operations, it is permitted by §
164.504(e)(2)(1)(A) to use and disclose protected health information as necessary for its
own management and administration if the business associate agreement permits such
activities, or to carry out its legal responsibilities. Other than the exceptions for the
business associate’s management and administration and for data aggregation services
relating to the health care operations of the covered entity, the business associate may not
use or disclose protected health information in a manner that would not be permissible if
done by the covered entity (even if such a use or disclosure is permitted by the business
associate agreement).

Comment: One commenter suggested requiring subcontractors to return or
destroy all protected health information received from or created for a business associate
when the contract with the business associate is terminated.

Response: The final rule at § 164.504(e)(5) does apply the requirements at §
164.504(e)(2) through (4) (which set forth the requirements for agreements between
covered entities and their business associates) to agreements between business associates
and their subcontractors. This includes § 164.504(e)(2)(ii)(J), which requires the

business associate to return or destroy all protected health information received from, or
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created or received on behalf of, the covered entity at the termination of the contract, if
feasible. When this requirement is applied to the agreement between the business
associate and its business associate subcontractor, the effect is a contractual obligation for
the business associate subcontractor to similarly return or destroy protected health
information at the termination of the contract, if feasible.

Comment: One commenter suggested requiring a business associate to disclose
all subcontractors of the business associate to a covered entity within thirty days of the
covered entity’s request.

Response: The Department declines to adopt this suggestion as a requirement of
the HIPAA Rules, because such a requirement would impose an undue disclosure burden
on business associates. However, covered entities and business associates may include
additional terms and conditions in their contracts beyond those required by § 164.504.

Comment: One commenter suggested establishing a certification process of
business associates and subcontractors with regard to HIPAA compliance.

Response: The Department declines to establish or endorse a certification process
for HIPAA compliance for business associates and subcontractors. Business associates
and subcontractors are free to enlist the services of outside entities to assess their
compliance with the HIPAA Rules and certification may be a useful compliance tool for
entities, depending on the rigor of the program. However, certification does not
guarantee compliance and therefore “certified” entities may still be subject to
enforcement by OCR.

Comment: One commenter requested clarification on when it is not feasible for a

business associate to terminate a contract with a subcontractor.
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Response: Whether it is feasible for a business associate to terminate an
agreement with a business associate subcontractor is a very fact-specific inquiry that must
be examined on a case-by-case basis. For example, termination is not feasible for a
business associate with regard to a subcontractor relationship where there are no other
viable business alternatives for the business associate (when the subcontractor, for
example, provides a unique service that is necessary for the business associate’s
operations). See our prior guidance on this issue as it applies to covered entities and
business associates in Frequently Asked Question #236, available at
http://www.hhs.gov/ocr/privacy/hipaa/fag/business_associates/236.html.

c. Section 164.532—Transition Provisions
Proposed Rule

We understand that covered entities and business associates are concerned with
the anticipated administrative burden and cost to implement the revised business
associate agreement provisions of the Privacy and Security Rules. Covered entities may
have existing contracts that are not set to terminate or expire until after the compliance
date of the modifications to the Rules, and we understand that a six month compliance
period may not provide enough time to reopen and renegotiate all contracts. In response
to these concerns, we proposed to relieve some of the burden on covered entities and
business associates in complying with the revised business associate provisions by adding
a transition provision to grandfather certain existing contracts for a specified period of
time. The Department’s authority to add the transition provision is set forth in §
160.104(c), which allows the Secretary to establish the compliance date for any modified

standard or implementation specification, taking into account the extent of the

149



modification and the time needed to comply with the modification. The proposed
transition period would prevent rushed and hasty changes to thousands of on-going
existing business associate agreements. We addressed the issue of the business associate
transition provisions as follows.

We proposed new transition provisions at § 164.532(d) and (e) to allow covered
entities and business associates (and business associates and business associate
subcontractors) to continue to operate under certain existing contracts for up to one year
beyond the compliance date of the revisions to the Rules. The additional transition
period would be available to a covered entity or business associate if, prior to the
publication date of the modified Rules, the covered entity or business associate had an
existing contract or other written arrangement with a business associate or subcontractor,
respectively, that complied with the prior provisions of the HIPAA Rules and such
contract or arrangement was not renewed or modified between the effective date and the
compliance date of the modifications to the Rules. The proposed provisions were
intended to allow those covered entities and business associates with valid contracts with
business associates and subcontractors, respectively, to continue to disclose protected
health information to the business associate or subcontractor, or to allow the business
associate or subcontractor to continue to create or receive protected health information on
behalf of the covered entity or business associate, for up to one year beyond the
compliance date of the modifications, regardless of whether the contract meets the
applicable contract requirements in the modifications to the Rules. With respect to
business associates and subcontractors, the proposal would grandfather existing written

agreements between business associates and subcontractors entered into pursuant to §
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164.504(e)(2)(i1)(D) (which requires the business associate to ensure that its agents with
access to protected health information agree to the same restrictions and conditions that
apply to the business associate). The Department proposed to deem such contracts to be
compliant with the modifications to the Rules until either the covered entity or business
associate has renewed or modified the contract following the compliance date of the
modifications, or until the date that is one year after the compliance date, whichever is
sooner.

In cases where a contract renews automatically without any change in terms or
other action by the parties (also known as “evergreen contracts”), the Department
intended that such evergreen contracts would be eligible for the extension and that
deemed compliance would not terminate when these contracts automatically rolled over.
These transition provisions would have applied to covered entities and business
associates only with respect to written contracts or other written arrangements as
specified above, and not to oral contracts or other arrangements.

These transition provisions would have only applied to the requirement to amend
contracts; they would not affect any other compliance obligations under the HIPAA
Rules. For example, beginning on the compliance date of this rule, a business associate
may not use or disclose protected health information in a manner that is contrary to the
Privacy Rule, even if the business associate’s contract with the covered entity has not yet
been amended.

Overview of Public Comments

Many commenters supported the 1-year extended timeframe for compliance with

the business associate agreement provisions. Some commenters suggested longer
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timeframes, citing cost and resource limitations. Some commenters suggested that the
Department should deem compliant all business associate agreements that have been
renegotiated in good faith to meet the February 2010 effective date of the applicable
provisions in the HITECH Act. Some commenters suggested that the Department
recognize as compliant business associate agreements with provisions requiring
compliance with all applicable laws.

Final Rule

The final rule adopts the proposal, adding new transition provisions at §
164.532(d) and (e) to allow covered entities and business associates (and business
associates and business associate subcontractors) to continue to operate under certain
existing contracts for up to one year beyond the compliance date of the revisions to the
Rules.

We decline to provide a longer time for compliance with the business associate
agreement provisions. We provided a similar transition period for revising agreements in
the 2002 modifications to the HIPAA Rules, and it was our experience that such time was
sufficient to ease burden on the entities and allow most agreements to be modified at the
time they would otherwise come up for renewal or renegotiation.

With respect to those business associate agreements that already have been
renegotiated in good faith to meet the applicable provisions in the HITECH Act, covered
entities should review such agreements to determine whether they meet the final rule’s
provisions. If they do not, these covered entities then have the transition period to make
whatever additional changes are necessary to conform to the final rule. The transition

period is also available to those agreements that require compliance with all applicable
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laws (to the extent the agreements were otherwise in compliance with the HIPAA Rules
prior to this final rule), but that do not fully meet the new requirements in this final rule.
However, we do not deem such contracts as compliant beyond the transition period
because they would not sufficiently reflect the new requirements.

4. Section 164.508—Uses and Disclosures for Which an Authorization is Required
a. Sale of Protected Health Information

Proposed Rule

Section 164.508 of the Privacy Rule permits a covered entity to use and disclose
protected health information for purposes not otherwise permitted by the Rule if it has
obtained a valid written authorization from the individual who is the subject of the
information. This section also specifies two circumstances in which authorization from
the individual must be obtained: (1) most uses and disclosures of psychotherapy notes;
and (2) uses and disclosures for marketing purposes.

Section 13405(d) of the HITECH Act added a third circumstance that requires
authorization, specifically the sale of protected health information. Section 13405(d)(1)
prohibits a covered entity or business associate from receiving direct or indirect
remuneration in exchange for the disclosure of protected health information unless the
covered entity has obtained an individual’s authorization pursuant to § 164.508 that states
whether the protected health information can be further exchanged for remuneration by
the entity receiving the information.

Section 13405(d)(2) contains several exceptions to the authorization requirement
for circumstances where the purpose of the exchange is for: (1) public health activities, as

described at § 164.512(b) of the Privacy Rule; (2) research purposes as described at §§
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164.501 and 164.512(i) of the Rule, if the price charged for the information reflects the
cost of preparation and transmittal of the data; (3) treatment of the individual; (4) the sale,
transfer, merger or consolidation of all or part of a covered entity and for related due
diligence; (5) services rendered by a business associate pursuant to a business associate
agreement and at the specific request of the covered entity; (6) providing an individual
with access to his or her protected health information pursuant to § 164.524; and (7) other
purposes as the Secretary deems necessary and appropriate by regulation. Section
13405(d)(4) of the Act provides that the prohibition on sale of protected health
information applies to disclosures occurring six months after the date of the promulgation
of the final regulations implementing this section.

To implement section 13405(d) of the HITECH Act, we proposed to add a general
rule at § 164.508(a)(4) requiring a covered entity to obtain an authorization for any
disclosure of protected health information in exchange for direct or indirect remuneration
from or on behalf of the recipient of the information and to require that the authorization
state that the disclosure will result in remuneration to the covered entity. Consistent with
the HITECH Act, the NPRM proposed to exclude several disclosures of protected health
information made in exchange for remuneration from this general rule. As provided in
the Act, these requirements would also apply to business associates of covered entities.

In the NPRM we did not include language at § 164.508(a)(4) to require that the
authorization under § 164.508 specify whether the protected health information disclosed
by the covered entity for remuneration could be further exchanged for remuneration by
the entity receiving the information. The statute refers to obtaining a valid authorization

that includes a remuneration statement in accordance with § 164.508. The remuneration
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statement required by § 164.508 is whether remuneration will be received by the covered
entity with respect to the disclosures subject to the authorization. This puts the individual
on notice that the disclosure involves remuneration and thus, enables the individual to
make an informed decision as to whether to sign the authorization. Thus, we interpreted
the statute to mean that the authorization must include a statement that the covered entity
is receiving direct or indirect remuneration in exchange for the protected health
information. We note that these exact words do not need to be used in the statement. We
provide discretion for covered entities to craft appropriate language that reflects, for
example, the specific type of remuneration they receive. As we explained in the NPRM,
with respect to the recipient of the information, if protected health information is
disclosed for remuneration by a covered entity or business associate to another covered
entity or business associate in compliance with the authorization requirements at
proposed § 164.508(a)(4)(i), the recipient covered entity or business associate could not
redisclose the protected health information in exchange for remuneration unless a valid
authorization was obtained in accordance with proposed § 164.508(a)(4)(1). We requested
comment on these provisions.

At proposed § 164.508(a)(4)(i1), we set forth the exceptions to the authorization
requirement. We proposed the exceptions provided for by section 13405(d)(2) of the
HITECH Act, and also proposed to exercise the authority granted to the Secretary in
section 13405(d)(2)(G) to include additional exceptions that we deemed to be similarly
necessary and appropriate. These exceptions are discussed below. We requested
comment on whether there were additional exceptions that should be included in the final

regulation.
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First, we proposed to include an exception to cover exchanges for remuneration
for public health activities pursuant to §§ 164.512(b) or 164.514(e). We added the
reference to § 164.514(e) of the Privacy Rule to ensure that disclosures of protected
health information for public health activities in limited data set form would also be
excepted from the authorization requirement, in addition to disclosures that may occur
under § 164.512(b) with more identifiable information. With respect to the exception for
public health disclosures, section 13405(d)(3)(A) of the HITECH Act requires that the
Secretary evaluate the impact on public health activities of restricting this exception to
require that the price charged for the data reflects only the costs of preparation and
transmittal of the data, including those conducted by or for the use of the Food and Drug
Administration (FDA). Section 13405(d)(3)(B) further provides that if the Secretary
finds that such further restriction will not impede public health activities, the restriction
may then be included in the regulations. We did not propose to include such a restriction
on remuneration in the Rule, but requested public comment to assist us in evaluating the
impact of doing so.

The NPRM also included an exception for disclosures of protected health
information for research purposes, pursuant to §§ 164.512(i) or 164.514(e), in exchange
for which the covered entity receives only a reasonable, cost based fee to cover the cost
to prepare and transmit the information for research purposes. Like the public health
exception, we proposed to add a reference to § 164.514(e) to ensure that this exception
would also apply to the disclosure of protected health information in limited data set form
for research purposes. We requested public comment on the types of costs that should be

permitted under this provision.
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We proposed to create an exception from the authorization requirement for
disclosures of protected health information for treatment and payment purposes. Though
the Act only addressed treatment, we proposed to also except disclosures for payment for
health care from the remuneration prohibition to make clear that the exchange of
protected health information to obtain “payment,” as such term is defined in the Privacy
Rule at § 164.501, would not be considered a sale of protected health information.

Consistent with section 13405(d)(2)(D) of the HITECH Act, we proposed to
except from the authorization requirement disclosures described in paragraph (6)(iv) of
the definition of health care operations at § 164.501, that is, disclosures for the sale,
transfer, merger, or consolidation of all or part of a covered entity, or an entity that
following such activity will become a covered entity, and due diligence related to such
activity.

We proposed to provide an exception from the authorization requirement for
disclosures of protected health information to or by a business associate for activities that
the business associate undertakes on behalf of a covered entity pursuant to §§ 164.502(e)
and 164.504(e) of the Privacy Rule, as long as the only remuneration provided is by the
covered entity to the business associate for the performance of such activities. This
exception would exempt from the authorization requirement at § 164.508(a)(4)(i) a
disclosure of protected health information by a covered entity to a business associate or
by a business associate to a third party on behalf of the covered entity as long as any
remuneration received by the business associate was for the activities performed by the

business associate pursuant to a business associate contract.
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We proposed to except from the authorization requirement disclosures of
protected health information by a covered entity to an individual when requested under
§§ 164.524 (providing a right to access protected health information) or 164.528
(providing a right to receive an accounting of disclosures). While section 13405(d)(2)(F)
of the HITECH Act explicitly refers only to disclosures under § 164.524, we exercised
our authority under section 13405(d)(2)(G) of the HITECH Act to likewise include in the
exception disclosures to the individual under § 164.528. Section 164.524 permits a
covered entity to impose a reasonable, cost-based fee for the provision of access to an
individual’s protected health information upon request. Section 164.528 requires a
covered entity to provide a requesting individual with an accounting of disclosures
without charge in any 12-month period but permits a covered entity to impose a
reasonable, cost-based fee for each subsequent request for an accounting of disclosures
during that 12-month period. Therefore, a disclosure of protected health information
under § 164.528 is similar to a disclosure under § 164.524 in that a covered entity may be
paid a fee for making the disclosure.

Pursuant to the authority granted to the Secretary in section 13405(d)(2)(G) of the
HITECH Act, we proposed an additional exception for disclosures that are required by
law as permitted under § 164.512(a) of the Privacy Rule.

Finally, we proposed an exception, pursuant to the authority granted to the
Secretary in section 13405(d)(2)(G), for disclosures of protected health information for
any other purpose permitted by and in accordance with the applicable requirements of the
Privacy Rule, as long as the only remuneration received by the covered entity is a

reasonable, cost based fee to cover the cost to prepare and transmit the protected health
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information for such purpose or is a fee otherwise expressly permitted by other law. We
proposed this exception to ensure that the authorization requirement would not deter
covered entities from disclosing protected health information for permissible purposes
under the Privacy Rule just because they routinely receive payment equal to the cost of
preparing, producing, and transmitting the protected health information. We emphasized
that this proposed exception would not apply if a covered entity received remuneration
above the actual cost incurred to prepare, produce, and transmit the protected health
information for the permitted purpose, unless such fee is expressly permitted by other
law.

As explained in the NPRM, we recognize that many States have laws in place to
limit the fees a health care provider can charge to prepare, copy, and transmit medical
records. Under these laws, there is great variation regarding the types of document
preparation activities for which a provider can charge as well as the permissible fee
schedules for such preparation activities. Some States simply require any reasonable
costs incurred by the provider in making copies of the medical records to be paid for by
the requesting party, while other States set forth specific cost limitations with respect to
retrieval, labor, supplies, and copying costs and allow charges equal to actual mailing or
shipping costs. Many of these State laws set different cost limitations based on the
amount and type of information to be provided, taking into account whether the
information is in paper or electronic form as well as whether the requested material
includes x-rays, films, disks, tapes, or other diagnostic imaging. The proposed exception
would permit recoupment of fees expressly permitted by these other laws.

Overview of Public Comments
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Many commenters asked for clarification on the scope of activities that constitute
a “sale of protected health information.” Several of these commenters asked that the final
rule include a definition of “sale of protected health information” and argued that the
proposed language at § 164.508(a)(4) was too broad and had the potential to capture a
number of activities that should not constitute a “sale” of protected health information.
Commenters made a variety of suggestions in this regard, including suggesting that a
definition of sale should focus on the transfer of ownership of protected health
information and thus exclude disclosures pursuant to an access agreement, license, or
lease that appropriately limits a recipient’s uses or disclosures of the information; or that
a definition of sale should more clearly capture those disclosures where remuneration is
provided in exchange for protected health information, rather than all disclosures that
may involve remuneration. A number of commenters were concerned that fees paid for
services or programs that involve the disclosure of protected health information but that
are not fees to purchase the data themselves nonetheless would turn such disclosure into a
sale of protected health information. For example, some commenters were concerned
that the disclosure of research results to a research sponsor would be a sale of protected
health information because the sponsor paid the covered entity for its services in
conducting the research study or project. Other commenters expressed concern about the
authorization requirements for the sale of protected health information applying to
programs for which a covered entity receives funding and, as a condition of that funding,
is required to report data, such as under the Medicare and Medicaid incentive payment
programs for meaningful users of certified electronic health record technology and

certain State grant programs. A few commenters were concerned that the exchange of
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protected health information through a health information exchange (HIE) that is paid for
through fees assessed on HIE participants could be considered sale of protected health
information.

Commenters also asked for clarification on the meaning and scope of the term
“direct and indirect remuneration,” and some were particularly concerned that “indirect
remuneration” meant nonfinancial benefits provided in exchange for protected health
information could turn a disclosure into a sale of protected health information. Some
commenters stated that prohibiting the receipt of indirect remuneration or nonfinancial
benefits may eliminate any incentive for covered entities to participate in certain
collaborative research or quality activities, in which covered entities contribute data to a
centralized database to create aggregate data sets and in return may receive a number of
nonfinancial benefits, such as the ability to use the aggregated information for research or
access to quality assurance/quality improvement tools. Certain commenters argued that
the term indirect in the statute modifies the “receipt” of remuneration (i.e., that the statute
also applies to the situation where the remuneration is provided by a third party on behalf
of the recipient of the protected health information) and not the type of remuneration.

The public health exception to the remuneration prohibition received a significant
amount of support from commenters. Several commenters expressed specific support for
the proposal to expand the exception to also apply to disclosures of limited data sets for
public health purposes. With respect to the request for comment on the impact of
restricting this exception to require that the price charged for the data reflects on the costs
of preparing and transmitting the data, commenters were generally opposed to imposing

such a restriction. Commenters stated that it may be difficult and burdensome to
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determine if some of a covered entity’s routine public health reporting involve any type
of remuneration and that a cost-based restriction on remuneration would discourage and
impede covered entities from making important public health disclosures. One
commenter was opposed to the public health exception altogether, stating that it is a
privacy loophole that eliminates consumer control over their protected health
information.

Many respondents to the proposed sale prohibition commented on the proposed
exception for research. While most commenters supported including an exception for
research disclosures, including disclosures of limited data sets for research, many argued
that the exception should not be limited to the receipt of a reasonable cost-based fee to
prepare and transmit the data as such a fee limitation could impede important research
efforts. A number of commenters specifically opposed imposing a fee limitation on the
disclosure of limited data sets. If a fee limitation were retained, commenters argued that
it should be broadly construed. The majority of commenters on this issue supported the
proposed exceptions to the remuneration prohibition for treatment and health care
payment purposes, as necessary so as not to impede these core health care functions.
Overall, support was also expressed by those who commented on the exception for the
sale, transfer, merger, or consolidation of a covered entity. Further, commenters
generally agreed that a covered entity should be permitted to disclose protected health
information without individual authorization as required by law, even if remuneration is
received in exchange for the disclosure.

Commenters also submitted a number of comments and questions regarding the

ability of business associates to receive fees under both the proposed exception
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specifically for fees paid by a covered entity to a business associate and the general
exception that would allow a covered entity to receive a reasonable, cost-based fee to
cover the costs to prepare and transmit the data or a fee otherwise expressly permitted by
other law for any disclosure permitted by the Privacy Rule. While commenters generally
supported these exceptions, commenters were concerned that these exceptions appeared
not to cover the common situation where a business associate, rather than the covered
entity, receives remuneration from a third party for making a permitted disclosure under
the Privacy Rule. For example, a number of commenters stated that covered entities
often outsource to release of information (ROI) vendors the processing of requests for
copies of medical records from third parties and that these vendors and not the covered
entities bill for the reasonable costs of providing the records to the requestors.
Commenters asked that the final rule clarify that business associates can continue to
receive payment of costs from third parties for providing this service on behalf of covered
entities. Another commenter requested that the final rule clarify that the exception for
remuneration to a business associate for activities performed on behalf of a covered entity
also applies to remuneration received by subcontractors performing services on behalf of
business associates.

Finally, several commenters also responded to the proposed rule’s request for
comment on the general exception at § 164.508(a)(4)(i1)(H) by suggesting costs that they
believed should be permitted, including but not limited to costs for: preparing, producing,
and transmitting protected health information; retrieval, labor, supplies, and copying
costs; personnel and overhead costs; investments and indirect costs; and any costs that are

in compliance with State law.
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Final Rule

The final rule adopts the HITECH Act’s prohibition on the sale of protected
health information but makes certain changes to the provisions in the proposed rule to
clarify the scope of the provisions and otherwise address certain of commenters’
concerns. First, we have moved the general prohibition on the sale of protected health
information by a covered entity or business associate to § 164.502(a)(5)(ii) and created a
definition of “sale of protected health information.” Numerous commenters requested
that the Privacy Rule include a definition of sale to better clarify what types of
transactions fall within the scope of the provisions. Accordingly, §
164.502(a)(5)(i1)(B)(1) defines “sale of protected health information” to generally mean
“a disclosure of protected health information by a covered entity or business associate, if
applicable, where the covered entity or business associate directly or indirectly receives
remuneration from or on behalf of the recipient of the protected health information in
exchange for the protected health information.” Section 164.502(a)(5)(i1)(B)(2) then
excludes from the definition the various exceptions that were in the proposed rule
(discussed further below).

We do not limit a “sale” to those transactions where there is a transfer of
ownership of protected health information as some commenters suggested. The HITECH
Act does not include such a limitation and the Privacy Rule rights and protections apply
to protected health information without regard to ownership interests over the data.
Thus, the sale provisions apply to disclosures in exchange for remuneration including

those that are the result of access, license, or lease agreements.
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In addition, we do not consider sale of protected health information in this
provision to encompass payments a covered entity may receive in the form of grants, or
contracts or other arrangements to perform programs or activities, such as a research
study, because any provision of protected health information to the payer is a byproduct
of the service being provided. Thus, the payment by a research sponsor to a covered
entity to conduct a research study is not considered a sale of protected health information
even if research results that may include protected health information are disclosed to the
sponsor in the course of the study. Further, the receipt of a grant or funding from a
government agency to conduct a program is not a sale of protected health information,
even if, as a condition of receiving the funding, the covered entity is required to report
protected health information to the agency for program oversight or other purposes.
(Certain of these disclosures would also be exempt from the sale requirements, depending
on whether the requirement to report data was included in regulation or other law.)
Similarly, we clarify that the exchange of protected health information through a health
information exchange (HIE) that is paid for through fees assessed on HIE participants is
not a sale of protected health information; rather the remuneration is for the services
provided by the HIE and not for the data itself. (Such disclosures may also be exempt
from these provisions under the exception for disclosures to or by a business associate
that is being compensated by a covered entity for its services.) In contrast, a sale of
protected health information occurs when the covered entity primarily is being
compensated to supply data it maintains in its role as a covered entity (or business
associate). Thus, such disclosures require the individual’s authorization unless they

otherwise fall within an exception at § 164.502(a)(5)(i1)(B)(2). For example, a disclosure

165



of protected health information by a covered entity to a third party researcher that is
conducting the research in exchange for remuneration would fall within these provisions,
unless the only remuneration received is a reasonable, cost-based fee to cover the cost to
prepare and transmit the data for such purposes (see below).

In response to questions by commenters, we also clarify the scope of the term
“remuneration.” The statute uses the term “remuneration,” and not “payment,” as it does
in the marketing provisions at section 13406(a). Because the statute uses different terms,
we do not believe that remuneration as applied to the sale provisions is limited to
financial payment in the same way it is so limited in the marketing provisions. Thus, the
prohibition on sale of protected health information applies to the receipt of nonfinancial
as well as financial benefits. In response to commenters who indicated that the statute’s
terms “direct and indirect” apply to how the remuneration is received rather than the
remuneration itself, we agree and have moved the terms in the definition to further make
clear that the provisions prohibit the receipt of remuneration not only from the third party
that receives the protected health information but also from another party on behalf of the
recipient of the protected health information. However, this does not change the scope of
the term “remuneration.” As discussed above, we interpret the statute to mean that
nonfinancial benefits are included in the prohibition. Thus, a covered entity or business
associate may not disclose protected health information in exchange for in kind benefits,
unless the disclosure falls within one of the exceptions discussed below. Consider, for
example, a covered entity that is offered computers in exchange for disclosing protected
health information. The provision of protected health information in exchange for the

computers would not be considered a sale of protected health information if the
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computers were solely used for the purpose of preparing and transmitting protected health
information to the person collecting it and were returned when such disclosure was
completed. However, if the covered entity is permitted to use the computers for other
purposes or to keep the computers even after the disclosures have been made, then the
covered entity has received in kind remuneration in exchange for the protected health
information above what is needed to make the actual disclosures.

We retain in the final rule the broad exception for disclosures for public health
purposes made pursuant to §§ 164.512(b) and 164.514(e). Based on the concerns from
the public comment that narrowing the exception could discourage voluntary public
health reporting, we do not limit the exception to only those disclosures where all the
covered entity receives as remuneration is a cost-based fee to cover the cost to prepare
and transmit the data. .

With respect to the exception for research disclosures, the final rule adopts the
language as proposed, including the cost-based fee limitation provided for in the
HITECH Act. Thus, disclosures for research purposes are excepted from the
remuneration prohibition to the extent that the only remuneration received by the covered
entity or business associate is a reasonable cost-based fee to cover the cost to prepare and
transmit the protected health information for such purposes. We do not remove the fee
limitation as requested by some commenters; the statutory language included in Section
13405(d)(2)(B) of the HITECH Act clearly states that any remuneration received in
exchange for research disclosures must reflect only the cost of preparation and transmittal

of the data for such purpose.
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In response to comments about the types of costs that are permitted in the
reasonable cost-based fee to prepare and transmit the data, we clarify that this may
include both direct and indirect costs, including labor, materials, and supplies for
generating, storing, retrieving, and transmitting the protected health information; labor
and supplies to ensure the protected health information is disclosed in a permissible
manner; as well as related capital and overhead costs. However, fees charged to incur a
profit from the disclosure of protected health information are not allowed. We believe
allowing a profit margin would not be consistent with the language contained in Section
13405 of the HITECH Act. We intend to work with the research community to provide
guidance and help the research community reach a common understanding of appropriate
cost-based limitations on remuneration.

We retain the exceptions proposed for treatment and payment disclosures without
modification and agree with commenters that these exceptions are necessary to make
clear that these core health care functions may continue. Similarly, we retain the
exception to the remuneration prohibition for disclosures for the transfer, merger, or
consolidation of all or part of a covered entity with another covered entity, or an entity
that following such activity will become a covered entity, and related due diligence, to
ensure that such disclosures may continue to occur in accordance with the Privacy Rule.
We retain the proposed exception for disclosures that are otherwise required by law to
ensure a covered entity can continue to meet its legal obligations without imposing an
authorization requirement. We also retain the exception for disclosures to the individual
to provide the individual with access to protected health information or an accounting of

disclosures, where the fees charged for doing so are in accord with the Privacy Rule.
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We adopt the exceptions for remuneration paid by a covered entity to a business
associate for activities performed on behalf of a covered entity, as well as the general
exception permitting a covered entity to receive remuneration in the form of a reasonable,
cost-based fee to cover the cost to prepare and transmit the protected health information
for any disclosure otherwise permitted by the Privacy Rule. However, we make a
number of clarifications to address commenters questions and concerns regarding the
ability of a business associate rather than a covered entity to receive the permitted
remuneration. First, we add the term “business associate” in the general exception
permitting reasonable, cost-based fees to prepare and transmit data (or fees permitted by
State laws) to make clear that business associates may continue to recoup fees from third
party record requestors for preparing and transmitting records on behalf of a covered
entity, to the extent such fees are reasonable, cost-based fees to cover the cost to prepare
and transmit the protected health information or otherwise expressly permitted by other
law. Second, we clarify in the business associate exception that the exception would also
cover remuneration by a business associate to its subcontractor for activities performed
by the subcontractor on behalf of the business associate. Finally, we add the term
“business associate” to the general prohibition on sale of protected health information for
consistency, even though, without the addition, a business associate still would not be
permitted to sell protected health information as a business associate may generally only
make uses and disclosures of protected health information in manners in which a covered
entity would be permitted under the Privacy Rule.

With respect to the types of costs that would be permitted as part of a reasonable,

cost-based fee under this provision, we clarify that the final rule permits the same types
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of costs under this exception as the research exception, as well as costs that are in
compliance with a fee schedule provided by State law or otherwise expressly permitted
by other applicable law. Thus, costs may include the direct and indirect costs to prepare
and transmit the data, including labor, materials, and supplies, but not a profit margin.
We intend to continue to work with interested stakeholders to develop more guidance on
direct and indirect costs and on remuneration.

Response to Other Public Comments

Comment: Several commenters suggested that we make clear in the final rule that
redisclosures of information by a recipient covered entity or business associate even for
remuneration that are set forth in the original authorization are not restricted by this
provision. Another commenter argued that the original authorization form should
indicate whether the recipient of the protected health information will further exchange
the information for remuneration.

Response: It is expected to be the usual case that if a covered entity or business
associate that receives protected health information in exchange for remuneration wishes
to further disclose that information in exchange for remuneration, then an additional
authorization in accordance with § 164.508 must be obtained because such disclosures
will not be encompassed by the original authorization. However, it may be possible that
redisclosures of information for remuneration by a recipient covered entity or business
associate do not require an additional authorization, provided it is sufficiently clear to the
individual in the original authorization that the recipient covered entity or business
associate will further disclose the individual’s protected health information in exchange

for remuneration. In response to the commenter that argued that the original
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authorization form should indicate whether the recipient of the protected health
information will further exchange the information for remuneration, as explained above
we believe the language included in Section 13405 of the HITECH Act was to alert the
individual as to whether the disclosures he or she was authorizing at the time involved
remuneration. Where the recipient of protected health information pursuant to an
authorization is a third party that is not a covered entity or business associate, we do not
have authority to require that entity to disclose to the disclosing covered entity or
business associate whether it plans to further exchange the protected health information
for remuneration for purposes of including such information on the authorization form.
However, covered entities that are informed of such information may include it on the
authorization form if they wish to. In any event, the Privacy Rule retains the requirement
that an authorization inform the individual of the potential for information disclosed
pursuant to the authorization to be subject to redisclosure by the recipient and to no
longer be subject to the Privacy Rule.

Comment: Several commenters asked for clarification on the effect the final rule
will have on existing research efforts and some suggested that HHS should grandfather in
all Privacy Rule authorizations for research obtained under existing law before the
effective date of the final rule. These commenters believed addressing current research
would be necessary to ensure the rule would not frustrate ongoing research efforts.

Response: We agree that ongoing research studies that are based on a prior
permission under the Privacy Rule for the research use or disclosure of protected health
information should be grandfathered so as not to disrupt these ongoing studies. We have

added a reference to the authorization requirements that apply to the sale of protected
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health information at § 164.508(a)(4) to make clear that the transition provisions in §
164.532 apply to permissions existing prior to the applicable compliance date of the Rule.
Thus, a covered entity may continue to rely on an authorization obtained from an
individual prior to the compliance date even if remuneration is involved but the
authorization does not indicate that the disclosure is in exchange for remuneration. This
would apply to authorizations for any permissible purpose under the Rule and not just for
research purposes. Further, in the research context, where a covered entity obtained
documentation of a waiver of authorization from an Institutional Review Board or
Privacy Board prior to the compliance date for this final rule, the covered entity may
continue to rely on that documentation to release protected health information to a
researcher, even if the covered entity receives remuneration in the form of more than a
reasonable, cost based fee to prepare and transmit the data. Finally, we also provide at
new § 164.532(f) that a covered entity may continue to use or disclose a limited data set
in accordance with an existing data use agreement that meets the requirements of §
164.514(e), including for research purposes, until the data use agreement is renewed or
modified or until one year from the compliance date of this final rule, whichever is
earlier, even if such disclosure would otherwise constitute a sale of protected health
information upon the effective date of this rule.

Comment: Some commenters were concerned that the sale prohibition would
apply to a covered entity's sale of accounts receivable including protected health
information to a collection agency, arguing that such disclosures should remain

permissible without authorization as a payment disclosure.
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Response: Disclosures of protected health information for payment collection
activities are permitted without authorization as a payment disclosure under the Privacy
Rule (see §§ 164.501 and 164.506(a)) and thus, are excepted from the remuneration
prohibition at § 164.502(a)(5)(i1)(B)(2)(iii).

Comment: A few commenters asked that the final rule clarify that transfers of
value among entities under common control does not implicate the authorization
requirements. Similarly, some commenters sought clarification on whether business
transfers on the books for internal reorganization would also be excluded under the
transfer, merger, and consolidation exception to the final rule.

Response: First, we clarify that uses of protected health information within a
covered entity that is a single legal entity are not implicated by the remuneration
prohibition as the prohibition applies only to disclosures outside of a covered entity.
Second, the use of protected health information among legally separate covered entities
under common ownership or control that have designated themselves as an affiliated
covered entity (i.e., a single covered entity for purposes of compliance with the HIPAA
Rules) is not implicated. See the requirements for affiliated covered entities at §
164.105(b). Thus, to the extent that what the commenters contemplate is an otherwise
permissible use of protected health information within a single legal entity that is a
covered entity or an affiliated covered entity, such use of data is not impacted by these
provisions. Third, disclosures of protected health information for the sale, transfer,
merger, or consolidation of all or part of a covered entity with another covered entity, or

with an entity that following such activity will become a covered entity and due diligence
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related to such activity are excepted from the definition of sale of protected health
information at § 164.502(a)(5)(i1)(B)(2)(iv).

Comment: Some commenters expressed concern over the role the Institutional
Review Board will play in determining reasonable costs, and several commenters asked
that the final rule clarify that the Institutional Review Board is not responsible for making
a determination regarding the permissibility of the fees paid in exchange for a disclosure
of protected health information for research purposes.

Response: We clarify that a covered entity, or business associate if applicable, is
responsible for determining whether any fees paid to the entity in exchange for protected
health information covers the covered entity’s or business associate’s costs to prepare and
transmit protected health information for research.

Comment: A few commenters sought clarification on how to differentiate access
to protected health information from access to statistical data, particularly when
remuneration is provided for access to a database but the party is solely interested in a
population study, not an individual’s protected health information.

Response: Disclosures of health information that has been de-identified in
accordance with the Privacy Rule at § 164.514(b)-(d) are not subject to the remuneration
prohibition as such information is not protected health information under the Rule.
However, a covered entity that allows a third party access to a database containing
protected health information in exchange for remuneration is subject to these provisions
unless an exception applies (e.g., the remuneration received is limited to a reasonable,

cost-based fee to prepare and make available the data).
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Comment: A number of commenters argued that limited data sets should be
exempted entirely from the remuneration prohibition because they are not fully
identifiable data sets and are subject to protections under data use agreements.

Response: We decline to completely exempt limited data sets from these
provisions as, unlike de-identified data, they are still protected health information.
However, disclosures of limited data sets for purposes permitted under the Rule would be
exempt from the authorization requirements to the extent the only remuneration received
in exchange for the data is a reasonable, cost-based fee to prepare and transmit the data or
a fee otherwise expressly permitted by other law. We also provide at new § 164.532(f)
that a covered entity may continue to use or disclose a limited data set in accordance with
an existing data use agreement that meets the requirements of § 164.514(e), including for
research purposes, until the data use agreement is renewed or modified or until one year
from the compliance date of this final rule, whichever is earlier, even if such disclosure
would otherwise constitute a sale of protected health information upon the effective date
of this rule.

b. Research
i. Compound Authorizations
Proposed Rule

Section 164.508(b)(4) of the Privacy Rule prohibits covered entities from
conditioning treatment, payment, enrollment in a health plan, or eligibility for benefits on
the provision of an authorization. This limitation is intended to ensure that authorization
from an individual for a use or disclosure of protected health information is voluntarily

provided. However, there are exceptions to this general rule for certain circumstances,
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including in the research context, where a covered entity may condition the provision of
research-related treatment, such as in a clinical trial, on obtaining the individual’s
authorization for the use or disclosure of protected health information for such research.
Permitting the use of protected health information is part of the decision to receive care
through a clinical trial, and health care providers conducting such trials are able to
condition research-related treatment on the individual’s willingness to authorize the use
or disclosure of protected health information for research associated with the trial.

Section 164.508(b)(3) generally prohibits what are termed “compound
authorizations,” i.e., where an authorization for the use and disclosure of protected health
information is combined with any other legal permission. However, § 164.508(b)(3)(i)
carves out an exception to this general prohibition, permitting the combining of an
authorization for a research study with any other written permission for the same study,
including another authorization or informed consent to participate in the research.
Nonetheless, § 164.508(b)(3)(iii) prohibits combining an authorization that conditions
treatment, payment, enrollment in a health plan, or eligibility for benefits (conditioned
authorization) with an authorization for another purpose for which treatment, payment,
enrollment, or eligibility may not be conditioned (unconditioned authorization). This
limitation on certain compound authorizations was intended to help ensure that
individuals understand that they may decline the activity described in the unconditioned
authorization yet still receive treatment or other benefits or services by agreeing to the
conditioned authorization.

The impact of these authorization requirements and limitations can be seen during

clinical trials that are associated with a corollary research activity, such as when protected
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health information is used or disclosed to create or to contribute to a central research
database or repository. For example, § 164.508(b)(3)(iii) prohibits covered entities from
obtaining a single authorization for the use or disclosure of protected health information
for a research study that includes both treatment as part of a clinical trial and tissue
banking of specimens (and associated protected health information) collected, since the
individual generally must sign the authorization for the use of his or her protected health
information in the clinical trial in order to receive the research-related treatment
(conditioned authorization) but whether the individual also signs the tissue banking
authorization is completely voluntary and will not affect the individual receiving the
research-related treatment (unconditioned authorization). Thus, covered entities must
obtain separate authorizations from research participants for a clinical trial that also
collects specimens with associated protected health information for a central repository.
As stated in the NPRM, various groups, including researchers and professional
organizations, have expressed concern at this lack of integration. A number of persons in
the research community have stated that requiring separate forms for these corollary
research activities is inconsistent with current practice under the Common Rule (45 CFR
Part 46) with respect to obtaining informed consent and creates unnecessary
documentation burdens. Persons have also indicated that the multiple authorization
forms are potentially confusing to research subjects and/or may dissuade them altogether
from participating in a clinical trial, and that redundant information on the forms diverts
an individual’s attention from other content that describes how and why the personal
health information may be used. In light of these concerns, the Secretary’s Advisory

Committee on Human Research Protections in 2004 (Recommendation V, in a letter to
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the Secretary of HHS, available at
http://www.hhs.gov/ohrp/sachrp/hipaalettertosecy090104.html), as well as the Institute of
Medicine in its 2009 Report, “Beyond the HIPAA Privacy Rule: Enhancing Privacy,
Improving Health Through Research” (Recommendation I1.B.2), made specific
recommendations to allow combined authorizations for clinical trials and biospecimen
storage.

To address these concerns and streamline the process in the Privacy Rule for
obtaining an individual’s authorization for research, we proposed to amend §
164.508(b)(3)(i) and (iii) to allow a covered entity to combine conditioned and
unconditioned authorizations for research, provided that the authorization clearly
differentiates between the conditioned and unconditioned research components and
clearly allows the individual the option to opt in to the unconditioned research activities.
These provisions would allow covered entities to combine authorizations for the use and
disclosure of protected health information for clinical trials and related biospecimen
banking activities, as well as other scenarios that often occur in research studies.

While we did not propose to alter the core elements or required statements
integral to a valid authorization, we stated that covered entities would have some
flexibility with respect to how they met the authorization requirements. For example,
covered entities could facilitate an individual’s understanding of a compound
authorization by describing the unconditioned research activity on a separate page of a
compound authorization and could also cross-reference relevant sections of a compound
authorization to minimize the potential for redundant language. In addition, a covered

entity could use a separate check-box for the unconditioned research activity to signify
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whether an individual has opted-in to the unconditioned research activity, while
maintaining one signature line for the authorization, or alternatively provide a distinct
signature line for the unconditioned authorization to signal that the individual is
authorizing optional research that will not affect research-related treatment. We
requested comment on additional methods that would clearly differentiate to the
individual the conditioned and unconditioned research activities on the compound
authorization.

Overview of Public Comments

Almost all commenters on this topic strongly supported the proposal to allow
combined authorizations for conditioned and unconditioned research activities. Many
commenters supported allowing flexibility for institutions to determine how best to
differentiate the unconditioned authorization for the voluntary research activity, including
whether to use a check box with a single signature line, or separate signature lines.
Several commenters suggested that an opt out method should be permitted as an
alternative to an opt in approach.

A few commenters opposed the proposal to allow compound authorizations for
conditioned and unconditioned research activities. These commenters generally felt that
separate authorizations are appropriate and that there is not sufficient evidence to suggest
that combining the forms will be beneficial to individuals.

The Secretary’s Advisory Committee on Human Research Protections, in its letter
of comment on the Department’s NPRM, indicated its support for the proposal to permit
compound authorizations for conditioned and unconditioned research activities, and

expressed particular appreciation for the goal of harmonization with the Common Rule.
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The Secretary’s Advisory Committee on Human Research Protections also supported
flexibility in the manner that the conditioned and unconditioned research activities are
differentiated. The Secretary’s Advisory Committee on Human Research Protections
requested clarification that the compound authorizations permitted under this proposal
would be permissible for any type of combined research studies, and not exclusively for
clinical trials with a biospecimen banking component.
Final Rule

The final rule adopts the proposal to amend § 164.508(b)(3)(i) and (iii) to allow a
covered entity to combine conditioned and unconditioned authorizations for research,
provided that the authorization clearly differentiates between the conditioned and
unconditioned research components and clearly allows the individual the option to opt in
to the unconditioned research activities. We intend this provision to allow for the use of
compound authorizations for any type of research activities, and not solely to clinical
trials and biospecimen banking, except to the extent the research involves the use or
disclosure of psychotherapy notes. For research that involves the use or disclosure of
psychotherapy notes, an authorization for a use or disclosure of psychotherapy notes may
only be combined with another authorization for a use or disclosure of psychotherapy
notes. See § 164.508(b)(3)(i1). Thus, aside from the use of psychotherapy notes,
combined authorizations could be obtained for the use of protected health information in
a clinical trial and optional sub-studies, as well as for biospecimen banking that also
permits future secondary use of the data (to the extent the future use authorization is

aligned with the discussion in the following section regarding authorizations for future
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research). Also, this provision continues to allow for a covered entity to combine such
authorizations with informed consent documents for the research studies.

The final rule provides covered entities, institutions, and Institutional Review
Boards with flexibility to determine the best approach for clearly differentiating the
conditioned and unconditioned research activities and giving research participants the
option to opt in to the unconditioned research activities. We decline to permit a
combined authorization that only allows the individual the option to opt out of the
unconditioned research activities (e.g., “check here if you do NOT want your data
provided to the biospecimen bank’) because an opt out option does not provide
individuals with a clear ability to authorize the optional research activity, and may be
viewed as coercive by individuals. The final rule does not remove the requirement that
an individual affirmatively authorize the unconditioned research activities; it merely
provides flexibility to streamline the authorization process by combining the forms.

With respect to the commenters that believed there is insufficient evidence that
combining conditioned and unconditioned research activities into a compound
authorization would be beneficial, and that such compound authorizations may be
confusing for patients, as indicated above, there have been anecdotal reports to the
Department that the use of multiple authorization forms has caused confusion among
research subjects. Further, we note that these modifications do not remove the required
elements of an authorization that are necessary to inform the individual about the study
(e.g., description of the information to be used or disclosed, description of the purpose,
etc.); they merely introduce flexibility to avoid redundant language that would otherwise

be necessary to include in the authorizations for the multiple research activities. In
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addition, these changes are intended to align the HIPAA Privacy Rule’s authorization
requirements with what has been common and ongoing practice in terms of the informed
consent form under the Common Rule.

We note that covered entities are permitted but not required by the modifications
adopted at § 164.508(b)(3)(i) and (iii) to create compound authorizations for conditioned
and unconditioned research activities. Previously approved, ongoing studies may
continue to rely on the separate authorization forms that were obtained under the prior
provisions. For new studies, covered entities and researchers may continue to use
separate authorizations for conditioned and unconditioned research activities, or may
transition to compound authorizations as they deem appropriate, which can be used
beginning on the effective date of this rule.

Response to Other Public Comments

Comment: The Secretary’s Advisory Committee on Human Research Protections
asked whether the following approaches for distinguishing between conditioned and
unconditioned research activities would be acceptable: using (1) a combined
consent/authorization form for a clinical trial and optional banking component, with a
check-box for the individual to have the choice to opt in to the optional banking
component, and one signature; (2) a combined consent/authorization form for a clinical
trial and optional banking component, with one signature for the clinical trial and another
signature to indicate the individual agrees to the optional banking component; and (3) a
combined consent/authorization form for a clinical trial and optional banking component,
with a check box for the individual to have the choice to opt in to the banking component,

and one signature, but with detailed information about the banking component presented
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in a separate brochure or information sheet that is referenced directly in the
consent/authorization form.

Response: Covered entities and researchers have flexibility in the methods used
to distinguish the conditioned and unconditioned research activities and to provide the
individual with a clear opportunity to opt in to the unconditioned portion, and all of the
above approaches would be acceptable provided, with respect to the third approach, that
the brochure or information sheet is incorporated by reference into the
authorization/consent form such that it is considered to be part of the form (even if not
physically attached to the form). In addition, if the brochure or information sheet
includes required elements of the authorization (or informed consent), and
authorization/consent has not been altered by an Institutional Review Board, then the
brochure or information sheet must be made available to potential research participants
before they are asked to sign the authorization/consent document (unless the
authorization form itself includes the required elements). Finally, in such cases, a
covered entity must keep not only the signed authorization/consent form, but also a copy
of the brochure or information sheet, in order to be in compliance with the documentation
requirements at § 164.530()).

Comment: The Secretary’s Advisory Committee on Human Research Protections
requested confirmation that the compound authorization proposal would not affect the
waiver provisions currently existing in the Privacy Rule, such that such provisions could
be used, if appropriate, for new studies distinct from both the original study and the

banking activity.
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Response: The new compound authorization provision does not affect the waiver
of authorization provisions in the Privacy Rule. A covered entity may continue to use or
disclose protected health information for research purposes based on documentation that
meets the requirements at § 164.512(i), indicating that an Institutional Review Board or
Privacy Board has waived the obtaining of individual authorization for such purposes,
based on a determination that (1) the use or disclosure of protected health information
involves no more than a minimal risk to the privacy of individuals; (2) the research could
not practicably be conducted without the waiver; and (3) the research could not
practicably be conducted without access to and use of the protected health information.

Comment: The Secretary’s Advisory Committee on Human Research Protections
requested clarification on the effect of revoking only one part of a compound
authorization. For example, if an individual signs a combined authorization for
conditioned and unconditioned research activities and later specifically revokes only the
unconditioned research activity (e.g., the banking component), then the covered entity
may continue to act in reliance on the authorization for the conditioned component (e.g.,
the clinical trial).

Response: Where it is clear that an individual is revoking only one part of a
compound authorization, such revocation does not equate to a revocation of the entire
authorization to include the other studies. However, where it is not clear exactly to which
research activities the individual’s revocation applies, written clarification must be
obtained from the individual in order for the revocation to apply only to certain of the
research activities identified in the authorization, or the entire authorization must be

treated as revoked. Further, such revocations must be maintained and documented in a
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manner that will ensure uses and disclosures of protected health information for the
activity to which the revocation applies discontinue, except to the extent the covered
entity has already acted in reliance on the authorization, which would permit certain
limited, continued use and disclosure, such as necessary to maintain the integrity of the
research study.

ii. Authorizing Future Research Use or Disclosure

Prior Interpretation

Research often involves obtaining health information and biological specimens to
create a research database or repository for future research. For example, this frequently
occurs where clinical trials are paired with corollary research activities, such as the
creation of a research database or repository where information and specimens obtained
from a research participant during the trial are transferred and maintained for future
research. It is our understanding that Institutional Review Boards in some cases may
approve an informed consent document for a clinical trial that also asks research
participants to permit future research on their identifiable information or specimens
obtained during the course of the trial. It is also our understanding that an Institutional
Review Board may in some cases review an informed consent for a prior clinical trial to
determine whether a subsequent research use is encompassed within the original consent.

The Department has previously interpreted the Privacy Rule, however, to require
that authorizations for research be study specific for purposes of complying with the
Rule’s requirement at § 164.508(c)(1)(iv) that an authorization must include a description
of each purpose of the requested use or disclosure. See 67 FR 53182, 53226, Aug. 14,

2002. In part, the Department’s interpretation was based on a concern that patients could
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lack necessary information in the authorization to make an informed decision about the
future research. In addition, it was recognized that not all uses and disclosures of
protected health information for a future research purpose would require a covered entity
to re-contact the individual to obtain another authorization (e.g., uses or disclosures with
a waiver of authorization from an Institutional Review Board or Privacy Board as
provided under § 164.512(i) or of a limited data set pursuant to a data use agreement
under § 164.514(e) for the future research purpose).

Subsequent to issuing this interpretation, the Department heard concerns from
covered entities and researchers that the Department’s interpretation encumbers
secondary research, and limits an individual’s ability to agree to the use or disclosure of
their protected health information for future research. In addition, many commenters
noted that the Department’s interpretation limiting the scope of a HIPAA authorization
for research appeared to diverge from the current practice under the Common Rule with
respect to the ability of a researcher to seek subjects’ informed consent to future research
so long as the future research uses are described in sufficient detail to allow an informed
consent. These commenters, as well as the Secretary’s Advisory Committee on Human
Research Protections in 2004 (Recommendation IV, in a letter to the Secretary of HHS,
available at http://www.hhs.gov/ohrp/sachrp/hipaalettertosecy090104.html) and the
Institute of Medicine in its 2009 Report entitled “Beyond the HIPAA Privacy Rule:
Enhancing Privacy, Improving Health Through Research” (Recommendation I1.B.1), had
urged the Department to allow the HIPAA authorization to permit future research use and

disclosure of protected health information.
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Given these concerns, the Department explained in the NPRM that it was
considering a number of options regarding authorizations for future research, including
whether the Privacy Rule should: permit an authorization for uses and disclosures of
protected health information for future research purposes to the extent such purposes are
adequately described in the authorization such that it would be reasonable for the
individual to expect that his or her protected health information could be used or
disclosed for such future research; or permit an authorization for future research but
require certain specific elements or statements with respect to the future research,
particularly where the future research may encompass certain types of sensitive research
activities, such as research involving genetic analyses or mental health research, that may
alter an individual’s willingness to participate in the research. We requested comment on
these options and on how a revocation would operate with respect to future downstream
research studies.

Overview of Public Comments

Almost all commenters on this topic supported the proposal to allow
authorizations for future research. Many commenters indicated this flexibility to be
important, particularly considering evolving technologies and discoveries.

About half of these commenters specifically advocated for providing investigators
and Institutional Review Boards with the maximum flexibility to determine the
appropriateness of the descriptions for future research and felt that this would best align
with the Common Rule. These commenters were thus against requiring specific
statements in the Privacy Rule about the future research, including for sensitive research.

Other commenters were in favor of requiring the additional statements about sensitive
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categories of research, stating that this would better inform individuals and give them
greater choice in determining their willingness to participate in certain types of future
research. A couple of these commenters recommended working with National
Committee on Vital and Health Statistics on the categories of sensitive research, however
no further examples of specific types of research were given beyond the examples
provided in the proposed rule (genetic analyses or mental health research). Several
commenters specifically advised against requiring specific statements for sensitive
research, citing concerns of variability in what is considered sensitive information and
practicality challenges due to the changing nature of the concept over time.

A few commenters opposed the proposal to allow authorizations for future
research altogether. Some of these commenters felt strongly that study-specific
authorizations are critical to protect patients, and are the only way that individuals can
make a truly informed decision. These commenters suggested that outreach to patients
and potential research participants to solicit feedback, as well as a study on the potential
burdens that enhanced authorizations may have on stakeholders, were necessary before
any changes were made.

In its comment letter on the NPRM, the Secretary’s Advisory Committee on
Human Research Protections supported the proposal to harmonize HIPAA authorizations
with the Common Rule informed consent requirements, and also requested consultation
with the FDA to ensure that authorizations for future research align not only with the
Common Rule standards but also FDA standards for informed consent. They indicated
that the authorization should be reasonably specific such that individuals are aware of the

types of research that may be conducted. However, the Secretary’s Advisory Committee
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on Human Research Protections emphasized the need for flexibility to rely on
Institutional Review Board judgment and recommended against requiring prescribed
statements about certain types of “sensitive” research, since these concepts change over
time and requiring prescribed authorization statements may conflict with Institutional
Review Boards’ judgments about how to appropriately describe the research in the
informed consent.

Modified Interpretation

We modify the prior Departmental interpretation that research authorizations must
be study specific. This modification does not make any changes to the authorization
requirements at § 164.508. A HIPAA authorization for future research must still address
each of the core elements and statements required at § 164.508(c). However, the
Department no longer interprets the “purpose” provision at § 164.508(c)(1)(iv) as
requiring that an authorization for the use or disclosure of protected health information
for research purposes be study specific. In order to satisfy the requirement that an
authorization include a description of each purpose of the requested use or disclosure, an
authorization for uses and disclosures of protected health information for future research
purposes must adequately describe such purposes such that it would be reasonable for the
individual to expect that his or her protected health information could be used or
disclosed for such future research. This could include specific statements with respect to
sensitive research to the extent such research is contemplated. However, we do not
prescribe specific statements in the Rule. We agree that it is difficult to define what is
sensitive and that this concept changes over time. We also agree with commenters that

this approach best harmonizes with practice under the Common Rule regarding informed
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consent for future research, and allows covered entities, researchers and Institutional
Review Boards to have flexibility in determining what adequately describes a future
research purpose depending on the circumstances. We have consulted with Office for
Human Research Protections (OHRP) and the FDA on this approach to ensure
consistency and harmonization with the HHS and FDA human subjects protections
regulations, where appropriate.

With respect to commenters that stated it is impossible for individuals to be truly
informed about future research, we note that we are aligning with existing practice under
the Common Rule in regard to informed consent and still require that all required
elements of authorization be included in an authorization for future research, even if they
are to be described in a more general manner than is done for specific studies.

Pursuant to this modified interpretation, covered entities that wish to obtain
individual authorization for the use or disclosure of protected health information for
future research may do so at any time after the effective date of this final rule.
Alternatively, covered entities may continue to use only study-specific authorizations for
research if they choose.

Response to Other Public Comments

Comment: The Secretary’s Advisory Committee on Human Research Protections
requested flexibility regarding the description in the authorization of the information to
be used or disclosed for future research as well as to whom the covered entity may make
the requested use or disclosure as there may be some uncertainty of the identity of future
researchers. The Secretary’s Advisory Committee on Human Research Protections also

suggested that the description of information to be collected be allowed to reference
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information beyond the time of the original study, for example “your future medical
records [at Hospital]” or “your future medical records [relating to diseases/conditions].”

Response: Covered entities and researchers have flexibility to describe the
information to be used or disclosed for the future research, so long as it is reasonable
from such description to believe that the individual would expect the information to be
used or disclosed for the future research. We also clarify that a description of the
protected health information to be used for the future research may include information
collected beyond the time of the original study. Further, the Privacy Rule authorization
requirements allow a “class of persons” to be described for purposes of identifying in the
authorization the recipients of the protected health information. Thus, covered entities
and researchers have flexibility in the manner in which they describe the recipients of the
protected health information for the future research, so long as it is reasonable from such
description to believe that the individual would expect his or her protected health
information to be shared with such persons for the future research.

Comment: The Secretary’s Advisory Committee on Human Research Protections
requested that the Department allow for grandfathering of existing, ongoing studies that
involve the possibility of future/secondary research, if an Institutional Review Board-
approved consent reasonably informed the individuals of the future research. In these
situations, researchers would have needed to obtain a study-specific authorization or
waiver of authorization before commencing the future/secondary research that was
encompassed in the original informed consent.

Response: Covered entities and researchers may rely on an Institutional Review

Board-approved consent obtained prior to the effective date of this final rule that
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reasonably informed individuals of the future research, provided the informed consent
was combined with a HIPAA authorization (even though the authorization itself was
specific to the original study or creation and maintenance of a repository).

Comment: One commenter advocated for the use of time-limited authorizations
for future research.

Response: This modification in Departmental interpretation does not change the
requirement at § 164.508(c)(1)(v), which states that an authorization must contain an
expiration date or an expiration event that relates to the individual or the purpose of the
use or disclosure. This statement may be a specific time limit, or be “end of the research

99 ¢

study,” “none,” or similar language for a research study.

Comment: Several commenters suggested that revocation of authorizations
should continue to be permitted in the same manner that it is currently allowed under the
Privacy Rule. The Secretary’s Advisory Committee on Human Research Protections
recommended that revocations of authorization for future research be permitted orally,
rather than in writing, as is currently required for all authorizations under §§
164.508(b)(5) and (c)(2)(i) of the Rule.

Response: Covered entities may continue to rely on existing guidance regarding

how revocations of authorizations operate in the research context. Such guidance is

published in several materials available at

http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/research/index.html (see,
e.g., the fact sheet entitled, “Health Services Research and the HIPAA Privacy Rule”).

The Department may issue additional guidance in the future with respect to revocation
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policies in the context of authorizations that specify, and under which protected health
information has been disclosed for, future research uses.

In response to the Secretary’s Advisory Committee on Human Research
Protections recommendation, we also clarify that while the Privacy Rule requires that a
revocation of authorization from an individual be in writing, uses and disclosures
pursuant to an authorization are permissive and not required, and thus, a covered entity
may cease using or disclosing protected health information pursuant to an authorization
based on an individual’s oral request if it chooses to do so.

5. Protected Health Information about Decedents
a. Section 164.502(f)—Period of Protection for Decedent Information
Proposed Rule

Section 164.502(f) requires covered entities to protect the privacy of a decedent’s
protected health information generally in the same manner and to the same extent that is
required for the protected health information of living individuals. Thus, if an
authorization is required for a particular use or disclosure of protected health information,
a covered entity may use or disclose a decedent’s protected health information in that
situation only if the covered entity obtains an authorization from the decedent’s personal
representative. The personal representative for a decedent is the executor, administrator,
or other person who has authority under applicable law to act on behalf of the decedent or
the decedent’s estate. The Department heard a number of concerns since the publication
of the Privacy Rule that it can be difficult to locate a personal representative to authorize
the use or disclosure of the decedent’s protected health information, particularly after an

estate is closed. Furthermore, archivists, biographers, and historians had expressed
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frustration regarding the lack of access to ancient or old records of historical value held
by covered entities, even when there are likely few surviving individuals concerned with
the privacy of such information. Archives and libraries may hold medical records, as
well as correspondence files, physician diaries and casebooks, and photograph collections
containing fragments of identifiable health information, that are centuries old. Currently,
to the extent such information is maintained by a covered entity, it is subject to the
Privacy Rule.

Accordingly, we proposed to amend § 164.502(f) to require a covered entity to
comply with the requirements of the Privacy Rule with regard to the protected health
information of a deceased individual for a period of 50 years following the date of death.
We also proposed to modify the definition of “protected health information™ at § 160.103
to make clear that the individually identifiable health information of a person who has
been deceased for more than 50 years is not protected health information under the
Privacy Rule. We proposed 50 years to balance the privacy interests of living relatives or
other affected individuals with a relationship to the decedent, with the difficulty of
obtaining authorizations from personal representatives as time passes. A 50-year period
of protection had also been suggested at a National Committee for Vital and Health
Statistics (the public advisory committee which advises the Secretary on the
implementation of the Administrative Simplification provisions of HIPAA, among other
issues) meeting, at which committee members heard testimony from archivists regarding
the problems associated with applying the Privacy Rule to very old records. See

http://ncvhs.hhs.gov/05011 1mn.htm. We requested public comment on the

appropriateness of this time period.
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Overview of Public Comments

The majority of public comment on this proposal was in favor of limiting the
period of protection for decedent health information to 50 years past the date of death.
Some of these commenters specifically cited the potential benefits to research. A few
commenters stated that the 50-year period was too long and should be shortened to, for
example, 25 years. Some supporters of limiting privacy protection for decedent
information indicated that the date of death is often difficult to determine, and thus
suggested an alternative time period (e.g., 75, 100, 120, 125 years) starting from the last
date in the medical record, if the date of death is unknown.

Some commenters were opposed to limiting the period of protection for decedent
health information due to the continued privacy interests of living relatives as well as the
decedent, particularly when highly sensitive information is involved, including
HIV/AIDS status, or psychiatric or substance abuse treatment. A couple of commenters
recommended that there should be no time limit on the protection of psychotherapy notes.
One commenter expressed concern that this modification may encourage covered entities
to retain records that they would not have otherwise in order to profit from the data after
the 50-year period. One commenter suggested that the period of protection should be
extended to 100 years, if protections are to be limited at all. A few commenters were
opposed to the 50-year period of protection because they interpreted this provision to be a
proposed record retention requirement.

Final Rule
After considering the public comments, the final rule adopts the proposal. We

believe 50 years is an appropriate period of protection for decedent health information,
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taking into account the remaining privacy interests of living individuals after the span of
approximately two generations have passed, and the difficulty of obtaining authorizations
from a personal representative of a decedent as the same amount of time passes. For the
same reason, we decline to shorten the period of protection as suggested by some
commenters or to adopt a 100-year period of protection for decedent information. We
also believe the 50-year period of protection to be long enough so as not to provide an
incentive for covered entities to change their record retention policies in order to profit
from the data about a decedent once 50 years has elapsed.

With respect to commenters’ concerns regarding protected health information
about decedents that is sensitive, such as HIV/AIDS, substance abuse, or mental health
information, or that involves psychotherapy notes, we emphasize that the 50-year period
of protection for decedent health information under the Privacy Rule does not override or
interfere with State or other laws that provide greater protection for such information, or
the professional responsibilities of mental health or other providers. Covered entities
may continue to provide privacy protections to decedent information beyond the 50-year
period, and may be required to do so under other applicable laws or as part of their
professional responsibility. Alternatively, covered entities may choose to destroy
decedent information although other applicable law may prescribe or limit such
destruction.

We also decline to limit protections under the Privacy Rule to a certain period
beyond the last date in the medical record. While we appreciate the challenges that may
be present in determining the date of death of an individual in cases in which it is not

sufficiently clear from the age of the record whether the individual is deceased, we
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believe that this determination is necessary in closer cases to protect the individual, as
well as living relatives and others, who may be affected by disclosure of the information.
Further, as we stated in the NPRM, this modification has no impact on a covered entity’s
disclosures permitted under other provisions of the Privacy Rule. For example, a covered
entity is permitted to disclose protected health information of decedents for research that
is solely on the information of decedents in accordance with § 164.512(i)(1)(iii), without
regard to how long the individual has been deceased.

Finally, we clarify that the 50-year period of protection is not a record retention
requirement. The HIPAA Privacy Rule does not include medical record retention
requirements and covered entities may destroy such records at the time permitted by State
or other applicable law. (We note that covered entities are subject to the accounting
requirements at § 164.528 and, thus, would need to retain or record certain information
regarding their disclosures of protected health information.) However, if a covered entity
does maintain decedent health information for longer than 50 years following the date of
death of the individual, this information will no longer be subject to the Privacy Rule.

b. Section 164.510(b)—Disclosures about a Decedent to Family Members and
Others Involved in Care
Proposed Rule

Section 164.510(b) describes how a covered entity may use or disclose protected
health information to persons, such as family members or others, who are involved in an
individual’s care or payment related to the individual’s health care. The Department had
received a number of questions about the scope of the section, specifically with regard to

disclosing protected health information when the individual who is the subject of the
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information was deceased. We had additionally heard concerns that family members,
relatives, and others, many of whom may have had access to the health information of the
deceased individual prior to death, have had difficulty obtaining access to such
information after the death of the individual, because many do not qualify as a “personal
representative” of the decedent under the Privacy Rule at § 164.502(g)(4).

As such, we proposed to amend § 164.510(b) to add a new paragraph (5), which
would permit covered entities to disclose a decedent’s information to family members
and others who were involved in the care or payment for care of the decedent prior to
death, unless doing so is inconsistent with any prior expressed preference of the
individual that is known to the covered entity. We emphasized that these modifications
would not change the authority of a decedent’s personal representative with regard to the
decedent’s protected health information. Thus, a personal representative would continue
to have a right to access the decedent’s protected health information relevant to such
personal representation, and have authority to authorize uses and disclosures of the
decedent’s protected health information that are not otherwise permitted or required by
the Privacy Rule. We requested comment on any unintended consequences that this
proposed disclosure provision might cause.

Overview of Public Comments

Most commenters supported the proposal to permit disclosures to family members
and others involved in the care or payment for care of the decedent prior to death, unless
doing so is inconsistent with any prior expressed preference of the individual that is
known to the covered entity. These commenters felt that such permissive disclosures

would help facilitate important and appropriate communications with family members
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and others who had been involved in the individual’s care or payment for health care
prior to the individual’s death but who may not rise to the level of personal
representative. Some commenters stated that the provision recognizes the legitimate
interest that family members may have in a decedent’s health information as it affects
their own health care.

A few commenters opposed the proposal to expressly permit communications
with family members and other persons who had been involved with the individual’s care
or payment for care prior to death. Two commenters felt it would be a large burden on
covered entities to determine the legitimacy of a requestor as a family member or
individual involved in the care or payment for care. One commenter questioned the need
for family members to have access to decedent health information and the likelihood of
anyone other than the personal representative to have been meaningfully involved in the
care or payment for care of the decedent.

Final Rule

The final rule adopts the proposal to amend § 164.510(b) to permit covered
entities to disclose a decedent’s protected health information to family members and
others who were involved in the care or payment for care of the decedent prior to death,
unless doing so is inconsistent with any prior expressed preference of the individual that
is known to the covered entity.

In response to commenters who opposed this provision, we believe the provision
strikes the appropriate balance in allowing communications with family members and
other persons who were involved in the individual’s care or payment for care prior to

death, unless doing so is inconsistent with the prior expressed wishes of the individual.
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This will ensure family members and others can find out about the circumstances
surrounding the death of their loved ones, unless the individual prior to his or her death
objected to the covered entity making such communications. Further, the Privacy Rule
limits such disclosures, similar to the other disclosures permitted under § 164.510(b), to
the protected health information relevant to the family member or other person’s
involvement in the individual’s health care or payment for health care. For example, a
covered health care provider could describe the circumstances that led to an individual’s
passing with the decedent’s sister who is asking about her sibling’s death. In addition, a
covered health care provider could disclose billing information to a family member of a
decedent who is assisting with wrapping up the decedent’s estate. However, in both of
these cases, the provider generally should not share information about past, unrelated
medical problems. Finally, these disclosures are permitted and not required, and thus, a
covered entity that questions the relationship of the person to the decedent or otherwise
believes, based on the circumstances, that disclosure of the decedent’s protected health
information would not be appropriate, is not required to make the disclosure.

Response to Other Public Comments

Comment: Commenters requested guidance on what it means for a person to
have been “involved in the care” of the decedent prior to death. One commenter
suggested including language in the final rule that would put the burden of proof of
“involvement in the individual’s care” on the requestor and not the covered entity, and
would hold the covered entity harmless when disclosing decedent information in good

faith in accordance with this new permission.

200



Response: We interpret this phrase in the same manner as we have with respect
to disclosures of protected health information of living individuals under § 164.510(b).
See the Department’s existing guidance at

http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/provider ffg.pdf.

Subject to the specified conditions, disclosures may be made under this provision to
family members, as well as to other persons provided the covered entity has reasonable
assurance the individual prior to death was involved in the individual’s care or payment
for care. Depending on the circumstances, this could include disclosures to spouses,
parents, children, domestic partners, other relatives, or friends of a decedent. As with
similar disclosures concerning living individuals under § 164.510(b)(1)(i), this provision
does not generally apply to disclosures to health care providers, health plans, public
health authorities, law enforcement officials, and others whose access to protected health
information is governed by other provisions of the Privacy Rule.

We decline to include language in the final rule placing the burden of proof on the
requestor to demonstrate they were involved in the individual’s care. In some cases, it
will be readily apparent to the covered entity that a person is a family member or was
involved in the individual’s care prior to death because the person would have made
themselves known to the covered entity prior to the individual’s death by either visiting
with or inquiring about the individual, or the individual would have identified such
person as being involved in their care or payment for care to a member of the covered
entity’s workforce. In other cases, the covered entity need just have reasonable assurance
that the person is a family member of the decedent or other person who was involved in

the individual’s care or payment for care prior to death. For example, the person may
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indicate to the covered entity how he or she is related to the decedent or offer sufficient
details about the decedent’s circumstances prior to death to indicate involvement in the
decedent’s care prior to death. As stated above, a covered entity that is uncomfortable
disclosing protected health information under this provision because of questions about
the person’s relationship to the decedent is not required to do so.

Comment: Several commenters requested and offered suggested clarifications on
the scope of the terms “personal representative” and “family member.”

Response: The Privacy Rule already identifies the persons who qualify as a
personal representative of a decedent at § 164.502(g)(4). Further, this final rule includes
a definition of “family member” at § 160.103.

Comment: A few commenters suggested extending this provision to allow

29 ¢ % ¢

disclosures to the decedent’s health care “proxy,” “medical power of attorney,” “power of
attorney,” and “‘estate executor.”

Response: We decline to expand the provision as suggested. Under the Privacy
Rule, a person with authority under applicable law to act on behalf of the decedent or the
decedent’s estate is the personal representative of the decedent. Thus, certain of these
persons, such as the executor of the estate, already have a right of access to the
decedent’s protected health information. In cases where a person does not rise to the
level of a personal representative, the final rule at § 164.510(b) permits, subject to any
prior expressed preference of the individual, a covered entity to disclose relevant

protected health information of the decedent to family members of the decedent or

persons who otherwise were involved in the individual’s care or payment for care prior to
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the individual’s death, which may include persons who held a health care proxy for the
individual or a medical power of attorney.

6. Section 164.512(b)—Disclosure of Student Immunizations to Schools

Proposed Rule

The Privacy Rule, at § 164.512(b), recognizes that covered entities must balance
protecting the privacy of health information with sharing health information with those
responsible for ensuring public health and safety, and permits covered entities to disclose
the minimum necessary protected health information to public health authorities or other
designated persons or entities without an authorization for public health purposes
specified by the Rule.

Schools play an important role in preventing the spread of communicable diseases
among students by ensuring that students entering classes have been immunized. Most
States have “school entry laws” which prohibit a child from attending school unless the
school has proof that the child has been appropriately immunized. Some States allow a
child to enter school provisionally for a certain period of time while the school waits for
the necessary immunization information. Typically, schools ensure compliance with
those requirements by requesting the immunization records from parents (rather than
directly from a health care provider). However, where a covered health care provider is
requested to send the immunization records directly to a school, the Privacy Rule
generally requires written authorization by the child’s parent before a covered health care
provider may do so.

Since the Privacy Rule went into effect, we had heard concerns that the

requirement for covered entities to obtain authorization before disclosing student
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immunization information may make it more difficult for parents to provide, and for
schools to obtain, the necessary immunization documentation for students, which may
prevent students’ admittance to school. The National Committee on Vital and Health
Statistics submitted these concerns to the HHS Secretary and recommended that HHS
regard disclosure of immunization records to schools to be a public health disclosure,
thus eliminating the requirement for authorization. See

http://www.ncvhs.hhs.gov/04061712.html. As such, we proposed to amend §

164.512(b)(1) by adding a new paragraph that permits covered entities to disclose proof
of immunization to schools in States that have school entry or similar laws.'" While
written authorization that complies with § 164.508 would no longer have been required
for disclosure of such information under the proposal, the covered entity would still have
been required to obtain agreement, which may have been oral, from a parent, guardian or

other person acting in loco parentis for the individual, or from the individual him- or

herself, if the individual is an adult or emancipated minor. Because the proposed
provision would have permitted a provider to accept a parent’s oral agreement to disclose
immunization results to a school — as opposed to a written agreement — the NPRM
acknowledged a potential for a miscommunication and later objection by the parent. We,
therefore, requested comment on whether the Privacy Rule should require that a provider
document any oral agreement under this provision to help avoid such problems, or

whether a requirement for written documentation would be overly cumbersome, on

' We note that once a student’s immunization records are obtained and maintained by an educational
institution or agency to which the Family Educational Rights and Privacy Act (FERPA) applies, the records
are protected by FERPA, rather than the HIPAA Privacy Rule. See paragraphs (2)(i) and (2)(ii) of the
definition of “protected health information” at § 160.103, which exclude from coverage under the Privacy
Rule student records protected by FERPA. In addition, for more information on the intersection of FERPA
and HIPAA, readers are encouraged to consult the Joint HHS/ED Guidance on the Application of FERPA
and HIPAA to Student Health Records, available at
http://www.hhs.gov/ocr/privacy/hipaa/understanding/coveredentities/hipaaferpajointguide.pdf .
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balance. We also requested comment on whether the rule should mandate that the
disclosures go to a particular school official and if so, who that should be.

In addition, the Privacy Rule does not define the term “school” and the types of
schools subject to the school entry laws may vary by State. For example, depending on
the State, such laws may apply to public and private elementary or primary schools and
secondary schools (kindergarten through 12th grade), as well as daycare and preschool
facilities, and post-secondary institutions. Thus, we requested comment on the scope of
the term “school” for the purposes of this section and whether we should include a
specific definition of “school” within the regulation itself. In addition, we requested
comment on the extent to which schools that may not be subject to these school entry
laws but that may also require proof of immunization have experienced problems that
would warrant their being included in this category of public health disclosures.

Overview of Public Comments

Most commenters were generally in favor of permitting covered entities to
disclose student immunization records based on obtaining agreement, which may be oral,

from a parent, guardian or other person acting in loco parentis for the individual, or from

the individual himself or herself, if the individual is an adult or emancipated minor, rather
than written authorization. Commenters supported the intent to facilitate the transmission
of immunization records to ease the burden on parents, schools and covered entities, and
to minimize the amount of school missed by students.

Some commenters opposed the proposal to require oral or written agreement,
claiming that a new form of “agreement” would introduce unnecessary complexity and

confusion, and would not help to reduce burden. These commenters asserted that
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covered entities would document the verbal agreements for their own liability purposes,
even if not required by the Privacy Rule. In this manner, the documentation burden
would still be present. Some commenters recommended that instead of an oral agreement
or authorization requirement, disclosure of immunization records to schools should be
considered an exempt public health disclosure. A small minority of commenters felt that
the current authorization system should be maintained as it is the best way to ensure
patient safety and privacy while avoiding miscommunications and misunderstandings.

Commenters were divided on the issue of requiring written documentation of the
agreement. Some commenters were in favor of documenting oral agreements, citing that
the documentation would be less cumbersome than obtaining written authorizations while
also helping to avoid miscommunications. On the other hand, some commenters felt that
requiring written documentation would be burdensome and would eliminate the benefits
introduced by permitting oral agreements. Some commenters also requested flexibility
for covered entities to determine whether or not written documentation is appropriate and
necessary for their purposes.

The majority of commenters requested that a designated recipient of the student
immunization records not be defined, and that schools be allowed flexibility to identify
the appropriate individual(s) that can act as the school official permitted to receive the
records. Commenters indicated that while the disclosures would ideally be made to a
nurse or licensed health professional at the school, such a health professional may not
always be present. In such instances, it should be permissible that the immunization

records be disclosed to another official designated by the school as a suitable
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representative. One commenter recommended that the school nurse be designated as the
recipient and custodian of the records.

Most commenters recommended that the definition of “school” be interpreted
broadly in order to best support public health efforts. Commenters provided suggestions
on the types of schools that should be included, for example, K-12 schools, public and
private schools, and post-secondary schools. Many commenters also suggested that
daycare, preschool and nursery school facilities be encompassed in the definition of
school. One commenter expressly recommended that child care facilities or day care
programs not be included in the definition of school, despite acknowledging the need to
protect the health of these children, due to the fact that many States have different laws
for these settings and are separate from school systems. Two commenters suggested
defining schools as being open to children up to age 18, since students become adults at
age 18 and can authorize the disclosure of their own information. A few commenters
suggested that the definition include all schools that require immunization documentation
as a prerequisite to enrollment, not just those that are subject to State entry laws, in order
to protect public health in all school settings, since the threat of un-immunized children
exists regardless of State school entry laws. Additionally, some commenters
recommended that the term “school” not be defined in the Privacy Rule due to the
variation across States in the types of schools that are subject to the entry laws.

Final Rule

The final rule adopts the proposal to amend § 164.512(b)(1) by adding a new

paragraph that permits a covered entity to disclose proof of immunization to a school

where State or other law requires the school to have such information prior to admitting
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the student. While written authorization will no longer be required to permit this
disclosure, covered entities will still be required to obtain agreement, which may be oral,

from a parent, guardian or other person acting in loco parentis for the individual, or from

the individual himself or herself, if the individual is an adult or emancipated minor. We
believe that the option to provide oral agreement for the disclosure of student
immunization records will relieve burden on parents, schools, and covered entities, and
greatly facilitate the role that schools play in public health, while still giving parents the
opportunity to consider whether to agree to the disclosure of this information.

The final rule additionally requires that covered entities document the agreement
obtained under this provision. The final rule does not prescribe the nature of the
documentation and does not require signature by the parent, allowing covered entities the
flexibility to determine what is appropriate for their purposes. The documentation must
only make clear that agreement was obtained as permitted under this provision. For
example, if a parent or guardian submits a written or email request to a covered entity to
disclose his or her child’s immunization records to the child’s school, a copy of the
request would suffice as documentation of the agreement. Likewise, if a parent or
guardian calls the covered entity and requests over the phone that his or her child’s
immunization records be disclosed to the child’s school, a notation in the child’s medical
record or elsewhere of the phone call would suffice as documentation of the agreement.
We emphasize that the agreement is not equivalent to a HIPAA-compliant authorization,
and covered entities are not required to document a signature as part of this requirement.
We disagree with comments that documentation would be as burdensome on covered

entities as written authorization, since an authorization form contains many required
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statements and elements, including a signature by the appropriate individual, which are
not required for the agreement and documentation contemplated here. Furthermore, we
believe that documentation of oral agreements will help to prevent miscommunications
and potential future objections by parents or individuals, and the concerns that covered
entities may have regarding liability, penalty or other enforcement actions for disclosures
made pursuant to an oral agreement.

Several commenters recommended that in lieu of an oral agreement, disclosure of
immunization records to schools are presumed to be permitted, while giving individuals
the option to opt out of this presumption or request a restriction to the disclosure. One
commenter advocated for this public health exemption for disclosure of immunization
records as being particularly critical for children who may be, for example, homeless,
living with someone other than a parent or legal guardian, or living with a parent that
does not speak English. We remove the written authorization requirement to help
facilitate these disclosures with as much flexibility as possible. However, we do not

intend this provision to change the current practice of parents, guardians, or other persons

acting in loco parentis contacting a child’s health care provider to request proof of
immunization be sent to the child’s school. Therefore, we still require active agreement
from the appropriate individual, and a health care provider may not disclose
immunization records to a school under this provision without such agreement. The
agreement must be an affirmative assent or request by a parent, guardian, or other person

acting in loco parentis (or by an adult individual or emancipated minor, if applicable) to

the covered entity, which may be oral and over the phone, to allow the disclosure of the

immunization records. A mere request by a school to a health care provider for the
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immunization records of a student would not be sufficient to permit disclosure under this
provision (and such a request by a school might also raise implications under other laws,
such as FERPA).

We decline to include definitions of “school official” and “school” in the final
rule. The motivation for this new permissive disclosure is to promote public health by
reducing the burden associated with providing schools with student immunization records
and we do not wish to create additional difficulties or confusion in doing so. We
therefore agree with commenters that schools are best equipped to determine the
appropriate individual to receive student immunization records at their location and will
benefit from having this flexibility. We also agree with commenters that “school” should
remain undefined in the Privacy Rule due to the variation across States in the types of
schools that are subject to the entry laws. We believe that this will best align with State
law and cause the least amount of confusion. We did not receive sufficient comment
regarding the breadth of schools that are not subject to school entry laws or the burden
that these institutions face to justify expanding this provision to allow disclosure of proof
of immunization to such schools without an authorization.

Response to Other Public Comments

Comment: Several commenters raised concerns about the dynamic between the
Privacy Rule requirements and State law requirements regarding immunization
disclosures. Commenters indicated that some State laws require providers to directly
share immunization records with schools and provide parents with the opportunity to opt
out of this direct sharing. Commenters also indicated the use of State immunization

registries in many States, to which schools are permitted direct access. One commenter
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suggested that the Privacy Rule permit State law to determine what is the minimum
necessary for proof of immunization.

Response: We take this opportunity to clarify that the Privacy Rule at §
164.512(a) permits a covered entity to use or disclose protected health information to the
extent that such use or disclosure is required by law and the use or disclosure complies
with and is limited to the relevant requirements of such law. As such, the Privacy Rule
does not prohibit immunization disclosures that are mandated by State law, nor does it
require authorization for such disclosures. With regard to State laws that require covered
entities to disclose immunization records to schools and allow parents to opt out, this is
not in any way prohibited by the Privacy Rule. However, with regard to State laws that
permit but do not require covered entities to disclose immunization records to schools,
this does not meet the requirements of the provisions at § 164.512(a), and disclosures of
immunization records are subject to the Privacy Rule agreement and documentation
requirements described in this part. We also note that the Privacy Rule at § 164.512(b)
permits a covered entity to disclose protected health information for public health
activities. Disclosures of protected health information to State immunization registries
are therefore permitted by the Privacy Rule and also do not require authorization. The
Privacy Rule at § 164.514(d)(3)(ii1)(A) provides that a covered entity, when making a
permitted disclosure pursuant to § 164.512 to a public official, may determine, if such a
determination is reasonable under the circumstances, that information requested by a
public official is the minimum necessary information for the stated purpose, if the public
official represents that the information requested is the minimum necessary for the stated

purpose(s). Under this provision, a covered entity may rely on State law or a State
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official’s determination of the minimum necessary information required for proof of
immunization, unless such determination is unreasonable.

Comment: Commenters requested guidance on when and how often to obtain
agreement for immunization disclosures.

Response: We anticipate that covered entities will obtain agreement for the
disclosure of immunization records on a case-by-case basis as needed. For example, a
parent may call and request that a covered entity provide his or her child’s immunization
records before the child begins elementary school, if required by State school entry laws.
If that child moves to a different school and is unable to transfer their immunization
records to the new school, the parent may need to request that the covered entity provide
his or her child’s immunization records to the new school, if required by State school
entry laws. A parent might also generally indicate to a covered entity that he or she
affirmatively agrees to the immediate or future disclosure of his or her child’s
immunization records to the child’s school as necessary, or the continued disclosure of
such information if, for example, updates are required by the school when a series of
vaccinations have been completed.

Comment: Commenters requested clarification on the length of time an
agreement may be relied upon.

Response: An agreement to permit the disclosure of immunization records is
considered effective until revoked by the parent, guardian or other person acting in loco
parentis for the individual, or by the individual himself or herself; if the individual is an

adult or emancipated minor.
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Comment: Commenters requested clarification regarding any requirement for
schools to maintain the immunization records.

Response: The Privacy Rule does not require schools to keep student
immunization records; however individual State or other laws may require this.
7. Section 164.514(f)—Fundraising
Proposed Rule

Section 164.514(f)(1) of the Privacy Rule permits a covered entity to use, or
disclose to a business associate or an institutionally related foundation, the following
protected health information about an individual for the covered entity’s fundraising from
that individual without the individual’s authorization: (1) demographic information
relating to an individual; and (2) the dates of health care provided to an individual.
Section 164.514(f)(2) of the Privacy Rule requires a covered entity that plans to use or
disclose protected health information for fundraising under this paragraph to inform
individuals in its notice of privacy practices that it may contact them to raise funds for the
covered entity. In addition, § 164.514(f)(2) requires that a covered entity include in any
fundraising materials it sends to an individual a description of how the individual may opt
out of receiving future fundraising communications and that a covered entity must make
reasonable efforts to ensure that individuals who do opt out are not sent future
fundraising communications.

Section 13406(b) of the HITECH Act requires the Secretary to provide by rule
that a covered entity provide the recipient of any fundraising communication with a clear
and conspicuous opportunity to opt out of receiving any further fundraising

communications. Additionally, section 13406(b) states that if an individual does opt out
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of receiving further fundraising communications, the individual’s choice to opt out must
be treated as a revocation of authorization under § 164.508 of the Privacy Rule.

In the NPRM, we proposed a number of changes to the Privacy Rule’s fundraising
requirements to implement the statutory provisions. First, we proposed to strengthen the
opt out by requiring that a covered entity provide, with each fundraising communication
sent to an individual under these provisions, a clear and conspicuous opportunity for the
individual to elect not to receive further fundraising communications. To satisfy this
requirement, we also proposed to require that the method for an individual to elect not to
receive further fundraising communications may not cause the individual to incur an
undue burden or more than nominal cost. We encouraged covered entities to consider the
use of a toll-free phone number, an e-mail address, or similar opt out mechanism that
would provide individuals with a simple, quick, and inexpensive way to opt out of
receiving future communications. We noted that we considered requiring individuals to
write a letter to opt out to constitute an undue burden on the individual.

We also proposed to provide that a covered entity may not condition treatment or
payment on an individual’s choice with respect to receiving fundraising communications.
We believed this modification would implement the language in section 13406(b) of the
HITECH Act that provides that an election by an individual not to receive further
fundraising communications shall be treated as a revocation of authorization under the
Privacy Rule.

Further, we proposed to provide that a covered entity may not send fundraising
communications to an individual who has elected not to receive such communications.

This would strengthen the current requirement at § 164.514(f)(2)(iii) that a covered entity
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make “reasonable efforts” to ensure that those individuals who have opted out of
receiving fundraising communications are not sent such communications. The NPRM
proposed stronger language to make clear the expectation that covered entities abide by
an individual’s decision not to receive fundraising communications, as well as to make
the fundraising opt out operate more like a revocation of authorization, consistent with
the statutory language and legislative history of section 13406(b) of the HITECH Act
discussed above.

With respect to the operation of the opt out, we requested comment regarding to
what fundraising communications the opt out should apply (i.e., should the opt out apply
to all future fundraising communications or should and can the opt out be structured in a
way to apply only to the particular fundraising campaign described in the letter). We also
requested comment on whether the Rule should allow a similar method, short of the
individual signing an authorization, by which an individual who has previously opted out
can put his or her name back on an institution’s fundraising list.

We proposed to retain the requirement that a covered entity that intends to contact
the individual to raise funds under these provisions include a statement to that effect in its
notice of privacy practices. However, we proposed that the required statement also
inform individuals that they have a right to opt out of receiving such communications.

In addition to the above modifications, we requested public comment on the
requirement at § 164.514(f)(1) which limits the information a covered entity may use or
disclose for fundraising to demographic information about and dates of health care
service provided to an individual. Since the promulgation of the Privacy Rule, we

acknowledged that certain covered entities have raised concerns regarding this limitation,
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maintaining that the Privacy Rule’s prohibition on the use or disclosure of certain
treatment information without an authorization, such as the department of service where
care was received and outcomes information, impedes their ability to raise funds from
often willing and grateful patients because they are unable to target their fundraising
efforts and avoid inappropriate solicitations to individuals who may have had a bad
treatment outcome. Such entities have argued that obtaining an individual’s authorization
for fundraising as the individual enters or leaves the hospital for treatment is often
impracticable or inappropriate. The proposed rule also discussed the fact that the
National Committee on Vital and Health Statistics held a hearing and heard public
testimony on this issue in July 2004 and recommended to the Secretary that the Privacy
Rule should allow covered entities to use or disclose information related to the patient’s
department of service (broad designations, such as surgery or oncology, but not narrower
designations or information relating to diagnosis or treating physician) for fundraising
activities without patient authorization. The National Committee on Vital and Health
Statistics also recommended that a covered entity’s notice of privacy practices inform
patients that their department of service information may be used in fundraising, and that
patients should be afforded the opportunity to opt out of the use of their department of
service information for fundraising or all fundraising contacts altogether. See
http://www.ncvhs.hhs.gov/0409021t1.htm.

In light of these concerns and the prior recommendation of the National
Committee on Vital and Health Statistics, we asked for public comment on whether and
how the current restriction on what information may be used and disclosed should be

modified to allow covered entities to more effectively target fundraising and avoid

216



inappropriate solicitations to individuals, as well as to reduce the need to send
solicitations to all patients. In particular, we solicited comment on: (1) whether the
Privacy Rule should allow additional categories of protected health information to be
used or disclosed for fundraising, such as department of service or similar information,
and if so, what those categories should be; (2) the adequacy of the minimum necessary
standard to appropriately limit the amount of protected health information that may be
used or disclosed for fundraising purposes; or (3) whether the current limitation should
remain unchanged. We also solicited comment on whether, if additional information is
permitted to be used or disclosed for fundraising absent an authorization, covered entities
should be required to provide individuals with an opportunity to opt out of receiving any
fundraising communications before making the first fundraising solicitation, in addition
to the opportunity to opt out with every subsequent communication. We invited public
comment on whether such a pre-solicitation opt out would be workable for covered
entities and individuals and what mechanisms could be put into place to implement the
requirement.

Overview of Public Comments

In general, the public comments received in response to the NPRM were
supportive of the proposed modifications but many asked that the final rule give covered
entities flexibility with respect to operationalizing these requirements. Several
commenters provided examples of routine communications and expressed the need for
guidance and clarification about what constitutes a fundraising communication.

Generally, most commenters supported the NPRM’s proposed requirement that

the method through which the covered entity permits individuals to opt out of receiving
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future fundraising communications not cause individuals to incur an undue burden or
more than a nominal cost. Many commenters stated that the final rule should give
covered entities the flexibility to determine which opt out methods will work best given
their circumstances, instead of requiring all covered entities to employ specific opt out
methods. These commenters noted that depending on the size of the covered entity and
type of population it serves, certain opt out methods might not be feasible, such as one
that requires the establishment of a toll-free number, which may be cost prohibitive for
some small entities. Similarly, some commenters noted that because not all individuals
have access to a computer and the internet, providing individuals with the opportunity to
opt out via e-mail alone may not be sufficient.

With respect to the scope of the opt out, the commenters were generally split on
whether the opt out should apply to communications related to a specific fundraising
campaign or to all future fundraising communications. The commenters in support of
applying the opt out to a specific fundraising campaign stated that it would be too
difficult for individuals to make a meaningful decision about whether they wanted to opt
out of all future fundraising communications, and allowing individuals to opt out of all
future fundraising communications would greatly hinder a covered entity’s ability to raise
funds. Those commenters in favor of implementing an all or nothing opt out stated that it
would be too difficult for covered entities, especially large facilities, to track campaign-
specific opt outs for each individual, so applying the opt out universally would make it
much easier for covered entities to implement. Other commenters asked that the final

rule take a flexible approach and permit covered entities to decide the scope of the opt
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out, while others stated that the final rule should require covered entities to include both
opt out options on each fundraising communication leaving the decision to individuals.

Additionally, while most commenters supported the prohibition on conditioning
treatment or payment on an individual’s choice regarding the receipt of fundraising
communications, most commenters opposed the NPRM’s proposal that prohibited
covered entities from sending future fundraising communications to those individuals
who had opted out and stated that it was too strict. The majority of these commenters
suggested that the final rule retain the Privacy Rule’s original “reasonable efforts”
language and stated that while covered entities have every incentive not to send
fundraising communications to those individuals who have opted out of receiving them, it
is very difficult for covered entities to ensure 100 percent accuracy with this policy.
Several commenters stated that there are lag times between the period of time in which a
fundraising mailing list is compiled and the time in which a fundraising communication
is sent out, so if an individual has opted out during the interim time period, covered
entities may not be able to prevent the prepared fundraising communication from being
sent. Other commenters stated that it may be difficult to implement an opt out across all
records belonging to that individual where complications, such as name changes and
variation, address changes, and multiple addresses are involved.

For those individuals who have opted out of receiving fundraising
communications, commenters generally supported allowing those individuals to opt back
in to receiving such communications. Some suggested that individuals be able to opt
back in using the same methods they used to opt out, while others suggested that any

communication indicating a willingness to resume receiving fundraising
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communications, such as making a donation to the covered entity, should function as an
opt in. Other commenters suggested that the final rule limit the amount of time that an
individual can opt out, such that after this period of time the individual automatically
begins receiving fundraising communications again. A few commenters were opposed to
permitting individuals to opt back in to receive fundraising communications, stating that
this would be too costly and burdensome for covered entities to track.

With respect to the requests for public comments regarding the potential use or
disclosure of additional protected health information to provide more targeted fundraising
communications, the vast majority of commenters supported allowing the use or
disclosure of additional protected health information for fundraising. These commenters
stated that the use of additional protected health information would streamline their
fundraising efforts and ensure that individuals were sent communications about
campaigns that would be meaningful to their experiences. These commenters also stated
that it would eliminate the concern of sending a communication to an individual or family
that suffered a negative outcome. Commenters suggested several categories of protected
health information that covered entities should be able to use to target their fundraising
efforts, including department or site of service, generic area of treatment, department
where last seen, outcome information, treating physician, diagnosis, whether the
individual was a pediatric or adult patient, medical record number, Social Security
number, or other unique identifier, and any other information that reflects the fact that the
individual was served by the covered entity.

With respect to the minimum necessary standard, a few commenters supported its

use to limit any additional categories of protected health information that can be used to
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target a covered entity’s fundraising efforts. These commenters supported the use of the
standard because of how familiar and comfortable most covered entities are at applying
the minimum necessary standard. However, another commenter was opposed to the use
of the minimum necessary standard, stating that it is not uniformly applied across covered
entities.

Despite the general support for the use of additional protected health information,
a small minority of commenters opposed allowing the use of additional protected health
information to target fundraising efforts, citing privacy concerns with doing so. One
commenter opposed expanding the information that could be used for fundraising in
cases where outside fundraising entities are used, including those with whom the covered
entity has executed business associate agreements.

All commenters were opposed to requiring covered entities to provide a pre-
solicitation opt out to individuals and stated that permitting individuals to opt out in the
first fundraising communication is sufficient. Several commenters noted that the
proposed revision to the notice of privacy practices to require a covered entity to inform
individuals of their right to opt out of receiving fundraising communications effectively
functions as a pre-solicitation opt out, so individuals who wish to opt out of receiving
such communications immediately can do so upon receipt of the notice.

Final Rule

We generally adopt the proposals in the final rule, as well as allow certain

additional types of protected health information to be used or disclosed for fundraising

purposes.
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With respect to the commenters who expressed confusion over what constitutes a
fundraising communication, we emphasize that the final rule does nothing to modify the
types of communications that are currently considered to be for fundraising purposes. A
communication to an individual that is made by a covered entity, an institutionally related
foundation, or a business associate on behalf of the covered entity for the purpose of
raising funds for the covered entity is a fundraising communication for purposes of §
164.514(f). The Department has stated that “[p]ermissible fundraising activities include
appeals for money, sponsorship of events, etc. They do not include royalties or
remittances for the sale of products of third parties (except auctions, rummage sales,
etc.).” See 65 FR 82718. Additionally, the Privacy Rule has always required that such
communications contain a description of how the individual may opt out of receiving
further fundraising communications (§ 164.514(f)(2)(i1)).

With respect to the proposed requirement that the method for an individual to
elect not to receive further fundraising communications should not cause the individual to
incur an undue burden or more than a nominal cost, we generally agree with the
commenters who suggested that the final rule be flexible and not prescriptive. Under the
final rule, covered entities are free to decide what methods individuals can use to opt out
of receiving further fundraising communications, as long as the chosen methods do not
impose an undue burden or more than a nominal cost on individuals. Covered entities
should consider the use of a toll-free phone number, an e-mail address, or similar opt out
mechanisms that provide individuals with simple, quick, and inexpensive ways to opt out
of receiving further fundraising communications. Covered entities may employ multiple

opt out methods, allowing individuals to determine which opt out method is the simplest
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and most convenient for them, or a single method that is reasonably accessible to all
individuals wishing to opt out.

In response to commenters who expressed concern about the cost of setting up a
toll-free phone number, we clarify that covered entities may require individuals who wish
to opt out of further fundraising communications to do so through other methods, (e.g.,
through the use of a local phone number), where appropriate, as long as the method or
methods adopted do not impose an undue burden or cost on the individual. We
encourage covered entities to consider the size of the population to which they are
sending the communications, the geographic distribution, and any other factors that may
help determine which opt out method(s) is most appropriate and least burdensome to
individuals.

We continue to consider requiring individuals to write and send a letter to the
covered entity asking not to receive further fundraising communications to constitute an
undue burden. However, requiring that individuals opt out of further fundraising
communications by simply mailing a pre-printed, pre-paid postcard would not constitute
an undue burden under the final rule and is an appropriate alternative to the use of a
phone number or e-mail address.

Regarding the scope of the opt out, the commenters were split on whether the opt
out should apply to all future fundraising communications or to a specific fundraising
campaign. The final rule leaves the scope of the opt out to the discretion of covered
entities. For those covered entities that expressed concern about the ability to track
campaign-specific opt outs, they have the discretion to apply the opt out to all future

fundraising communications. Likewise, those covered entities that prefer, and have the
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ability to track, campaign-specific opt outs are free to apply the opt out to specific
fundraising campaigns only. Covered entities are also free to provide individuals with
the choice of opting out of all future fundraising communications or just campaign-
specific communications. Whatever method is employed, the communication should
clearly inform individuals of their options and any consequences of electing to opt out of
further fundraising communications.

Despite the commenters who did not support the strengthened language in the
NPRM prohibiting covered entities from sending further fundraising communications to
those individuals who have already opted out, the final rule adopts this provision without
modification. While many commenters supported the current “reasonable efforts”
standard and cited several reasons that may make it difficult to attain the proposed
standard, we adopt the proposed standard because it is consistent with the statute and
more protective of an individual’s right to elect not to receive further fundraising
communications. For example, some commenters cited lag times between the creation of
mailing lists and the receipt or update of opt out lists and difficulty in accurately
identifying individuals on the fundraising lists due to name changes or variations and
multiple addresses. These issues are common to the management of the medical or billing
records and effectuating revocations of authorization, requests for access, and other
general communications between the entity and the individual. We expect the same care
and attention to the handling of protected health information in fundraising
communications as is necessary for the proper handling of this information in all other
health care operations performed by the covered entity. Covered entities voluntarily

choosing to send fundraising communications to individuals must have data management
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systems and processes in place to timely track and flag those individuals who have opted
out of receiving fundraising communications to ensure that they are not sent additional
fundraising communications.

The majority of commenters supported allowing a process for individuals who
have opted out of receiving further fundraising communications to opt back in and the
final rule at § 164.514(f)(2)(v) permits covered entities have one. Like the discretion
given to covered entities regarding the methods through which an individual can opt out,
the final rule gives covered entities the discretion to determine how individuals should be
able to opt back in. For example, a covered entity could include as a part of a routine
newsletter sent to all patients a phone number individuals can call to be put on a
fundraising list.

While some commenters suggested that opt outs should be time limited such that
an individual automatically opts back in after a certain period of time, we do not believe
that an individual’s election not to receive further fundraising communications is
something that should automatically lapse. Because the individual has actively chosen to
opt out, only a similar active decision by the individual to opt back in will suffice.
Additionally, where an individual who has opted out of fundraising communications
makes a donation to a covered entity, it does not serve, absent a separate election to opt
back in, to automatically add the individual back onto the mailing list for fundraising
communications.

The Privacy Rule currently permits covered entities to use or disclose only
demographic information relating to the individual and dates of health care provided to

the individual for fundraising communications. In response to several commenters who
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asked for clarification regarding the scope of demographic information, the final rule, at §
164.514(f)(1)(1), clarifies that demographic information relating to an individual includes
names, addresses, other contact information, age, gender, and dates of birth. Although
much of this information was listed in the preamble to the 2000 final rule (65 FR 82718)
as being demographic information with respect to the fundraising provisions, we have
added this information to the regulatory text for clarity. Additionally, we have included
date of birth as demographic information, instead of merely age. We believe that date of
birth may be useful to covered entities because they are more likely to maintain a record
of an individual’s date of birth, rather than his or her static age. We also note that the
2000 preamble identifies insurance status as falling within the category of demographic
information. The final rule continues to allow covered entities to use or disclose
information about an individual’s health insurance status for fundraising purposes;
however, we list this category of information separately in the regulatory text, as we do
not believe this information truly constitutes demographic information.

In addition to demographic information, health insurance status, and dates of
health care provided to the individual (which is currently permitted under the Rule), this
final rule also allows covered entities to use and disclose department of service
information, treating physician information, and outcome information for fundraising
purposes. These three categories of information were most frequently identified by
commenters as the most needed for covered entities to further target fundraising
communications to appropriate individuals. Although we do not define these terms, we
clarify that department of service information includes information about the general

department of treatment, such as cardiology, oncology, or pediatrics. Additionally, we
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clarify that outcome information includes information regarding the death of the patient
or any sub-optimal result of treatment or services. In permitting its use for fundraising
purposes, we intend for it to be used by the covered entity itself to screen and eliminate
from fundraising solicitations those individuals experiencing a sub-optimum outcome,
and for its disclosure to a business associate or institutionally related foundation only
where such screening function is done by those parties. We also emphasize that as with
any use or disclosure under the Privacy Rule, a covered entity must apply the minimum
necessary standard at § 164.502(b) to ensure that only the minimum amount of protected
health information necessary to accomplish the intended purpose is used or disclosed.

We adopt in the final rule the provision prohibiting the conditioning of treatment
or payment on an individual’s choice with respect to the receipt of fundraising
communications. We also adopt at § 164.520(b)(1)(iii)(A) the requirement that the notice
of privacy practices inform individuals that a covered entity may contact them to raise
funds for the covered entity and an individual has a right to opt out of receiving such
communications. The final rule does not require covered entities to send pre-solicitation
opt outs to individuals prior to the first fundraising communication. We believe that
because the individual will be on notice of the opportunity to opt out of receiving
fundraising communications through the notice of privacy practices and the first
fundraising communication itself will contain a clear and conspicuous opportunity to opt
out, there is no need to require covered entities to incur the additional burden and cost of
sending pre-solicitation opt outs.

Under the Privacy Rule fundraising communications can take many forms,

including communications made over the phone. Despite the fact that the HITECH Act

227



refers only to written fundraising communications, because the Privacy Rule applies to
communications made over the phone, we believe it would be counterintuitive to apply
the strengthened opt out requirement to only written fundraising communications.
Therefore, like fundraising communications made in writing, covered entities that make
fundraising communications over the phone must clearly inform individuals that they
have a right to opt out of further solicitations. Accordingly, to make clear that the opt out
requirement applies to fundraising solicitations made over the phone, the final rule
provides that the opt out requirement applies to each fundraising communication “made”
rather than “sent” to an individual.

We also emphasize that the notice and opt out requirements for fundraising
communications apply only where the covered entity is using or disclosing protected
health information to target the fundraising communication. If the covered entity does
not use protected health information to send fundraising materials, then the notice and opt
out requirements do not apply. For example, if a covered entity uses a public directory to
mail fundraising communications to all residents in a particular geographic service area,
the notice and opt out requirements are not applicable.

Response to Other Public Comments

Comment: A few commenters suggested that, to better protect an individual’s
privacy, particularly where sensitive health information may be used to target
solicitations, the final rule should require an opt in process rather than an opt out process
for consenting to fundraising communications.

Response: We decline to require an opt in process. The HITECH Act did not

replace the right to opt out of fundraising communications with an opt in process.
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Further, we continue to believe that the opt out process, particularly as it has been
strengthened by the HITECH Act and this final rule, provides individuals with
appropriate control over the use of their information for these purposes.

Comment: One commenter asked that if an individual opts out of receiving
further fundraising communications through a mailed communication, must the covered
entity also remove the individual’s name from the list through which the covered entity
sends e-mail fundraising communications, or must the individual opt out of receiving
such e-mail communications separately.

Response: A covered entity may choose to provide individuals with the
opportunity to select their preferred method for receiving fundraising communications. If
an individual elects to opt out of future fundraising communications, then the opt out is
effective for all forms of fundraising communications. Thus, the individual must be
removed from all such lists.

8. Section 164.520—Notice of Privacy Practices for Protected Health Information
Proposed Rule

Section 164.520 of the Privacy Rule sets out the requirements for most covered
entities to have and distribute a notice of privacy practices (NPP). The NPP must
describe the uses and disclosures of protected health information a covered entity is
permitted to make, the covered entity’s legal duties and privacy practices with respect to
protected health information, and the individual’s rights concerning protected health
information.

Section 164.520(b)(1)(ii) requires a covered entity to include separate statements

about permitted uses and disclosures that the covered entity intends to make, including
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uses and disclosures for certain treatment, payment, or health care operations purposes.
Further, § 164.520(b)(1)(i1)(E) currently requires that the NPP contain a statement that
any uses and disclosures other than those permitted by the Privacy Rule will be made
only with the written authorization of the individual, and that the individual has the right
to revoke an authorization pursuant to § 164.508(b)(5).

We proposed to amend § 164.520(b)(1)(i1)(E) to require that the NPP describe the
uses and disclosures of protected health information that require an authorization under §
164.508(a)(2) through (a)(4) (i.e., including a statement that most uses and disclosures of
psychotherapy notes and of protected health information for marketing purposes and the
sale of protected health information require an authorization), and provide that other uses
and disclosures not described in the notice will be made only with the individual’s
authorization.

Section 164.520(b)(1)(iii) requires a covered entity to include in its NPP separate
statements about certain activities if the covered entity intends to engage in any of the
activities. In particular, § 164.520(b)(1)(ii1) requires a separate statement in the notice if
the covered entity intends to contact the individual to provide appointment reminders or
information about treatment alternatives or other health-related benefits or services; to
contact the individual to fundraise for the covered entity; or, with respect to a group
health plan, to disclose protected health information to the plan sponsor.

First, with respect to this provision, the NPRM proposed to modify §
164.520(b)(1)(ii1)(A) to align the required statement with the proposed modifications
related to marketing and subsidized treatment communications. The provision would

have required a covered health care provider that intends to send treatment
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communications to individuals and has received financial remuneration in exchange for
making the communication to, in its NPP, notify individuals of this intention and to
inform them that they can opt out of receiving such communications. Second, at §
164.520(b)(1)(ii1)(B) we proposed to require that if a covered entity intends to contact the
individual to raise funds for the entity as permitted under § 164.514(f)(1), the covered
entity must not only inform the individual in the NPP of this intention but also must
inform the individual that he or she has the right to opt out of receiving such
communications.

Section 164.520(b)(1)(iv) requires that the NPP contain statements regarding the
rights of individuals with respect to their protected health information and a brief
description of how individuals may exercise such rights. Section 164.520(b)(1)(iv)(A)
currently requires a statement and a brief description addressing an individual’s right to
request restrictions on the uses and disclosures of protected health information pursuant
to § 164.522(a), including the fact that the covered entity is not required to agree to this
request.

The NPRM proposed to modify § 164.520(b)(1)(iv)(A) to require a statement
explaining that the covered entity is required to agree to a request to restrict disclosure of
protected health information to a health plan if the disclosure is for payment or health
care operations and pertains to a health care item or service for which the individual has
paid out of pocket in full, as provided at § 164.522(a)(1)(vi).

Under Subpart D of Part 164, covered entities now have new breach notification

obligations. We requested comment on whether the Privacy Rule should require a
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specific statement regarding this new legal duty and what particular aspects of this new
duty would be important for individuals to be notified of in the NPP.

The NPRM stated that modifications to § 164.520 would represent material
changes to covered entities’ NPPs. Section 164.520(b)(3) requires that when there is a
material change to the NPP, covered entities must promptly revise and distribute the NPP
as outlined at § 164.520(c). Section 164.520(c)(1)(i)(C) requires that health plans
provide notice to individuals covered by the plan within 60 days of any material revision
to the NPP. Because we acknowledged that revising and redistributing a NPP may be
costly for health plans, we requested comment on ways to inform individuals of this
change to privacy practices without unduly burdening health plans. We requested
comment on options for informing individuals in a timely manner of this proposed or
other material changes to the NPP. We also requested comment on this issue in the
proposed changes to the Privacy Rule pursuant to the Genetic Information
Nondiscrimination Act (GINA), as discussed below in Section VI. In particular, the
Department requested comment on the following options: (1) replace the 60-day
requirement with a requirement for health plans to revise their NPPs and redistribute
them (or at least notify members of the material change to the NPP and how to obtain the
revised NPP) in their next annual mailing to members after a material revision to the
NPP, such as at the beginning of the plan year or during the open enrollment period; (2)
provide a specified delay or extension of the 60-day timeframe for health plans (3) retain
the provision generally to require health plans to provide notice within 60 days of a
material revision but provide that the Secretary will waive the 60-day timeframe in cases

where the timing or substance of modifications to the Privacy Rule call for such a waiver;

232



or (4) make no change and thus, require that health plans that perform underwriting
provide notice to individuals within 60 days of the material change to the NPP that would
be required by this proposed rule. The Department requested comment on these options,
as well as any other options for informing individuals in a timely manner of material
changes to the NPP.

Section 164.520(c)(2)(iv) requires that when a health care provider with a direct
treatment relationship with an individual revises the NPP, the health care provider must
make the NPP available upon request on or after the effective date of the revision and
must comply with the requirements of § 164.520(c)(2)(iii) to have the NPP available at
the delivery site and to post the notice in a clear and prominent location. We did not
propose changes to these provisions because we did not believe these requirements to be
overly burdensome but we requested comment on the issue.

Overview of Public Comments

We received several comments expressing support for the proposed requirement
that the NPP include a statement about the uses and disclosures that require authorization.
However, other commenters opposed this requirement, arguing that because not all uses
and disclosures will apply to every individual, the statement will cause confusion and
unnecessary concern. Additionally, these commenters argued that the cost of listing all
of the situations requiring authorization would be significant.

We received several comments in support of the proposed requirement that the
NPP include a specific statement about authorization for uses and disclosures of
psychotherapy notes. Some of these commenters requested that the final rule require

covered providers to describe in their NPPs their recordkeeping practices with regard to
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psychotherapy notes and how those practices affect what information can be used and
disclosed. Several commenters argued that only covered entities that record
psychotherapy notes should be required to include a statement about the authorization
requirement for psychotherapy notes in their NPPs.

We also received several comments expressing concern regarding the proposed
requirement to include information in the NPP about the individual’s right to opt out of
receiving certain communications. These commenters argued that information notifying
individuals that they could opt out of receiving further subsidized treatment or
fundraising communications would provide little value to individuals at a significant cost
to covered entities. These commenters felt that including this information would be
unnecessary because all subsidized treatment and fundraising communications
themselves will include an opt-out mechanism, and as such, including the information in
the NPP may cause unnecessary concern for consumers.

We received one comment in support of the requirement to include in the NPP a
statement about an individual’s right to restrict certain uses and disclosures of protected
health information if the individual pays for treatment or services out-of-pocket in full.
We also received one comment suggesting that only health care providers should be
required to include such a statement in their NPP.

We received a number of comments supporting a requirement to include a
statement in the NPP about the right to be notified following a breach of unsecured
protected health information. One commenter suggested that explaining breach
notification requirements in the NPP would help entities handle customer service issues

that arise when customers become upset upon receipt of such a breach notification.
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However, a number of other commenters expressed opposition to this proposal due to
concern that such a statement would cause unnecessary concern and fear among
individuals who may believe that covered entities cannot appropriately secure their
protected health information. Finally, we received one comment requesting that HHS
specify the required elements of a breach notification statement for a NPP.

We also received several comments arguing that the proposed changes should not
constitute material changes to privacy practices requiring a new NPP, particularly where
covered entities have already revised their NPPs to comply with the HITECH Act or
State law requirements. Two additional commenters argued that each covered entity
should determine whether a change is material or not, depending on its existing privacy
practices.

We received a number of comments regarding the appropriate timing and manner
for distributing new NPPs. The majority of the comments received generally fell into
three categories: (1) support for a requirement to revise and distribute notices within 60
days of a material change; (2) a recommendation for HHS to require that covered entities
promptly post a revised NPP on their website in conjunction with a requirement to send a
notice of the change by mail within a specified period; and (3) a request for HHS to
extend the compliance deadline and permit the distribution of the revised NPP through a
quarterly newsletter, annual mailing, after 18 months of transition, or in a triennial
mailing. In addition, many commenters supported electronic distribution of an NPP or a
notice of material changes to the NPP.

While not proposed, some commenters suggested eliminating or alternatives to

the current requirements for health care providers with direct treatment relationships to
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hand the NPP to every individual patient and make a good faith attempt to obtain
acknowledgement of receipt.

A few commenters also expressed concern regarding the cost burden associated
with revising and distributing a new NPP. One commenter argued that considerations of
cost do not justify a delay in distributing a revised NPP.

Final Rule

First, the final rule adopts the modification to § 164.520(b)(1)(i1)(E), which
requires certain statements in the NPP regarding uses and disclosures that require
authorization. We note that, contrary to some commenter concerns, the final rule does
not require the NPP to include a list of all situations requiring authorization. Instead, the
NPP must contain a statement indicating that most uses and disclosures of psychotherapy
notes (where appropriate), uses and disclosures of protected health information for
marketing purposes, and disclosures that constitute a sale of protected health information
require authorization, as well as a statement that other uses and disclosures not described
in the NPP will be made only with authorization from the individual.

The final rule does not require the NPP to include a description of a covered
entity’s recordkeeping practices with respect to psychotherapy notes; however, covered
entities are free to include such additional information in their NPP if they choose.
Additionally, in response to requests by some commenters, we clarify that covered
entities that do not record or maintain psychotherapy notes are not required to include a
statement in their NPPs about the authorization requirement for uses and disclosures of

psychotherapy notes.
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Second, because the final rule treats all subsidized treatment communications as
marketing communications, we have not adopted the proposal to require a statement in
the NPP about such communications and the ability of an individual to opt out. For
further discussion on the decision to treat all subsidized treatment communications as
marketing communications requiring an authorization, please see the above discussion
regarding § 164.501.

The final rule, however, adopts the proposed requirement for a statement in the
NPP regarding fundraising communications and an individual’s right to opt out of
receiving such communications, if a covered entity intends to contact an individual to
raise funds for the covered entity. Because individuals will be provided the opportunity
to opt out of fundraising communications with each solicitation, the final rule does not
require the NPP to include the mechanism for individuals to opt out of receiving
fundraising communications, although covered entities are free to include such
information if they choose to do so.

The final rule also adopts the proposal that the NPP inform individuals of their
new right to restrict certain disclosures of protected health information to a health plan
where the individual pays out of pocket in full for the health care item or service. Only
health care providers are required to include such a statement in the NPP; other covered
entities may retain the existing language indicating that a covered entity is not required to
agree to a requested restriction.

The final rule also requires covered entities to include in their NPP a statement of
the right of affected individuals to be notified following a breach of unsecured protected

health information. We believe that individuals should be informed of their right to
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receive and the obligations of covered entities to provide notification following a breach.
We disagree with the commenters who argued that such a statement would cause
individuals unnecessary concern and would create unfounded fear that covered entities
cannot appropriately secure protected health information. Such advance notice of their
rights should provide helpful context for individuals should they later receive a breach
notification. In response to comments, we also clarify that a simple statement in the NPP
that an individual has a right to or will receive notifications of breaches of his or her
unsecured protected health information will suffice for purposes of this requirement. We
do not intend for this requirement to add undue complexity or length to a covered entity’s
NPP. Thus, the statement need not be entity-specific, such as by describing how the
covered entity will conduct a risk assessment, include the regulatory descriptions of
“breach” or “unsecured PHIL,” or describe the types of information to be provided in the
actual breach notification to the individual. However, covered entities that wish to
include additional or more detailed information may do so.

These changes represent material changes to the NPP of covered entities. We
disagree with the few commenters who argued that such modifications to § 164.520 do
not constitute material changes of privacy practices requiring the distribution of new
NPPs. The modifications to § 164.520 are significant and are important to ensure that
individuals are aware of the HITECH Act changes that affect privacy protections and
individual rights regarding protected health information.

Section 164.520(c)(1) of the final rule requires a health plan that currently posts
its NPP on its web site in accordance with § 164.520(c)(3)(i) to: (1) prominently post the

material change or its revised notice on its web site by the effective date of the material
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change to the notice (e.g., the compliance date of this final rule) and (2) provide the
revised notice, or information about the material change and how to obtain the revised
notice, in its next annual mailing to individuals then covered by the plan, such as at the
beginning of the plan year or during the open enrollment period. Health plans that do not
have customer service web sites are required to provide the revised NPP, or information
about the material change and how to obtain the revised notice, to individuals covered by
the plan within 60 days of the material revision to the notice. These requirements apply
to all material changes including, where applicable, the rule change adopted pursuant to
GINA to prohibit most health plans from using or disclosing genetic information for
underwriting purposes.

We believe these distribution requirements best balance the right of individuals to
be informed of their privacy rights with the burden on health plans to provide the revised
NPP. We also note that health plans should provide both paper- and web-based notices in
a way accessible to all beneficiaries, including those individuals with disabilities. These
modifications provide an avenue for an individual to be informed of material changes
upon their effective date while better aligning the NPP distribution with health plans’
normal mailings to individuals.

For health care providers, the final rule does not modify the current requirements
to distribute revisions to the NPP. As such, § 164.520(c)(2)(iv) requires that when a
health care provider with a direct treatment relationship with an individual revises the
NPP, the health care provider must make the NPP available upon request on or after the
effective date of the revision and must comply with the requirements of §

164.520(c)(2)(iii) to have the NPP available at the delivery site and to post the notice in a
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clear and prominent location. In response to several comments expressing concern about
printing costs for new NPPs, we clarify that providers are not required to print and hand
out a revised NPP to all individuals seeking treatment; providers must post the revised
NPP in a clear and prominent location and have copies of the NPP at the delivery site for
individuals to request to take with them. Providers are only required to give a copy of the
NPP to, and obtain a good faith acknowledgment of receipt from, new patients. As a
result, we do not believe that the current requirement is overly burdensome to providers,
nor is it overly costly. We also clarify that while health care providers are required to post
the NPP in a clear and prominent location at the delivery site, providers may post a
summary of the notice in such a location as long as the full notice is immediately
available (such as on a table directly under the posted summary) for individuals to pick
up without any additional burden on their part. It would not be appropriate, however, to
require the individual to have to ask the receptionist for a copy of the full NPP.

To the extent that some covered entities have already revised their NPPs in
response to the enactment of the HITECH Act or State law requirements, we clarify that
as long as a covered entity’s current NPP is consistent with this final rule and individuals
have been informed of all material revisions made to the NPP, the covered entity is not
required to revise and distribute another NPP upon publication of this final rule.

Finally, we note that to the extent a covered entity is required to comply with Section 504
of the Rehabilitation Act of 1973 or the Americans with Disabilities Act of 1990, the
covered entity has an obligation to take steps that may be necessary to ensure effective
communication with individuals with disabilities, which could include making the

revised NPP or notice of material changes to the NPP available in alternate formats, such
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as Braille, large print, or audio.

Response to Other Public Comments

Comment: One commenter expressed concern about the addition of more
information to the NPP when it is already very long and complex, while several
commenters recommended that the final rule require NPPs to be shortened, simplified,
and written in a clear, easily understandable manner. In addition, while a few
commenters suggested that HHS provide a sample or standard NPP, many more
commenters requested flexibility in developing the content of their respective NPPs.

Response: We believe that the additions to the NPP required by the final rule are
necessary to fully inform individuals of the covered entity’s privacy practices and their
rights. The NPP should be provided in a clear, concise, and easy to understand manner,
and we clarify that covered entities may use a “layered notice” to implement the Rule’s
provisions, so long as the elements required at § 164.520(b) are included in the document
that is provided for the individual. For example, a covered entity may satisfy the NPP
provisions by providing the individual with both a short notice that briefly summarizes
the individual’s rights, as well as other information, and a longer notice, layered beneath
the short notice that contains all the elements required by the Rule. Additionally, the
Privacy Rule requires that the NPP be written in plain language, and we note that some
covered entities may have obligations under other laws with respect to their
communication with affected individuals. For example, to the extent a covered entity is
obligated to comply with Title VI of the Civil Rights Act of 1964, the covered entity
must take reasonable steps to ensure meaningful access for Limited English Proficient

persons to the services of the covered entity, which could include translating the NPP into
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frequently encountered languages. In addition, we agree with the commenters who
suggested that covered entities have flexibility and discretion to determine how to draft
and prepare their NPPs. Because each NPP will vary based on the functions of the
individual covered entity, there is no “one size fits all” approach. However, we continue
to explore options for making model or best practice language available.

Comment: One commenter requested elimination of the requirement that covered
entities obtain agreement from individuals (an opt in) before electronic distribution while
another commenter requested that HHS clarify that a covered entity may obtain an
electronic agreement from an individual to receive an NPP electronically.

Response: The Privacy Rule permits covered entities to distribute their NPPs or
notices of material changes by e-mail, provided the individual has agreed to receive an
electronic copy. Although internet access is a convenience of daily life for many
individuals, maintaining the opt-in requirement ensures that individuals who are not able
to or choose not to receive information electronically are fully informed of how their
protected health information is being used and disclosed and of their individual rights
with respect to this information. We clarify that agreement to receive electronic notice
can be obtained electronically pursuant to the requirements at § 164.520(c)(3).

9. Section 164.522(a)—Right to Request a Restriction of Uses and Disclosures

Section 164.522(a) of the Privacy Rule requires covered entities to permit
individuals to request that a covered entity restrict uses or disclosures of their protected
health information for treatment, payment, and health care operations purposes, as well as
for disclosures to family members and certain others permitted under § 164.510(b).

While covered entities are not required to agree to such requests for restrictions, if a
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covered entity does agree to restrict the use or disclosure of an individual’s protected
health information, the covered entity must abide by that restriction, except in emergency
circumstances when the information is required for the treatment of the individual.
Section 164.522 also includes provisions for the termination of such a restriction and
requires that covered entities that have agreed to a restriction document the restriction in
writing.

Proposed Rule

Section 13405(a) of the HITECH Act sets forth certain circumstances in which a
covered entity now must comply with an individual’s request for restriction of disclosure
of his or her protected health information. Specifically, section 13405(a) of the HITECH
Act requires that when an individual requests a restriction on disclosure pursuant to §
164.522, the covered entity must agree to the requested restriction unless the disclosure is
otherwise required by law, if the request for restriction is on disclosures of protected
health information to a health plan for the purpose of carrying out payment or health care
operations and if the restriction applies to protected health information that pertains
solely to a health care item or service for which the health care provider has been paid out
of pocket in full.

To implement section 13405(a) of the HITECH Act, we proposed a number of
changes to the Privacy Rule’s provisions regarding an individual’s right to request
restrictions of certain uses and disclosures. First, we proposed at § 164.522(a)(1)(vi) to
require a covered entity to agree to a request by an individual to restrict the disclosure of
protected health information about the individual to a health plan if: (A) the disclosure is

for the purposes of carrying out payment or health care operations and is not otherwise
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required by law; and (B) the protected health information pertains solely to a health care
item or service for which the individual, or person on behalf of the individual other than
the health plan, has paid the covered entity in full. In recognition that there are many
situations in which family members or other persons may pay for the individual’s
treatment, we proposed to include language to the provision to ensure that this
requirement not be limited to solely the individual paying for the health care item or
service but would also include payment made by another person, other than the health
plan, on behalf of the individual.

We proposed to modify § 164.522(a)(1)(ii), which states that a covered entity is
not required to agree to a restriction, to refer to this exception to that general rule. We
noted in the NPRM that in cases where an individual has exercised his or her right to
restrict disclosure to a health plan under the above circumstances, the covered entity is
also prohibited from making such disclosures to a business associate of the health plan,
because a covered entity may only disclose protected health information to a business
associate of another covered entity if the disclosure would be permitted directly to the
other covered entity. We also proposed conforming modifications to § 164.522(a)(2) and
(3) regarding terminating restrictions and documentation of restrictions to reflect these
new requirements, and to make clear that, unlike other agreed to restrictions, a covered
entity may not unilaterally terminate a required restriction to a health plan under §
164.522(a)(1)(ii).

We provided a number of clarifications, and solicited public comment on a
number of issues, regarding these proposed provisions, as follows. We stated that we

interpret section 13405(a) as giving the individual a right to determine for which health
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care items or services the individual wishes to pay out of pocket and restrict. Thus,
section 13405(a) would not permit a covered entity to require individuals who wish to
restrict disclosures about only certain health care items or services to a health plan to
restrict disclosures of protected health information regarding all health care to the health
plan. We requested comment on the types of treatment interactions between individuals
and covered entities that would make implementing a restriction more difficult and ways
to address such difficult situations, such as where an individual wishes to restrict a
disclosure regarding a prescription to a health plan but because the provider electronically
sends prescriptions to the pharmacy to be filled, the pharmacy may have already billed
the health plan by the time the patient arrives at the pharmacy. We requested comment
generally on whether covered health care providers that know of a restriction should
inform other health care providers downstream of such restriction, including pharmacies,
and whether technology could facilitate such notification. We requested comment on
examples of the types of disclosures that may fall under this “required by law” exception.
With respect to an individual, or someone on behalf of the individual, paying out of
pocket for the health care item or service, we noted that the individual should not expect
that this payment would count towards the individual’s out of pocket threshold with
respect to his or her health plan benefits. We requested comment on how this provision
will function with respect to HMOs, given our understanding that under most current
HMO contracts with providers an individual could not pay the provider in full for the
treatment or service received. We clarified in the NPRM that if an individual’s out of
pocket payment for a health care item or service is not honored (e.g., the individual’s

check bounces), the covered entity is not obligated to continue to abide by the requested
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restriction because the individual has not fulfilled the requirements necessary to obtain
the restriction. Additionally, we stated our expectation in such cases that covered entities
make some attempt to resolve any payment issues with the individual prior to sending the
protected health information to the health plan, such as by notifying the individual that
his or her payment did not go through and giving the individual an opportunity to submit
payment and requesting comment on the extent to which covered entities must make
reasonable efforts to secure payment from the individual prior to billing the health plan.
We requested comment on the scope of a restriction and in what circumstances it should
apply to a subsequent, but related, treatment encounter, such as follow-up care for
treatment of a particular condition.

Overview of Public Comments

We received many comments on these proposed provisions and our questions as
to how they should apply. A number of commenters generally supported the provisions
as being an important right for health care consumers. However, many commenters
expressed concerns with these new requirements. Many commenters raised concerns
with, and requested guidance on, how to operationalize a restriction. Several commenters
were concerned with having to create separate records to ensure that restricted data is not
inadvertently sent to or accessible by the health plan or to manually redact information
from the medical record prior to disclosure to a health plan. Commenters argued that
having to segregate restricted and unrestricted information or redact restricted
information prior to disclosure would be burdensome as such a process would generally
have to occur manually, and may result in difficulties with ensuring that treating

providers continue to have access to the entire medical record. Some commenters were
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concerned specifically with having to manually redact or create separate records prior to
a health plan audit, or otherwise with withholding information from a plan during an
audit, to ensure a health plan would not see restricted information.

With respect to the exception to a restriction for disclosures that are required by
law, several commenters supported this exception but requested clarification on how such
an exception would affect providers’ existing legal obligations. Many commenters
suggested that providers would be prohibited from receiving cash payment from
individuals for items or services otherwise covered by State or Federally funded
programs, such as Medicare and Medicaid, and thus, requested that disclosures to such
State or Federally funded programs not be eligible for restriction. Similarly, some
commenters sought clarification on the effect of this provision where certain State laws
prohibit “balance billing,” making it illegal for the provider to bill the patient for any
covered services over and above any permissible copayment, coinsurance or deductible
amounts. Some commenters asked that we clarify that the “required by law” exception
allows providers to disclose protected health information subject to a restriction for
Medicare and Medicaid audits, because those insurers require complete, accurate records
for audits.

Other commenters were concerned with applying a restriction to only certain
health care items or services provided during a single patient encounter or visit.
Commenters argued that split billing is not possible for most providers or that it may be
obvious to a health plan if one item or service out of a bundle is restricted and that
unbundling services may be costly. One commenter suggested that individuals should

only be able to restrict certain types of services/treatment (e.g., cosmetic surgery and
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family planning services) as such services are more easily segregable from other health
care services.

In response to our question regarding available electronic methods through which
a prescribing provider could alert a pharmacy that an individual intends to pay out of
pocket for a prescription and restrict disclosure to a health plan, commenters indicated
they were generally unaware of any system that would alert a pharmacy of restrictions
electronically, and many agreed that the cost and burden of flagging records manually
would not be feasible for all covered entities. In general, commenters agreed that paper
prescriptions would provide individuals with an opportunity to request a restriction when
they arrive at the pharmacy. However, commenters also noted that returning to the use of
paper prescriptions over electronic prescribing would be a step in the wrong direction, as
there are many benefits to electronic prescribing, and it is important not to limit these
benefits.

Almost all of the comments we received regarding the obligation generally of
health care providers that know of a restriction to inform downstream health care
providers of the restriction argued that it should be the individual’s and not the provider’s
responsibility to inform downstream providers of any requested restriction. While a few
commenters stated that the provider should bear this responsibility, the majority believed
that this obligation would be difficult and burdensome for a provider. Some commenters
acknowledged that in time, more advanced electronic and automated systems may allow
providers to notify other providers downstream of a restriction, but these commenters

stressed that such systems are not widely available at this time.
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With respect to the requirement’s application to health care providers providing
care within an HMO context, many commenters expressed support for the suggestion that
HMO patients would have to use an out-of-network provider for treatment to ensure that
the restricted information would not be disclosed to the HMO. Some commenters
indicated that State laws and/or provider contracts with an HMO may prohibit the
provider from receiving a cash payment from an HMO patient above the patient’s cost-
sharing amount for the health care item or service. Conversely, some commenters stated
that individuals should not have to go out-of-network when requesting a restriction and
instead, providers could and should treat the services as non-covered services and accept
payment directly from the patient. Several commenters also suggested that managed care
contracts would have to be revised or renegotiated in order to comply with this provision
and as such, ample time for renegotiation should be provided.

Commenters generally supported the language in the proposed rule making clear
that a restriction would apply where an individual requests a restriction, but someone
other than the individual (other than the health plan), such as a family member, pays for
the individual’s care on behalf of the individual. One commenter asked for clarification
that payment by any health plan would not constitute payment out of pocket by the
individual. The commenter stated that such clarification was necessary to avoid the
situation where an individual has coverage under multiple plans, pays for care with a
secondary plan, requests a restriction on disclosure to the primary plan, and then the
secondary plan proceeds to obtain reimbursement from the primary plan disclosing the

protected health information at issue. Another commenter asked that we clarify that a
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clinical research participant whose health care services are paid for by a research grant
can still qualify for a restriction to the individual’s health plan.

Most commenters supported not having to abide by a requested restriction in
cases where the individual’s method of payment is returned or otherwise does not go
through. A few commenters suggested that a covered entity should include information
to this effect in its notice of privacy practices. A number of commenters expressed
concern with the ability of a provider to bill a health plan for services following an
individual’s inability to pay. For example, a provider may find it difficult to be
reimbursed for services if the provider did not obtain the plan’s required pre-certification
for services because the individual initially agreed to pay out of pocket for the services.

Several commenters asked for guidance on what constitutes a “reasonable effort”
to obtain payment from an individual prior to billing a health plan for health care services
where an individual’s original form of payment fails, and argued that the effort required
should not be too burdensome on providers. A number of commenters suggested various
alternatives. A few commenters suggested that providers should be able to set a deadline
for payment and then bill the plan if the patient fails to pay; others requested that the
regulation set a specific timeframe in which providers must be paid or the requested
restriction is terminated. Some commenters suggested that a “reasonable effort” should
be based upon a covered entity making one or two attempts to contact the patient and
obtain payment. Another commenter recommended that reasonable efforts should
require the provider to make a good faith effort to obtain payment based on their usual
debt collection practices. Other commenters requested clarification that reasonable

efforts would not require a provider sending a bill to a collection agency. Some
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commenters were generally concerned with requiring a provider to wait too long for
payment, as the provider could risk the plan not paying for the treatment if it is billed too
late. Certain commenters argued that providers should not have to engage in any
attempts to resolve payment issues if an individual’s payment fails prior to billing the
health plan for the services. Finally, a number of commenters asked whether a provider
could require payment in full at the time of the request for a restriction to avoid payment
issues altogether.

Finally, many commenters responded to the NPRM’s approach to follow-up care.
The majority of commenters supported the idea that if an individual does not request a
restriction and pay out of pocket for follow up care, then the covered entity may disclose
the protected health information necessary to obtain payment from the health plan for
such follow up care, recognizing that some of the protected health information may relate
to and/or indicate that the individual received the underlying health care item or service
to which a restriction applied. A few commenters asked whether individual authorization
would be required to disclose previously restricted protected health information to a
health plan if the individual does not want to restrict the follow up care. A number of
commenters expressed support for providers counseling patients on the consequences of
not restricting follow-up care. A few commenters were concerned as to how a provider
would know when such counseling was needed and what it should include, and asked
whether giving the individual a written statement explaining the consequences would
suffice.

Final Rule
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We adopt the modifications to § 164.522 as proposed in the NPRM to implement
section 13405(a) of the HITECH Act. In response to questions and comments regarding
how to operationalize these requirements, we provide the following clarifications. We
clarify that these provisions do not require that covered health care providers create
separate medical records or otherwise segregate protected health information subject to a
restricted health care item or service. Covered health care providers will, however, need
to employ some method to flag or make a notation in the record with respect to the
protected health information that has been restricted to ensure that such information is not
inadvertently sent to or made accessible to the health plan for payment or health care
operations purposes, such as audits by the health plan. Covered entities should already
have in place, and thus be familiar with applying, minimum necessary policies and
procedures, which require limiting the protected health information disclosed to a health
plan to the amount reasonably necessary to achieve the purpose of the disclosure. Thus,
covered entities should already have mechanisms in place to appropriately limit the
protected health information that is disclosed to a health plan.

With respect to commenters who were concerned about providers being able to
continue to meet their legal obligations, such as disclosing protected health information
to Medicare or Medicaid for required audits, we note that the statute and final rule
continue to allow disclosures that are otherwise required by law, notwithstanding that an
individual has requested a restriction on such disclosures. Thus, a covered entity may
disclose the protected health information necessary to meet the requirements of the law.
Under the Privacy Rule, “required by law’’ is defined at § 164.103 as a mandate

contained in law that compels a covered entity to make a use or disclosure of protected
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health information and that is enforceable in a court of law. For purposes of this
definition, “required by law” includes Medicare conditions of participation with respect
to health care providers participating in the program, and statutes and regulations that
require the production of information if payment is sought under a government program
providing public benefits. Therefore, if a covered entity is required by law to submit
protected health information to a Federal health plan, it may continue to do so as
necessary to comply with that legal mandate. With respect to commenters’ concerns with
prohibitions in State law and under Medicare and Medicaid that prevent providers from
billing, and receiving cash payment from, an individual for covered services over and
above any permissible cost sharing amounts, we provide the following guidance. If a
provider is required by State or other law to submit a claim to a health plan for a covered
service provided to the individual, and there is no exception or procedure for individuals
wishing to pay out of pocket for the service, then the disclosure is required by law and is
an exception to an individual’s right to request a restriction to the health plan pursuant to
§ 154.522(a)(1)(vi)(A) of the Rule. With respect to Medicare, it is our understanding that
when a physician or supplier furnishes a service that is covered by Medicare, then it is
subject to the mandatory claim submission provisions of section 1848(g)(4) of the Social
Security Act (the Act), which requires that if a physician or supplier charges or attempts
to charge a beneficiary any remuneration for a service that is covered by Medicare, then
the physician or supplier must submit a claim to Medicare. However, there is an
exception to this rule where a beneficiary (or the beneficiary’s legal representative)
refuses, of his/her own free will, to authorize the submission of a bill to Medicare. In

such cases, a Medicare provider is not required to submit a claim to Medicare for the
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covered service and may accept an out of pocket payment for the service from the
beneficiary. The limits on what the provider may collect from the beneficiary continue to
apply to charges for the covered service, notwithstanding the absence of a claim to
Medicare. See the Medicare Benefit Policy Manual, Internet only Manual pub. 100-2, ch.

15, sect. 40, available at http://www.cms.gov/manuals/Downloads/bp102c15.pdf. Thus,

if a Medicare beneficiary requests a restriction on the disclosure of protected health
information to Medicare for a covered service and pays out of pocket for the service (i.e.,
refuses to authorize the submission of a bill to Medicare for the service), the provider
must restrict the disclosure of protected health information regarding the service to
Medicare in accordance with § 164.522(a)(1)(vi).

Certain commenters raised concerns with an individual requesting a restriction
with respect to only one of several health care items or services provided in a single
patient encounter, and a provider being prohibited from unbundling, or it being more
costly to unbundle, the services for purposes of billing a health plan. In such cases, we
expect providers to counsel patients on the ability of the provider to unbundle the items
or services and the impact of doing so (e.g., the health plan still may be able to determine
that the restricted item or service was performed based on the context). If a provider is
able to unbundle the items or services and accommodate the individual’s wishes after
counseling the individual on the impact of unbundling, it should do so. If a provider is
not able to unbundle a group of items or services, the provider should inform the
individual and give the individual the opportunity to restrict and pay out of pocket for the
entire bundle of items or services. Where a provider is not able to unbundle a group of

bundled items or services, we view such group of bundled items or services as one item
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or service for the purpose of applying §164.522(a)(1)(v). However, we would expect a
provider to accommodate an individual’s request for a restriction for separable and
unbundled health care items or services, even if part of the same treatment encounter,
such as in the prior example with respect to the patient receiving both treatment for
asthma and diabetes. Thus, we decline to provide as a general rule that an individual may
only restrict either all or none of the health care items or services that are part of one
treatment encounter.

In response to the question we posed in the NPRM regarding methods through
which a provider could electronically (such as through an e-prescribing tool) notify a
pharmacist of an individual’s restriction request, the majority of commenters indicated
that there currently is not a widely available method for electronically notifying a
pharmacy that a patient has requested a restriction. Further, commenters generally
argued that it would be costly, burdensome, and unworkable for a provider to attempt to
notify all subsequent providers of an individual’s restriction request, particularly given
the lack of automated tools to make such notifications, and thus, it should remain the
obligation of the individual to notify downstream providers if the individual wants to
restrict protected health information to a health plan. We agree that it would be
unworkable at this point, given the lack of automated technologies to support such a
requirement, to require health care providers to notify downstream providers of the fact
that an individual has requested a restriction to a health plan. However, we do encourage
providers to counsel patients that they would need to request a restriction and pay out of
pocket with other providers for the restriction to apply to the disclosures by such

providers. In the case of an individual who wants to restrict disclosures to a health plan
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concerning a prescribed medication, the prescribing provider can provide the patient with
a paper prescription to allow the individual an opportunity to request a restriction and pay
for the prescription with the pharmacy before the pharmacy has submitted a bill to the
health plan. However, while we do not require it, providers are permitted and
encouraged to assist individuals as feasible in alerting downstream providers of the
individual’s desire to request a restriction and pay out of pocket for a particular health
care item or service.

For example, consider an individual who is meeting with her primary physician
and requests a restriction on tests that are being administered to determine if she has a
heart condition. If, after conducting the tests, the patient’s primary physician refers the
patient to a cardiologist, it is the patient’s obligation to request a restriction from the
subsequent provider, the cardiologist, if she wishes to pay out of pocket rather than have
her health plan billed for the visit. Although the primary physician in this example would
not be required to alert the cardiologist of the patient’s potential desire to request a
restriction, we encourage providers to do so if feasible or in the very least, to engage in a
dialogue with the patient to ensure that he or she is aware that it is the patient’s obligation
to request restrictions from subsequent providers. In response to commenters who were
confused about whether the individual or the provider would have the obligation of
notifying subsequent providers when a Health Information Exchange is involved, we
clarify that the responsibility to notify downstream providers of a restriction request in
this situation also remains with the individual, and not the provider.

With respect to HMOs, we clarify that a provider providing care in such a setting

should abide by an individual’s requested restriction unless doing so would be
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inconsistent with State or other law. Thus, if a provider within an HMO is prohibited by
law from accepting payment from an individual above the individual’s cost-sharing
amount (i.e., the provider cannot accept an out of pocket payment from the individual for
the service), then the provider may counsel the individual that he or she will have to use
an out-of-network provider for the health care item or service in order to restrict the
disclosure of protected health information to the HMO for the health care. Providers
operating within an HMO context and who are able under law to treat the health care
services to which the restriction would apply as out-of-network services should do so in
order to abide by the requested restriction. We would not consider a contractual
requirement to submit a claim or otherwise disclose protected health information to an
HMO to exempt the provider from his or her obligations under this provision. Further,
the final rule provides a 180-day compliance period beyond the effective date of these
revisions to the Privacy Rule, during which provider contracts with HMOs can be
updated as needed to be consistent with these new requirements.

As proposed in the NPRM, under the final rule, a covered entity must apply a
restriction not only where an individual pays in full for the healthcare item or service, but
also where a family member or other person pays for the item or service on behalf of the
individual. We decline to modify the regulation, as suggested by one commenter, to
provide that payment from “any” health plan, rather than the one to which the disclosure
is restricted, should not constitute payment on behalf of the individual. In response to the
commenter’s concern about difficulties in coordination of benefits for individuals with

coverage under multiple plans, we note that this provision does not impede a health
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plan’s ability to disclose protected health information as necessary to another health plan
for coordination of benefits. Thus, health plans may continue to make such disclosures.

Many commenters supported the discussion in the NPRM regarding not abiding
by a restriction if an individual’s payment is dishonored. In such cases, we continue to
expect that providers will make a reasonable effort to contact the individual and obtain
payment prior to billing a health plan. We do not prescribe the efforts a health care
provider must make but leave that up to the provider’s policies and individual
circumstances. While we require the provider to make a reasonable effort to secure
payment from the individual, this requirement is not intended to place an additional
burden on the provider but is instead intended to align with its current policies for
contacting individuals to obtain an alternative form of payment to one that was
dishonored. We do not require that the individual’s debt be placed in collection before a
provider is permitted to bill a health plan for the health care services. Further, a provider
may choose to require payment in full at the time of the request for a restriction to avoid
payment issues altogether. Similarly, where precertification is required for a health plan
to pay for services, a provider may require the individual to settle payments for the care
prior to providing the service and implementing a restriction to avoid the situation where
the provider is unable to be reimbursed by either the individual or the health plan.

We also recognize that a provider may not be able to implement a restriction
where an individual waits until care has been initiated to make such a request, such as in
the case of a hospital stay, in which case the individual’s protected health information

may have already been disclosed to the health plan.
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With respect to restrictions and follow-up care, we continue to maintain the
approach discussed in the NPRM. If an individual has a restriction in place with respect
to a health care service but does not pay out of pocket and request a restriction with
regard to follow-up treatment, and the provider needs to include information that was
previously restricted in the bill to the health plan in order to have the service deemed
medically necessary or appropriate, then the provider is permitted to disclose such
information so long as doing so is consistent with the provider’s minimum necessary
policies and procedures. We also clarify that such a disclosure would continue to be
permitted for payment purposes and thus, would not require the individual’s written
authorization. However, as we did in the NPRM, we highly encourage covered entities to
engage in open dialogue with individuals to ensure that they are aware that previously
restricted protected health information may be disclosed to the health plan unless they
request an additional restriction and pay out of pocket for the follow-up care.

Response to Other Public Comments

Comment: Several commenters asked that the provision be limited to just
providers and not to covered entities in general. Commenters also asked for clarification
on whether the restriction prohibits providers from giving protected health information to
health plans solely for payment or health care operations purposes in such cases or all
entities that may receive protected health information for payment or health care
operations.

Response: We clarify that this provision, in effect, will apply only to covered
health care providers. However, the provisions of § 164.522(a) apply to covered entities

generally and thus, we decline to alter the regulatory text. In response to commenters’
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concerns regarding disclosure for payment or health care operations purposes to entities
other than the health plan, we clarify that this provision does not affect disclosures to
these other entities as permitted by the Privacy Rule.

Comment: Commenters asked what the liability is for a provider who discloses
restricted protected health information to a plan.

Response: A provider who discloses restricted protected health information to the
health plan is making a disclosure in violation of the Privacy Rule and the HITECH Act,
which, as with other impermissible disclosures is subject to the imposition of possible
criminal penalties, civil money penalties, or corrective action.

Comment: Several commenters asked that we clarify that the “required by law”
exception allows providers to respond to subpoenas, court orders, and judicial
proceedings.

Response: The “required by law” exception in § 164.522(a)(1)(vi) does allow
health care providers to respond to court orders and subpoenas issued by a court requiring
disclosure of protected health information to a health plan. See the definition of
“required by law” at § 164.103. Further, § 164.522(a)(1)(v1) does not affect the
disclosure of protected health information to entities that are not health plans and thus,
disclosures to these other entities made as required by law, for judicial and administrative
proceedings, or for law enforcement activities in accordance with §§ 164.512(a),
164.512(e), and 164.512(f), respectively, continue to be permitted.

Comment: Several commenters suggested that the final rule be written to ensure
that there are no conflicts with the Fair Debt Collection Practices Act and similar State

laws regarding the legal obligation to validate a debt that is disputed by a debtor.
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Commenters sought clarification on whether the provider can still disclose protected
health information for the recovery of debts.

Response: The final rule does not impact a provider’s ability to disclose protected
health information for payment purposes to a collection agency or otherwise for
collection activities related to an individual’s debt to the provider. Section 164.522(a)
restricts disclosures to a health plan for payment purposes where the individual has paid
out of pocket for the health care item or service that is the subject of the disclosure and
requests such a restriction.

Comment: Commenters asked that we clarify whether payment with a Flexible
Spending Account (FSA) or Health Savings Account (HSA) is considered a payment by a
person on behalf of the individual.

Response: An individual may use an FSA or HSA to pay for the health care items
or services that the individual wishes to have restricted from another plan; however, in
doing so the individual may not restrict a disclosure to the FSA or HSA necessary to
effectuate that payment.

Comment: When a restriction is requested, the provider is also prohibited from
making disclosures of the restricted protected health information to the business associate
of the health plan. One commenter suggested that the final rule make it the priority of the
business associate to inform the provider that they are acting as the business associate of
the health plan to ensure provider compliance with the rule. Other comments
misconstrued the preamble statements on this issue and commented that a provider
should be allowed to provide restricted protected health information to its own business

associates.
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Response: A provider that is prohibited from disclosing protected health
information to a health plan may not disclose such information to the health plan’s
business associate. We do not include a requirement that the business associate inform
the provider that they are acting as a business associate of the health plan as it is the
provider’s responsibility to know to whom and for what purposes it is making a
disclosure. We also clarify that a provider is not prohibited from disclosing protected
health information restricted from a health plan to its own business associates for the
provider’s own purposes.

Comment: One commenter expressed concern about the number of workforce
members who must know about the restriction and indicated that this may create a risk
for potential error with regard to the information.

Response: Covered entities must identify those workforce members or class of
persons who need access to particular protected health information, and appropriately
train their workforce members as necessary to comply with these new requirements.
10. Section 164.524—Access of Individuals to Protected Health Information
Proposed Rule

Section 164.524 of the Privacy Rule currently establishes, with limited
exceptions, an enforceable means by which individuals have a right to review or obtain
copies of their protected health information to the extent such information is maintained
in the designated record set(s) of a covered entity. An individual’s right of access exists
regardless of the format of the protected health information, and the standards and
implementation specifications that address individuals’ requests for access and timely

action by the covered entity (i.e., provision of access, denial of access, and
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documentation) apply to an electronic environment in a similar manner as they do to a
paper-based environment. See The HIPAA Privacy Rule’s Right of Access and Health
Information Technology (providing guidance with respect to how § 164.524 applies in an
electronic environment and how health information technology can facilitate providing
individuals with this important privacy right), available at:
http://www.hhs.gov/ocr/privacy/hipaa/understanding/special/healthit/eaccess.pdf.

Section 13405(e) of the HITECH Act strengthens the Privacy Rule’s right of
access with respect to covered entities that use or maintain an electronic health record
(EHR) on an individual. Section 13405(e) provides that when a covered entity uses or
maintains an EHR with respect to protected health information of an individual, the
individual shall have a right to obtain from the covered entity a copy of such information
in an electronic format and the individual may direct the covered entity to transmit such
copy directly to the individual’s designee, provided that any such choice is clear,
conspicuous, and specific. Section 13405(e) also provides that any fee imposed by the
covered entity for providing such an electronic copy shall not be greater than the entity’s
labor costs in responding to the request for the copy.

Section 13405(e) applies by its terms only to protected health information in
EHRs. However, incorporating these new provisions in such a limited manner in the
Privacy Rule could result in a complex set of disparate requirements for access to
protected health information in EHR systems versus other types of electronic records
systems. As such, the Department proposed to use its authority under section 264(c) of
HIPAA to prescribe the rights individuals should have with respect to their individually

identifiable health information to strengthen the right of access as provided under section
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13405(e) of the HITECH Act more uniformly to all protected health information
maintained in one or more designated record sets electronically, regardless of whether the
designated record set is an EHR. The public comments and final regulation on the scope
are discussed here. The proposed amendments to each provision implicated by section
13405(e), together with the public comments and final regulation, are discussed more
specifically in separate sections below.

Overview of Public Comments

Most commenters were opposed to the proposal to expand the scope of the
individual access provision to include all electronic designated record sets and favored
limiting the requirement to EHRs. These commenters felt that limiting the access
provision to EHRs was consistent with congressional intent and questioned the authority
of the Department to expand the scope. Commenters also argued that having disparate
requirements for different systems would not be confusing, and requiring electronic
access to electronic designated record sets that are not EHRs would be highly
burdensome for covered entities. Specifically, commenters stated that the proposed
requirement for electronic access would include numerous types of legacy systems, many
of which are incapable of producing reports in easily readable formats that can be
transmitted electronically. These commenters indicated that a significant amount of
information technology development and investment would be needed to comply with
this requirement if it applies to all electronic designated record sets.

A number of consumer advocates supported the expanded scope to include all
electronic designated records sets in addition to EHRs. These commenters felt that this

would provide complete transparency for consumers, help individuals gain access to their
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medical records and make better-informed decisions about their health care, and promote
consistent and uniform practices.
Final Rule

The final rule adopts the proposal to amend the Privacy Rule at §
164.524(c)(2)(ii) to require that if an individual requests an electronic copy of protected
health information that is maintained electronically in one or more designated record sets,
the covered entity must provide the individual with access to the electronic information in
the electronic form and format requested by the individual, if it is readily producible, or,
if not, in a readable electronic form and format as agreed to by the covered entity and the
individual. In such cases, to the extent possible, we expect covered entities to provide the
individual with a machine readable copy of the individual’s protected health information.
The Department considers machine readable data to mean digital information stored in a
standard format enabling the information to be processed and analyzed by computer.

For example, this would include providing the individual with an electronic copy of the
protected health information in the format of MS Word or Excel, text, HTML, or text-
based PDF, among other formats.

We disagree with commenters that questioned the Department’s authority to
extend the strengthened electronic access right to all protected health information
maintained electronically in designated record sets, and believe that this extended
electronic right of access is important for individuals as covered entities increasingly
transition from paper to electronic records. With regard to the additional burdens on
covered entities, we note that providing access to protected health information held in

electronic designated record sets was already required under the Privacy Rule at §
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164.524, which applies to protected health information in both paper and electronic
designated record sets, and which requires providing the copy in the form and format
requested by the individual, including electronically, if it is readily producible in such
form and format. We anticipate the additional burden to be small due to the flexibility
permitted in satisfying this new requirement, as discussed in the section on Form and
Format.

Response to Other Public Comments

Comment: Some commenters worried that giving individuals access to
administrative systems (in contrast to clinical systems) would present a security concern
to covered entities.

Response: Covered entities are not required by this provision to provide
individuals with direct access to their systems. They must only provide individuals with
an electronic copy of their protected health information.

Comment: Commenters requested clarification on what constitutes an EHR.

Response: Under this final rule, the requirement to provide individuals with
access to an electronic copy includes all protected health information maintained in an
electronic designated record set held by a covered entity. Because we are not limiting the
right of electronic access to EHRs, we do not believe there is a need to define or further
clarify the term at this time.

Comment: One commenter requested clarification that this electronic access
requirement preempts State laws that diminish, block, or limit individual access to their

records.
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Response: We clarify that this HIPAA electronic right of access requirement does
preempt contrary State law unless such law is more stringent. In the case of right of
access, more stringent means that such State law permits greater rights of access to the
individual.

Comment: Several commenters sought clarification of how the new e-access
provisions would apply to business associates. One commenter asked whether business
associates could continue to provide patients access to records when permitted and acting
on behalf of a covered entity. Another commenter asked whether business associates are
required to provide information to covered entities and not to individuals directly. One
commenter was opposed to direct access from a business associate because of security
concerns and increased burden on business associates if corrections are needed.

Response: How and to what extent a business associate is to support or fulfill a
covered entity’s obligation to provide individuals with electronic access to their records
will be governed by the business associate agreement between the covered entity and the
business associate. For example, the business associate agreement may provide for the
business associate to give copies of the requested information directly to the individual,
or to the covered entity for the covered entity to provide the copies to the individual.
There is no separate requirement on business associates to provide individuals with direct
access to their health records, if that is not what has been agreed to between the covered
entity and the business associate in the business associate agreement.

a. Form and Format

Proposed Rule
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Section 164.524(c)(2) of the Privacy Rule currently requires a covered entity to
provide the individual with access to the protected health information in the form or
format requested by the individual, if it is readily producible in such form or format, or, if
not, in a readable hard copy form or such other form or format as agreed to by the
covered entity and the individual. Section 13405(e) of the HITECH Act expands this
requirement by explicitly requiring a covered entity that uses or maintains an EHR with
respect to protected health information to provide the individual with a copy of such
information in an electronic format.

We proposed to implement this statutory provision, in conjunction with our
broader authority under section 264(c) of HIPAA, by requiring, in proposed §
164.524(c)(2)(ii), that if the protected health information requested is maintained
electronically in one or more designated record sets, the covered entity must provide the
individual with access to the electronic information in the electronic form and format
requested by the individual, if it is readily producible, or, if not, in a readable electronic
form and format as agreed to by the covered entity and the individual. This provision
would require any covered entity that electronically maintains the protected health
information about an individual, in one or more designated record sets, to provide the
individual with an electronic copy of such information (or summary or explanation if
agreed to by the individual in accordance with proposed § 164.524(c)(2)(iii)) in the
electronic form and format requested or in an otherwise agreed upon electronic form and
format. While an individual’s right of access to an electronic copy of protected health
information is currently limited under the Privacy Rule by whether the form or format

requested is readily producible, covered entities that maintain such information
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electronically in a designated record set would be required under these proposed
modifications to provide some type of electronic copy, if requested by an individual.

Because we did not want to bind covered entities to standards that may not yet be
technologically mature, we proposed to permit covered entities to make some other
agreement with individuals as to an alternative means by which they may provide a
readable electronic copy to the extent the requested means is not readily producible. If,
for example, a covered entity received a request to provide electronic access via a secure
web-based portal, but the only readily producible version of the protected health
information was in portable document format (PDF), proposed § 164.524(c)(2)(ii) would
require the covered entity to provide the individual with a PDF copy of the protected
health information, if agreed to by the covered entity and the individual. We noted that
while a covered entity may provide individuals with limited access rights to their EHR,
such as through a secure web-based portal, nothing under the current Rule or proposed
modifications would require a covered entity to have this capability.

We noted that the option of arriving at an alternative agreement that satisfies both
parties is already part of the requirement to provide access under § 164.524(c)(2)(i), so
extension of such a requirement to electronic access should present few implementation
difficulties. Further, as with other disclosures of protected health information, in
providing the individual with an electronic copy of protected health information through
a web-based portal, e-mail, on portable electronic media, or other means, covered entities
should ensure that reasonable safeguards are in place to protect the information. We also
noted that the proposed modification presumes that covered entities have the capability of

providing an electronic copy of protected health information maintained in their
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designated record set(s) electronically through a secure web-based portal, via e-mail, on
portable electronic media, or other manner. We invited public comment on this
presumption.

Overview of Public Comments

We received many comments and requests for clarification and guidance
regarding the permitted methods for offering protected health information on electronic
media, and the acceptable form and format of the electronic copy. Several commenters
suggested that covered entities be permitted flexibility in determining available electronic
formats and requested clarification on what is considered “readily producible.” These
commenters expressed concerns that a limited number of permissible electronic formats
may result in a situation where protected health information could not be converted from
a particular electronic system. Other commenters indicated that there should be
minimum standards and clearly defined media that are permissible to meet this
requirement. One commenter felt that this requirement is important but should be
deferred until covered entities have improved their technological capabilities.

Many commenters requested guidance on how to proceed if a covered entity and
an individual are unable to come to an agreement on the medium of choice and what is
expected in terms of accommodating the individual’s medium of choice. Some
commenters suggested various alternate solutions if an agreement cannot be reached,
including any readily producible format, PDF, or hard copy protected health information.
Some covered entities felt that individuals should not have an unlimited choice in terms

of the electronic media they are willing to accept, and should only be permitted to confine
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their choices of electronic media to a couple of options that the covered entity has
available.
Final Rule

The final rule adopts the proposal to require covered entities to provide electronic
information to an individual in the electronic form and format requested by the
individual, if it is readily producible, or, if not, in a readable electronic form and format
as agreed to by the covered entity and the individual. We recognize that what is available
in a readable electronic form and format will vary by system and that covered entities
will continue to improve their technological capabilities over time. We therefore allow
covered entities the flexibility to provide readily producible electronic copies of protected
health information that are currently available on their various systems. A covered entity
is not required to purchase new software or systems in order to accommodate an
electronic copy request for a specific form that is not readily producible by the covered
entity at the time of the request, provided that the covered entity is able to provide some
form of electronic copy. We note that some legacy or other systems may not be capable
of providing any form of electronic copy at present and anticipate that some covered
entities may need to make some investment in order to meet the basic requirement to
provide some form of electronic copy.

We agree with covered entities that individuals should not have an unlimited
choice in the form of electronic copy requested. However, covered entities must still
provide individuals with some kind of readable electronic copy. If an individual requests
a form of electronic copy that the covered entity is unable to produce, the covered entity

must offer other electronic formats that are available on their systems. If the individual
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declines to accept any of the electronic formats that are readily producible by the covered
entity, the covered entity must provide a hard copy as an option to fulfill the access
request. While we remain neutral on the type of technology that covered entities may
adopt, a PDF is a widely recognized format that would satisfy the electronic access
requirement if it is the individual’s requested format or if the individual agrees to accept a
PDF instead of the individual’s requested format. Alternatively, there may be
circumstances where an individual prefers a simple text or rich text file and the covered
entity is able to accommodate this preference. A hard copy of the individual’s protected
health information would not satisfy the electronic access requirement. However, a hard
copy may be provided if the individual decides not to accept any of the electronic formats
offered by the covered entity.

Response to Other Public Comments

Comment: Several covered entities commented on the form of a request for
access to electronic protected health information. Some expressed appreciation for
permitting an electronic request process, including e-signatures and authentication. Some
expressed opposition to the requirement for a signed request in writing, as it would be
highly burdensome and cause delays. Covered entities sought guidance on elements that
would be required or permitted in a request form for individuals.

Response: We clarify that the requirement at § 164.524(b)(1), which states that
the covered entity may require individuals to make requests for access in writing,
provided that it informs individuals of such a requirement, remains unchanged.
Therefore, covered entities may at their option require individuals to make requests for

electronic copies of their protected health information in writing. We note that the
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Privacy Rule allows for electronic documents to qualify as written documents, as well as
electronic signatures to satisfy any requirements for a signature, to the extent the
signature is valid under applicable law. If the covered entity chooses to require a written
request, it has flexibility in determining what information to put into the request form.
However, the request form may not be in any way designed to discourage an individual
from exercising his or her right. A covered entity may also choose to accept an
individual’s oral request for an electronic copy of their protected health information
without written signature or documentation.

Comment: We received several comments on the content that covered entities are
required to provide in response to an electronic access request. Some commenters felt
that there should be a defined minimum set of data elements to satisfy this requirement,
particularly for non-EHR data. Covered entities also requested clarification on how to
handle links to images or other data.

Response: We clarify that just as is currently required for hard copy protected
health information access requests, covered entities must provide an electronic copy of all
protected health information about the individual in an electronically maintained
designated record set, except as otherwise provided at § 164.524(a). If the designated
record set includes electronic links to images or other data, the images or other data that
is linked to the designated record set must also be included in the electronic copy
provided to the individual. The electronic copy must contain all protected health
information electronically maintained in the designated record set at the time the request

is fulfilled. The individual may request, however, only a portion of the protected health

273



information electronically maintained in the designated record set, in which case the
covered entity is only required to provide the requested information.

Comment: One commenter asserted that the request for protected health
information should only apply to protected health information the covered entity has at
the time of the request, not any additional protected health information that it obtains
while processing the request.

Response: We clarify that the electronic copy must reflect all electronic protected
health information held by the covered entity in a designated record set, or the subset of
electronic protected health information specifically requested by the individual, at the
time the request is fulfilled.

Comment: One commenter asked for confirmation that the new electronic
requirement does not include a requirement to scan paper and provide electronic copies
of records held in paper form.

Response: We clarify that covered entities are not required to scan paper
documents to provide electronic copies of records maintained in hard copy. We note that
for covered entities that have mixed media, it may in some cases be easier to scan and
provide all records in electronic form rather than provide a combination of electronic and
hard copies, however this is in no way required.

Comment: Many commenters expressed security concerns related to this new
requirement. Covered entities felt that they should not have to use portable devices
brought by individuals (particularly flash drives), due to the security risks that this would
introduce to their systems. Some covered entities additionally asserted that requiring the

use of individually-supplied media is prohibited by the Security Rule, based on the risk
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analysis determination of an unacceptable risk to the confidentiality, integrity and
availability of the covered entity’s electronic protected health information.

Response: We acknowledge these security concerns and agree with commenters
that it may not be appropriate for covered entities to accept the use of external portable
media on their systems. Covered entities are required by the Security Rule to perform a
risk analysis related to the potential use of external portable media, and are not required
to accept the external media if they determine there is an unacceptable level of risk.
However, covered entities are not then permitted to require individuals to purchase a
portable media device from the covered entity if the individual does not wish to do so.
The individual may in such cases opt to receive an alternative form of the electronic copy
of the protected health information, such as through email.

Comment: Several commenters specifically commented on the option to provide
electronic protected health information via unencrypted email. Covered entities
requested clarification that they are permitted to send individuals unencrypted emails if
they have advised the individual of the risk, and the individual still prefers the
unencrypted email. Some felt that the “duty to warn” individuals of risks associated with
unencrypted email would be unduly burdensome on covered entities. Covered entities
also requested clarification that they would not be responsible for breach notification in
the event that unauthorized access of protected health information occurred as a result of
sending an unencrypted email based on an individual’s request. Finally, one commenter
emphasized the importance that individuals are allowed to decide if they want to receive

unencrypted emails.
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Response: We clarify that covered entities are permitted to send individuals
unencrypted emails if they have advised the individual of the risk, and the individual still
prefers the unencrypted email. We disagree that the “duty to warn” individuals of risks
associated with unencrypted email would be unduly burdensome on covered entities and
believe this is a necessary step in protecting the protected health information. We do not
expect covered entities to educate individuals about encryption technology and the
information security. Rather, we merely expect the covered entity to notify the individual
that there may be some level of risk that the information in the email could be read by a
third party. If individuals are notified of the risks and still prefer unencrypted email, the
individual has the right to receive protected health information in that way, and covered
entities are not responsible for unauthorized access of protected health information while
in transmission to the individual based on the individual’s request. Further, covered
entities are not responsible for safeguarding information once delivered to the individual.
b. Third Parties
Proposed Rule

Section 164.524(c)(3) of the Privacy Rule currently requires the covered entity to
provide the access requested by the individual in a timely manner, which includes
arranging with the individual for a convenient time and place to inspect or obtain a copy
of the protected health information, or mailing the copy of protected health information at
the individual’s request. The Department had previously interpreted this provision as
requiring a covered entity to mail the copy of protected health information to an
alternative address requested by the individual, provided the request was clearly made by

the individual and not a third party. Section 13405(e)(1) of the HITECH Act provides
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that if the individual chooses, he or she has a right to direct the covered entity to transmit
an electronic copy of protected health information in an EHR directly to an entity or
person designated by the individual, provided that such choice is clear, conspicuous, and
specific.

Based on section 13405(¢e)(1) of the HITECH Act and our authority under section
264(c) of HIPAA, we proposed to expand § 164.524(c)(3) to expressly provide that, if
requested by an individual, a covered entity must transmit the copy of protected health
information directly to another person designated by the individual. This proposed
amendment is consistent with the Department’s prior interpretation on this issue and
would apply without regard to whether the protected health information is in electronic or
paper form. We proposed to implement the requirement of section 13405(e)(1) that the
individual’s “choice [be] clear, conspicuous, and specific” by requiring that the
individual’s request be “in writing, signed by the individual, and clearly identify the
designated person and where to send the copy of protected health information.” We
noted that the Privacy Rule allows for electronic documents to qualify as written
documents for purposes of meeting the Rule’s requirements, as well as electronic
signatures to satisfy any requirements for a signature, to the extent the signature is valid
under applicable law. Thus, a covered entity could employ an electronic process for
receiving an individual’s request to transmit a copy of protected health information to his
or her designee under this proposed provision. Whether the process is electronic or

paper-based, a covered entity must implement reasonable policies and procedures under §

164.514(h) to verify the identity of any person who requests protected health information,
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as well as implement reasonable safeguards under § 164.530(c) to protect the information
that is used or disclosed.

Overview of Public Comments

Commenters requested clarification regarding the proposal to transmit an
electronic copy of protected health information to another person designated by the
individual. In particular, covered entities sought clarification on whether or not an
authorization is required prior to transmitting the requested electronic protected health
information to a third party designated by the individual. Some commenters supported
the ability to provide electronic protected health information access to third parties
without individual authorization, while others felt that authorization should be required.
Covered entities requested clarification that they are not liable when making reasonable
efforts to verify the identity of a third party recipient identified by the individual.

Final Rule

The final rule adopts the proposed amendment § 164.524(c)(3) to expressly
provide that, if requested by an individual, a covered entity must transmit the copy of
protected health information directly to another person designated by the individual. In
contrast to other requests under § 164.524, when an individual directs the covered entity
to send the copy of protected health information to another designated person, the request
must be made in writing, signed by the individual, and clearly identify the designated
person and where to send the copy of the protected health information. If a covered
entity has decided to require all access requests in writing, the third party recipient
information and signature by the individual can be included in the same written request;

no additional or separate written request is required. This written request for protected
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health information to be sent to a designated person is distinct from an authorization
form, which contains many additional required statements and elements (see §
164.508(c)). Covered entities may rely on the information provided in writing by the
individual when providing protected health information to a third party recipient
identified by the individual, but must also implement reasonable policies and procedures
under § 164.514(h) to verify the identity of any person who requests protected health
information, as well as implement reasonable safeguards under § 164.530(c) to protect
the information that is used or disclosed. For example, reasonable safeguards would not
require the covered entity to confirm that the individual provided the correct e-mail
address of the third party, but would require reasonable procedures to ensure that the
covered entity correctly enters the e-mail address into its system.
c. Fees
Proposed Rule

Section 164.524(c)(4) of the Privacy Rule currently permits a covered entity to
impose a reasonable, cost-based fee for a copy of protected health information (or a
summary or explanation of such information). However, such a fee may only include the
cost of: (1) the supplies for, and labor of, copying the protected health information; (2)
the postage associated with mailing the protected health information, if applicable; and
(3) the preparation of an explanation or summary of the protected health information, if
agreed to by the individual. With respect to providing a copy (or summary or
explanation) of protected health information from an EHR in electronic form, however,
section 13405(e)(2) of the HITECH Act provides that a covered entity may not charge

more than its labor costs in responding to the request for the copy.
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In response to section 13405(e)(2) of the HITECH Act, we proposed to amend §
164.524(c)(4)(1) to identify separately the labor for copying protected health information,
whether in paper or electronic form, as one factor that may be included in a reasonable
cost-based fee. While we did not propose more detailed considerations for this factor
within the regulatory text, we retained all prior interpretations of labor with respect to
paper copies — that is, that the labor cost of copying may not include the costs associated
with searching for and retrieving the requested information. With respect to electronic
copies, we asserted that a reasonable cost-based fee includes costs attributable to the
labor involved to review the access request and to produce the electronic copy, which we
expected would be negligible. However, we did not consider a reasonable cost-based fee
to include a standard “retrieval fee” that does not reflect the actual labor costs associated
with the retrieval of the electronic information or that reflects charges that are unrelated
to the individual’s request (e.g., the additional labor resulting from technical problems or
a workforce member’s lack of adequate training). We invited public comment on this
aspect of our rulemaking, specifically with respect to what types of activities related to
managing electronic access requests should be compensable aspects of labor.

We also proposed to amend § 164.524(c)(4)(ii) to provide separately for the cost
of supplies for creating the paper copy or electronic media (i.e., physical media such as a
compact disc (CD) or universal serial bus (USB) flash drive), if the individual requests
that the electronic copy be provided on portable media. This reorganization and the
addition of the phrase “electronic media” reflected our understanding that since section
13405(e)(2) of the HITECH Act permits only the inclusion of labor costs in the charge

for electronic copies, it by implication excludes charging for the supplies that are used to
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create an electronic copy of the individual’s protected health information, such as the
hardware (computers, scanners, etc.) or software that is used to generate an electronic
copy of an individual’s protected health information in response to an access request. We
noted that this limitation is in contrast to a covered entity’s ability to charge for supplies
for hard copies of protected health information (e.g., the cost of paper, the prorated cost
of toner and wear and tear on the printer). See 65 FR 82462, 82735, Dec. 28, 2000
(responding to a comment seeking clarification on “capital cost for copying” and other
supply costs by indicating that a covered entity was free to recoup all of their reasonable
costs for copying). We asserted that this interpretation was consistent with the fact that,
unlike a hard copy, which generally exists on paper, an electronic copy exists
independent of media, and can be transmitted securely via multiple methods (e.g., e-mail,
a secure web-based portal, or an individual’s own electronic media) without accruing any
ancillary supply costs. We also noted, however, that our interpretation of the statute
would permit a covered entity to charge a reasonable and cost-based fee for any
electronic media it provided, as requested or agreed to by an individual.

While we proposed to renumber the remaining factors at § 164.524(c)(4), we did
not propose to amend their substance. With respect to § 164.524(c)(4)(iii), however, we
noted that our interpretation of the statute would permit a covered entity to charge for
postage if an individual requests that the covered entity transmit portable media
containing an electronic copy through mail or courier (e.g., if the individual requests that
the covered entity save protected health information to a CD and then mail the CD to a
designee).

Overview of Public Comments
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Commenters generally supported and appreciated the inclusion of a reasonable,
cost-based fee that includes both labor and, in some cases, supply costs to support the
new electronic access requirement. Several commenters disagreed that the cost related to
reviewing and responding to requests would be negligible, particularly if the scope
includes information in designated record sets and not only EHRs, since more technically
trained staff would be necessary to perform this function.

Commenters provided many suggestions of costs that should be permitted in the
fees, including those associated with labor, materials, systems, retrieval (particularly for
old data maintained in archives, backup media or legacy systems), copying, transmission,
and capital to recoup the significant investments made for data access, storage and
infrastructure. Commenters offered additional suggestions on labor-related costs,
including: skilled technical staff time; time spent recovering, compiling, extracting,
scanning and burning protected health information to media, and distributing the media;
and preparation of an explanation or summary if appropriate. Suggestions of materials-
related costs included: CDs, flash drives, tapes or other portable media; new types of
technology needed to comply with individual requests; office supplies; and mail copies.
Systems-related costs included: software necessary to conduct protected health
information searches; and implementation and maintenance of security systems and
secure connectivity.

Final Rule

The final rule adopts the proposed amendment at § 164.524(c)(4)(i) to identify

separately the labor for copying protected health information, whether in paper or

electronic form, as one factor that may be included in a reasonable cost-based fee. We
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acknowledge commenters’ assertions that the cost related to searching for and retrieving
electronic protected health information in response to requests would be not be
negligible, as opposed to what we had anticipated, particularly in regards to designated
record set access that will require more technically trained staff to perform this function.
We clarify that labor costs included in a reasonable cost-based fee could include skilled
technical staff time spent to create and copy the electronic file, such as compiling,
extracting, scanning and burning protected health information to media, and distributing
the media. This could also include the time spent preparing an explanation or summary
of the protected health information, if appropriate.

The final rule also adopts the proposed amendment at § 164.524(c)(4)(ii) to
provide separately for the cost of supplies for creating the paper copy or electronic media
(i.e., physical media such as a compact disc (CD) or universal serial bus (USB) flash
drive), if the individual requests that the electronic copy be provided on portable media.
We do not require that covered entities obtain new types of technology needed to comply
with specific individual requests, and therefore the cost of obtaining such new
technologies is not a permissible fee to include in the supply costs.

With respect to § 164.524(c)(4)(iii), we clarify that a covered entity is permitted
to charge for postage if an individual requests that the covered entity transmit portable
media containing an electronic copy through mail or courier (e.g., if the individual
requests that the covered entity save protected health information to a CD and then mail
the CD to a designee).

Fees associated with maintaining systems and recouping capital for data access,

storage and infrastructure are not considered reasonable, cost-based fees, and are not
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permissible to include under this provision. Covered entities are not required to adopt or
purchase new systems under this provision, and thus any costs associated with
maintaining them are present regardless of the new electronic access right. Additionally,
although the proposed rule indicated that a covered entity could charge for the actual
labor costs associated with the retrieval of electronic information, in this final rule we
clarify that a covered entity may not charge a retrieval fee (whether it be a standard
retrieval fee or one based on actual retrieval costs). This interpretation will ensure that
the fee requirements for electronic access are consistent with the requirements for hard
copies, which do not allow retrieval fees for locating the data.

Response to Other Public Comments

Comment: Commenters requested clarification on how to proceed when State
laws designate fees.

Response: When a State law provides a limit on the fee that a covered entity may
charge for a copy of protected health information, this is relevant in determining whether
a covered entity’s fee is “reasonable” under § 164.524(c)(4). A covered entity’s fee must
be both reasonable and cost-based. For example, if a State permits a charge of 25 cents
per page, but a covered entity is able to provide an electronic copy at a cost of five cents
per page, then the covered entity may not charge more than five cents per page (since that
is the reasonable and cost-based amount). Similarly, if a covered entity’s cost is 30 cents
per page but the State law limits the covered entity’s charge to 25 cents per page, then the
covered entity may not charge more than 25 cents per page (since charging 30 cents per
page would be the cost-based amount, but would not be reasonable in light of the State

law).
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Comment: One commenter suggested that labor-related costs should include
preparation of an affidavit certifying that the information is a true and correct copy of the
records.

Response: We do not consider the cost to prepare an affidavit to be a copying
cost. Thus, where an individual requests that an affidavit accompany the copy of
protected health information requested by the individual for litigation purposes or
otherwise, a covered entity may charge the individual for the preparation of such affidavit
and is not subject to the reasonable, cost-based fee limitations of § 164.524(c)(4).
However, a covered entity may not withhold an individual’s copy of his or her protected
health information for failure by the individual to pay any fees for services above and
beyond the copying, such as for preparing an affidavit.

Comment: Some commenters recommended defining the following terms:

29 ¢

“preparing,” “producing,” and “transmitting.”

29 ¢

Response: We decline to define the terms “preparing,” “producing,” and
“transmitting,” as we believe the terms have been adequately understood and utilized in
the context of hard copy access to protected health information.
d. Timeliness
Proposed Rule

We requested comment on one aspect of the right to access and obtain a copy of
protected health information which the HITECH Act did not amend. In particular, the
HITECH Act did not change the timeliness requirements for provision of access at §

164.524(b). Under the current requirements, a request for access must be approved or

denied, and if approved, access or a copy of the information provided, within 30 days of
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the request. In cases where the records requested are only accessible from an off-site
location, the covered entity has an additional 30 days to respond to the request. In
extenuating circumstances where access cannot be provided within these timeframes, the
covered entity may have a one-time 30-day extension if the individual is notified of the
need for the extension within the original timeframes.

With regard to the timeliness of the provision of access, we recognized that with
the advance of EHRs, there is an increasing expectation and capacity to provide
individuals with almost instantaneous electronic access to the protected health
information in those records through personal health records or similar electronic means.
On the other hand, we did not propose to limit the right to electronic access of protected
health information to certified EHRs, and the variety of electronic systems that are
subject to this proposed requirement would not all be able to comply with a timeliness
standard based on personal health record capabilities. It was our assumption that a single
timeliness standard that would address a variety of electronic systems, rather than having
a multitude of standards based on system capacity, would be the preferred approach to
avoid workability issues for covered entities. Even under a single standard, nothing
would prevent users of EHR systems from exceeding the Privacy Rule’s timeliness
requirements for providing access to individuals. Additionally, the Medicare and
Medicaid EHR Incentive Programs (the “meaningful use” programs) require users of
Certified EHR Technology to provide individuals with expedited access to information.
Based on the assumption that a single standard would be the preferred approach under the
Privacy Rule, we requested public comment on an appropriate, common timeliness

standard for the provision of access by covered entities with electronic designated record
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sets generally. We specifically requested comment on aspects of existing systems that
would create efficiencies in processing of requests for electronic information, as well as
those aspects of electronic systems that would provide little change from the time
required for processing a paper record. Alternatively, we requested comment on whether
the current standard could be altered for all systems, paper and electronic, such that all
requests for access should be responded to without unreasonable delay and not later than
30 days.

We also requested public comment on whether, contrary to our assumption, a
variety of timeliness standards based on the type of electronic designated record set is the
preferred approach and if so, how such an approach should be implemented.

Finally, we requested comment on the time necessary for covered entities to
review access requests and make necessary determinations, such as whether the granting
of access would endanger the individual or other persons so as to better understand how
the time needed for these reviews relates to the overall time needed to provide the
individual with access. Further, we requested comment generally on whether the
provision which allows a covered entity an additional 30 days to provide access to the
individual if the protected health information is maintained off-site should be eliminated
altogether for both paper and electronic records, or at least for protected health
information maintained or archived electronically because the physical location of
electronic data storage is not relevant to its accessibility.

Overview of Public Comments

Commenters generally supported maintaining the same timeframe for response

for both paper and electronic records and not modifying the existing timeframes for
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response. Commenters espoused many rationales for maintaining a single standard and
the existing response standards, including that off-site electronic storage with back-up
tapes will require time to obtain the electronic media, multiple electronic systems may
need to be accessed, some systems may not have data stored in useable formats requiring
time to convert data, and time may be required to obtain data from business associates
and subcontractors.

Some commenters acknowledged that electronic records may be easier to access,
but review of records and verification processes would still require time that cannot be
shortcut because a record is electronic. One commenter acknowledged that shorter times
may be achievable when specific data set standards are established and covered entities
have electronic records in place. One commenter believed that electronic records could
be furnished in a much shorter timeframe, such as two business days.

Several commenters suggested responses be done in much shorter timeframes,
such as instantly, within one day or three days. One commenter noted that meaningful
use standards required access within three days for 50 percent of patients. These
commenters suggested alternative timeframes for adoption, such as allowing 60 days for
response due to off-site storage issues and potential for multiple requests. One
commenter suggested 30 and 60 day times were unworkable and another commenter
suggested eliminating the 30 day extension for off-site record storage. One commenter
suggested 30 days may be longer than is necessary, but cautioned against mandates that
would unreasonably divert provider resources (e.g., five days would be unreasonable
when a provider must take time to include explanatory notes).

Final Rule
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The final rule modifies the timeliness requirements for right to access and to
obtain a copy of protected health information at § 164.524(b). We remove the provision
at § 164.524(b)(2)(ii) that permits 60 days for timely action when protected health
information for access is not maintained or accessible to the covered entity on-site. We
retain and renumber as necessary the provision at § 164.524(b)(2)(iii) that permits a
covered entity a one-time extension of 30 days to respond to the individual’s request
(with written notice to the individual of the reasons for delay and the expected date by
which the entity will complete action on the request).

We believe the 30 day timeframe for access is appropriate and achievable by
covered entities given the increasing expectation and capacity to provide individuals with
almost instantaneous electronic access to the protected health information in those
records through personal health records or similar electronic means. While a covered
entity is permitted 30 days to provide access (with a 30-day extension when necessary),
we encourage covered entities to provide individuals with access to their information
sooner, and to take advantage of technologies that provide individuals with immediate
access to their health information. Nevertheless, for covered entities that continue to
make use of off-site storage or have additional time constraints to providing access, the
30 day extension remains available for a covered entity to exercise. This means, for
example, that a covered entity must provide an individual with access to off-site records
within 30 days of the individual’s request when possible, with a 30-day extension
available (for a total of 60 days, in contrast to the current law that permits up to 90 days

to provide the individual with access to such records).
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We decline to establish separate timeframes for timely access based upon whether
the protected health information to be accessed is paper or electronic. Commenters
generally supported adoption of a single standard rather than differing standards based
upon whether a record is paper or electronic and no comments provided compelling
reasons to establish differing standards.

Response to Other Public Comments

Comment: One commenter asked for clarification as to when the time period for
responding to a response begins if the parties spend significant time attempting to reach
agreement on the format of the electronic copy.

Response: We confirm that the time period for responding to a request for access
begins on the date of the request. Covered entities that spend significant time before
reaching agreement on the electronic format for a response are using part of the 30 days
permitted for response.

Comment: One commenter suggested there should be a transition period for those
covered entities that do not currently have the capability to meet the electronic access
requirement.

Response: We decline to implement a transition period for access to electronic
copies of protected health information. Covered entities are already subject to the hard
copy access requirement for all information held in designated record sets, including
electronic designated record sets, and the new requirement for electronic copies gives
covered entities the flexibility to provide an electronic copy in a form that is readily
producible. We do not believe additional time is needed to provide electronic copies of

protected health information that are readily producible.
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11. Other Technical Changes and Conforming Changes

Proposed Rule

We proposed to make a number of technical and conforming changes to the

Privacy Rule to fix minor problems, such as incorrect cross-references, mistakes of

grammar, and typographical errors. These changes are shown in Table 3 below.

TABLE 3.—Technical and Conforming Changes

Regulation Section

Current language

Proposed change

Reason for change

164.510(b)(2)(ii1) “based the exercise | Insert “on” after Correct
of professional “based.” typographical error.
Judgment”
164.512(b)(1) “Permitted Insert “uses and” Correct inadvertent
disclosures” and and “use or” before | omission.
“may disclose” “disclosures” and
“disclose,”
respectively.
164.512(e)(1)(iii) “seeking protecting | Change Correct
health information” | “protecting” to typographical error.
“protected.”
164.512(e)(1)(vi) “paragraph Change “(e)(1)(iv)” | Correct cross-
(e)(1)(iv) of this to “(e)(1)(v).” reference.
section”
164.512(k)(3) “authorized by 18 Remove the comma | Correct
U.S.C. 3056, or to after “U.S.C. typographical
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foreign heads of 3056 and the “to” | errors.
state..., or to before “for.”
for the conduct of

investigations”

In addition to the above technical changes, we proposed to make a few
clarifications to existing text in various provisions of the regulation not otherwise
addressed in the above preamble. These are as follows.

1. Section 164.506(c)(5) permits a covered entity to disclose protected health
information “to another covered entity that participates in the organized health care
arrangement.” We proposed to change the words “another covered entity that
participates” to “other participants” because not all participants in an organized health
care arrangement may be covered entities; for example, some physicians with staff
privileges at a hospital may not be covered entities.

2. Section 164.510(a)(1)(ii) permits the disclosure of directory information to
members of the clergy and other persons who ask for the individual by name. We
proposed to add the words “use or” to this permission, to cover the provision of such
information to clergy who are part of a facility’s workforce.

3. Section 164.510(b)(3) covers uses and disclosures of protected health
information when the individual is not present to agree or object to the use or disclosure,
and, as pertinent here, permits disclosure to persons only of “the protected health
information that is directly relevant to the person’s involvement with the individual’s

health care.” We proposed to delete the last two quoted words and substitute the
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following: “care or payment related to the individual’s health care or needed for
notification purposes.” This change aligns the text of paragraph (b)(3) with the
permissions provided for at paragraph (b)(1) of this section.

4. Where an employer needs protected health information to comply with
workplace medical surveillance laws, such as the Occupational Safety and Health
Administration or Mine Safety and Health Administration requirements, §
164.512(b)(1)(v)(A) permits a covered entity to disclose, subject to certain conditions,
protected health information of an individual to the individual’s employer if the covered
entity is a covered health care provider “who is a member of the workforce of such
employer or who provides health care to the individual at the request of the employer.”
We proposed to amend the quoted language by removing the words “who is a member of
the workforce of such employer or,” as the language is unnecessary.

5. At § 164.512(k)(1)(i1), we proposed to replace the word “Transportation” with
“Homeland Security.” The language regarding a component of the Department of
Transportation was included to refer to the Coast Guard; however, the Coast Guard was
transferred to the Department of Homeland Security in 2003.

6. At § 164.512(k)(5), which permits a covered entity to disclose to a correctional
institution or law enforcement official having lawful custody of an inmate or other
individual protected health information about the inmate or individual in certain
necessary situations, we proposed to replace the word “and” after the semicolon in
paragraph (i)(E) with the word “or.” The intent of § 164.512(k)(5)(1) is not that the
existence of all of the conditions is necessary to permit the disclosure, but rather that the

existence of any would permit the disclosure.

293



Overview of Public Comments

One commenter requested clarification about whether business associates may
participate in an organized health care arrangement (OHCA) under § 164.506(c)(5).
Another commenter recommended against changing the language of § 164.506(c)(5),
arguing that such a change could bring entities like employers and pharmaceutical
companies into OHCAs that should not otherwise have access to protected health
information, and suggested that the Department change the language to make clear that
an OHCA may include only professional staff members.

Final Rule

The final rule implements the technical, conforming, and clarifying changes as
proposed. In response to the comments regarding which entities may participate in an
OHCA, we clarify that a covered entity participating in an OHCA or the OHCA itself
may contract with a business associate to provide certain functions, activities, or services
on its behalf that involve access to protected health information, provided the applicable
requirements of §§ 164.502(e), 164.504(e), 164.308(b) and 164.314(a) are met. Further,
the definition of an organized health care arrangement (OHCA) at § 160.103 includes a
clinically integrated care setting in which individuals typically receive health care from
more than one health care provider. We modified § 164.506(c)(5) as discussed above in
recognition of the fact that not all participants in a clinically integrated care setting may
be covered entities (e.g., hospital with physicians with staff privileges that are not
workforce members). Such change does not permit employers and pharmaceutical
representatives to receive access to protected health information from or through an

OHCA in a manner they would otherwise be prohibited from now.
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V. Modifications to the Breach Notification Rule under the HITECH Act

A. Background

Section 13402 of the HITECH Act requires HIPAA covered entities to provide
notification to affected individuals and to the Secretary of HHS following the discovery
of a breach of unsecured protected health information. In some cases, the Act requires
covered entities also to provide notification to the media of breaches. In the case of a
breach of unsecured protected health information at or by a business associate of a
covered entity, the Act requires the business associate to notify the covered entity of the
breach. Finally, the Act requires the Secretary to post on an HHS Web site a list of
covered entities that experience breaches of unsecured protected health information
involving more than 500 individuals.

Section 13400(1) of the Act defines “breach” to mean, generally, the unauthorized
acquisition, access, use, or disclosure of protected health information which compromises
the security or privacy of such information. The Act includes three exceptions to this
definition to encompass situations Congress clearly intended not to constitute breaches:
(1) unintentional acquisition, access, or use of protected health information by an
employee or other person acting under the authority of a covered entity or business
associate if such acquisition, access, or use was made in good faith and within the course
and scope of the employment or other professional relationship of such person with the
covered entity or business associate and such information is not further acquired,
accessed, used, or disclosed by any person (section 13400(1)(B)(1)); (2) inadvertent
disclosure of protected health information from one person authorized to access protected

health information at a facility operated by a covered entity or business associate to
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another person similarly situated at the same facility and the information received is not
further acquired, accessed, used or disclosed without authorization by any person (section
13400(1)(B)(ii) and (iii)); and (3) unauthorized disclosures in which an unauthorized
person to whom protected health information is disclosed would not reasonably have
been able to retain the information (section 13400(1)(A)).

Further, section 13402(h) of the Act defines “unsecured protected health
information” as “protected health information that is not secured through the use of a
technology or methodology specified by the Secretary in guidance” and provides that the
guidance specify the technologies and methodologies that render protected health
information unusable, unreadable, or indecipherable to unauthorized individuals. Covered
entities and business associates that implement the specified technologies and
methodologies with respect to protected health information are not required to provide
notifications in the event of a breach of such information—that is, the information is not
considered “unsecured” in such cases. As required by the Act, the Secretary initially
issued this guidance on April 17, 2009 (it was subsequently published at 74 FR 19006 on
April 27, 2009). The guidance listed and described encryption and destruction as the two
technologies and methodologies for rendering protected health information unusable,
unreadable, or indecipherable to unauthorized individuals.

In cases in which notification is required, the Act at section 13402 prescribes the
timeliness, content, and methods of providing the breach notifications.

Section 13402 required HHS to issue within 180 days of enactment interim final
regulations to implement these breach notification requirements. The Department issued

an interim final rule on August 24, 2009, with a 60-day public comment period (74 FR
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42740). The interim final rule became effective on September 23, 2009. In the preamble
to the interim final rule, the Department also re-issued without substantive change its
Guidance Specifying the Technologies and Methodologies That Render Protected Health
Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals that
was initially issued on April 17, 2009. The Guidance continues to specify encryption and
destruction as the two methods for rendering protected health information unusable,
unreadable, or indecipherable to unauthorized individuals — or “secured” — and thus,
exempt from the breach notification obligations. See 74 FR 42741-43.

B. Overview of the Interim Final Rule

The interim final rule added a new subpart D to part 164 of title 45 of the Code of
Federal Regulations (CFR) to implement the breach notification provisions of section
13402 of the HITECH Act. In developing the interim final rule, the Department
consulted closely with the Federal Trade Commission (FTC), which administers similar
breach notification requirements on vendors of personal health records (PHRs) and their
third party service providers under section 13407 of the HITECH Act. The interim final
rule and FTC’s Health Breach Notification Rule (74 FR 42962, published August 25,
2009) made clear that entities operating as HIPAA covered entities and business
associates are subject to HHS’, and not the FTC’s, breach notification rule. Second, to
address those limited cases where an entity may be subject to both HHS’ and the FTC’s
rules, such as a vendor that offers PHRs to customers of a HIPAA covered entity as a
business associate and also offers PHRs directly to the public, both sets of regulations
were harmonized by including the same or similar language, within the constraints of the

statutory language.
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The 60-day public comment period on the interim final rule closed on October 23,
2009. The Department received approximately 120 comments during the comment
period from a variety of entities, including health care providers, hospital and medical
associations, health plans, educational institutions, information technology companies,
privacy and security advocates, consumer groups, state agencies, and several members of
Congress. The provisions of the interim final rule are discussed in more detail below,
along with the public comments received, and the provisions of this final rule.

C. Section-by-Section Description of Final Rule and Response to Comments

1. Section 164.402—Definitions

a. Definition of “Breach”

Interim Final Rule

Section 13400(1)(A) of the Act defines “breach” as the “unauthorized acquisition,
access, use, or disclosure of protected health information which compromises the security
or privacy of such information, except where an unauthorized person to whom such
information is disclosed would not reasonably have been able to retain such information.”
Section 13400(1)(B) of the Act provides two additional exceptions to the definition of
“breach.” The interim final rule at 45 CFR 164.402 defined a “breach” to mean generally
“the acquisition, access, use, or disclosure of protected health information in a manner
not permitted [by the Privacy Rule] which compromises the security or privacy of the
protected health information.” The definition included the statutory exceptions to the
definition (discussed below) and clarified that “unauthorized” for purposes of the statute

meant in a manner not permitted by the Privacy Rule.
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In addition, for purposes of this definition, the rule provided that “compromises
the security or privacy of the protected health information” means poses a significant risk
of financial, reputational, or other harm to the individual. The Department included this
standard regarding a significant risk of harm to the individual (i.e., harm standard) after
considering public comment received in response to the Department’s request for
information on the HITECH Act’s breach notification provisions. See 74 FR 19006. The
inclusion of the harm standard was intended to align the Department’s rule with many
State breach notification laws, as well as existing obligations on Federal agencies
pursuant to OMB Memorandum M-07-16, that have similar standards for triggering
breach notification. In addition, the standard was intended to ensure that consumers were
not flooded with breach notifications for inconsequential events, which could cause
unnecessary anxiety and eventual apathy among consumers.

To determine whether an impermissible use or disclosure of protected health
information constitutes a breach under this standard, covered entities and business
associates were required to perform a risk assessment to determine if there is a significant
risk of harm to the individual as a result of the impermissible use or disclosure. In
conducting the risk assessment, covered entities and business associates were to consider
a number or combination of factors, including who impermissibly used the information or
to whom the information was impermissibly disclosed; whether the covered entity or
business associate had taken steps to mitigate or eliminate the risk of harm; whether the
protected health information was actually accessed; and what type or amount of protected

health information was impermissibly used or disclosed.
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The rule provided further that an impermissible use or disclosure of protected
health information that qualifies as a limited data set but also excludes dates of birth and
zip codes (both identifiers that may otherwise be included in a limited data set) does not
compromise the security or privacy of the protected health information. The Department
included this narrow exception in the belief that it would be very difficult to re-identify a
limited data set that excludes dates of birth and zip codes. Thus, a breach of such
information would pose a low level of risk of harm to an individual.

The interim final rule also included the three statutory exceptions to the definition
of breach. To implement section 13400(1)(B)(i) of the Act, the first regulatory exception
provided that a breach excludes any unintentional acquisition, access, or use of protected
health information by a workforce member or person acting under the authority of a
covered entity or business associate, if such acquisition, access, or use was made in good
faith and within the scope of authority and does not result in further use or disclosure in a
manner not permitted by the Privacy Rule. We substituted the term “workforce
members” for the statutory term “employees” because “workforce member” is a defined
term for purposes of the HIPAA Rules and means employees, volunteers, trainees, and
other persons whose conduct, in the performance of work for a covered entity or business
associate, is under the direct control of such covered entity or business associate.

In addition to unintentional, good faith access to protected health information by
workforce members, this exception covers similar access by a business associate of a
covered entity or subcontractor with respect to a business associate or other person acting

on behalf of a covered entity or business associate. The exception does not, however,
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cover situations involving snooping employees, because access as a result of such
snooping would be neither unintentional nor done in good faith.

To implement section 13400(1)(B)(ii) and (iii) of the Act, the second regulatory
exception provided that a breach excludes inadvertent disclosures of protected health
information from a person who is authorized to access protected health information at a
covered entity or business associate to another person authorized to access protected
health information at the same covered entity, business associate, or organized health care
arrangement in which the covered entity participates. The regulatory exception includes
reference to an “organized health care arrangement” to capture, among other things,
clinically integrated care settings in which individuals typically receive health care from
more than one health care provider, such as a hospital, and the health care providers who
have staff privileges at the hospital.

In this regulatory exception, we also interpreted the statutory limitations that the
disclosure be to “another person similarly situated at the same facility” to mean that the
disclosure be to another person authorized to access protected health information (even if
the two persons may not be authorized to access the same types of protected health
information) at the same covered entity, business associate, or organized health care
arrangement in which the covered entity participates (even if the covered entity, business
associate, or organized health care arrangement has multiple facilities or locations across
the country).

Finally, to implement section 13400(1)(A) of the Act, the interim final rule
exempted disclosures of protected health information where a covered entity or a

business associate has a good faith belief that an unauthorized person to whom the
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disclosure was made would not reasonably have been able to retain such information.
For example, if a covered entity, due to a lack of reasonable safeguards, sends a number
of explanations of benefits (EOBs) to the wrong individuals and a few of the EOBs are
returned by the post office, unopened, as undeliverable, the covered entity can conclude
that the improper addressees could not reasonably have retained the information. The
EOBs that were not returned as undeliverable, however, and that the covered entity
knows were sent to the wrong individuals, should be treated as potential breaches. As
another example, if a nurse mistakenly hands a patient the discharge papers belonging to
another patient, but she quickly realizes her mistake and recovers the protected health
information from the patient, this would not constitute a breach if the nurse can
reasonably conclude that the patient could not have read or otherwise retained the
information.

With respect to any of the three exceptions discussed above, a covered entity or
business associate has the burden of proof, pursuant to § 164.414(b) (discussed below),
for showing why breach notification was not required. Accordingly, the covered entity or
business associate must document why the impermissible use or disclosure falls under
one of the above exceptions.

Overview of Public Comments

Of the approximately 85 public comments received on the interim final rule
addressing the definition of breach, approximately 70 of those comments addressed the
harm standard and risk assessment approach in the interim final rule. We received
approximately 60 comments in support of the harm standard and the risk assessment

approach. The commenters in support of this approach included providers, health plans,
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professional associations, and certain members of Congress. These commenters argued
that the inclusion of the harm standard and accompanying risk assessment was consistent
with the statutory language, aligned the interim final rule with many State breach
notification laws and Federal policies, and appropriately placed the obligation to
determine if a breach had occurred on covered entities and business associates since they
had the requisite knowledge of the incident to best assess the likely impact of the
impermissible use or disclosure.

The proponents of the harm standard and risk assessment approach also argued
that its removal would increase the cost and burden of implementing the rule for covered
entities, business associates, as well as HHS, and may cause unnecessary anxiety and
eventual apathy among consumers if notifications are sent when there is no risk of harm
to the individual.

We also received approximately 10 comments opposed to the harm standard.
Generally, the commenters opposed to this approach were members of Congress and
consumer advocacy groups. Some opponents of the harm standard argued that its
addition to the interim final rule set too high a bar for triggering breach notification,
which was contrary to statutory intent. These commenters argued that the final rule
should adopt a bright line standard for breach notification to ensure that individuals are
aware of all impermissible uses and disclosures of their health information regardless of
the potential risk and to make implementation and enforcement of the rule more uniform
by removing the discretion and judgment given to covered entities in the interim final

rule. These commenters argued that such transparency would better breed consumer trust
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and would allow individuals to assess the risk of harm themselves and take necessary
measures to mitigate an impermissible use or disclosure of their health information.

Other commenters, while opposed to a harm standard to trigger breach
notification, nonetheless agreed that breach notification should not be required following
every impermissible use or disclosure of unsecured protected health information no
matter how inconsequential the breach. These commenters argued that, rather than a
subjective standard measuring the risk of harm to an individual, the final rule should
include a more objective standard against which entities would be required to assess risk.
These commenters suggested that the risk assessment should focus on the risk that the
protected health information was compromised instead of on the risk of harm to the
individual. Additionally, these commenters proposed four factors that should be
considered to determine whether the information was compromised: (1) to whom the
information was impermissibly disclosed; (2) whether the information was actually
accessed or viewed; (3) the potential ability of the recipient to identify the subjects of the
data; and (4) in cases where the recipient is the disclosing covered entity’s business
associate or is another covered entity, whether the recipient took appropriate mitigating
action.

Some commenters stated that the default function of the rule was unclear. In
particular, these commenters questioned whether the rule required notification of a breach
unless it is determined that a significant risk of harm does not exist, or alternatively,
required notification only in cases where significant risk of harm can be demonstrated.
Other commenters suggested that we include in the definition an express presumption of

a breach unless an entity can show otherwise.
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Additionally, many commenters responded to the treatment of limited data sets in
the interim final rule. Although many commenters expressed support for the assertion
that limited data sets that do not contain dates of birth and zip codes do not compromise
the security or privacy of protected health information, most of these commenters
expressed concern that the interim final rule did not go far enough and should exempt
even those limited data sets that contain dates of birth and/or zip codes from the breach
notification requirements. These commenters argued that no impermissible use or
disclosure of a limited data set should trigger breach notification obligations because
without the 16 direct identifiers that the Privacy Rule requires to be stripped from the
information, there is minimal risk of harm to the individual. Additionally, commenters
indicated it would be costly and burdensome for entities to have to re-identify the
information in a limited data set to provide notification and that re-identifying the
information could also pose an additional risk of harm to the affected individuals.
Finally, other commenters noted that because researchers commonly rely on limited data
sets that contain dates of birth and zip codes, researchers would not be able to take
advantage of the exception for certain limited data sets in the interim final rule, which
may have the effect of deterring research.

In contrast, some commenters expressed concern regarding the inclusion of even
the limited exception to the definition of breach for limited data sets that do not include
dates of birth and zip codes. These commenters supported requiring entities to perform a
risk assessment to determine whether an impermissible use or disclosure of such
information compromised the security or privacy of the information, as there may be a

risk of re-identification of this information depending on who received the information.
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Final Rule

After considering the public comments on the definition, the Department in this
final rule amends the definition of “breach” at 45 CFR 164.402. Based on the comments,
we recognize that the language used in the interim final rule and its preamble could be
construed and implemented in manners we had not intended. Accordingly, this final rule
modifies and clarifies the definition of breach and the risk assessment approach outlined
in the interim final rule.

First, we have added language to the definition of breach to clarify that an
impermissible use or disclosure of protected health information is presumed to be a
breach unless the covered entity or business associate, as applicable, demonstrates that
there is a low probability that the protected health information has been compromised.
We recognize that some persons may have interpreted the risk of harm standard in the
interim final rule as setting a much higher threshold for breach notification than we
intended to set. As a result, we have clarified our position that breach notification is
necessary in all situations except those in which the covered entity or business associate,
as applicable, demonstrates that there is a low probability that the protected health
information has been compromised (or one of the other exceptions to the definition of
breach applies). We believe that the express statement of this presumption in the final
rule will help ensure that all covered entities and business associates interpret and apply
the regulation in a uniform manner and also responds to commenters that indicated the
default function of the rule was unclear. This new language is also consistent with §
164.414, which provides that covered entities and business associates have the burden of

proof to demonstrate that all notifications were provided or that an impermissible use or
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disclosure did not constitute a breach (such as by demonstrating through a risk
assessment that there was a low probability that the protected health information had
been compromised) and must maintain documentation sufficient to meet that burden of
proof.

Second, to further ensure that this provision is applied uniformly and objectively
by covered entities and business associates, we have removed the harm standard and
modified the risk assessment to focus more objectively on the risk that the protected
health information has been compromised. Thus, breach notification is not required
under the final rule if a covered entity or business associate, as applicable, demonstrates
through a risk assessment that there is a low probability that the protected health
information has been compromised, rather than demonstrate that there is no significant
risk of harm to the individual as was provided under the interim final rule. The final rule
also identifies the more objective factors covered entities and business associates must
consider when performing a risk assessment to determine if the protected health
information has been compromised and breach notification is necessary.

Although some commenters urged us to implement a bright line standard,
requiring notification for all impermissible uses and disclosures without any assessment
of risk, we believe that a risk assessment is necessary. The statute acknowledges, by
including a specific definition of breach and identifying exceptions to this definition, as
well as by providing that an unauthorized acquisition, access, use, or disclosure of
protected health information must compromise the security or privacy of such
information to be a breach, that there are several situations in which unauthorized

acquisition, access, use, or disclosure of protected health information is so
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inconsequential that it does not warrant notification. In addition to the statutory
exceptions that have been included in both the interim final rule and this final rule, there
may be other similar situations that do not warrant breach notification. We agree with
commenters that providing notification in such cases may cause the individual
unnecessary anxiety or even eventual apathy if notifications of these types of incidents
are sent routinely. For example, if a covered entity misdirects a fax containing protected
health information to the wrong physician practice, and upon receipt, the receiving
physician calls the covered entity to say he has received the fax in error and has destroyed
it, the covered entity may be able to demonstrate after performing a risk assessment that
there is a low risk that the protected health information has been compromised. Although
this scenario does not fit into any of the statutory or regulatory exceptions, we believe
that, like the exceptions to breach, notification should not be required if the covered
entity demonstrates a low probability that the data has been compromised.

Commenters argued that a rule containing a bright line standard for notification
would be easier for both the regulated entities to implement and for HHS to enforce. We
disagree. Although a rule that required notification following every impermissible use or
disclosure may appear easier for covered entities and business associates to implement --
as no determination of the risk that the protected health information has been
compromised would be required -- in effect, a bright line standard would be extremely
burdensome and costly for entities to implement. With no risk assessment following an
impermissible use or disclosure, entities may be required to provide many notices each
year for incidents that did not compromise the security or privacy of an individual's

protected health information.
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Although we do not believe a bright line approach to breach notification is
appropriate, we do agree with the commenters who expressed concern that the risk
assessment focus on “harm to an individual” in the interim final rule was too subjective
and would lead to inconsistent interpretations and results across covered entities and
business associates. As a result, instead of assessing the risk of harm to the individual,
covered entities and business associates must assess the probability that the protected
health information has been compromised based on a risk assessment that considers at
least the following factors: (1) the nature and extent of the protected health information
involved, including the types of identifiers and the likelihood of re-identification; (2) the
unauthorized person who used the protected health information or to whom the disclosure
was made; (3) whether the protected health information was actually acquired or viewed;
and (4) the extent to which the risk to the protected health information has been
mitigated. We believe that the use of these factors, which are derived from the factors
listed in the interim final rule as well as many of the factors suggested by commenters,
will result in a more objective evaluation of the risk to the protected health information
and a more uniform application of the rule.

As we have modified and incorporated the factors that must be considered when
performing a risk assessment into the regulatory text, covered entities and business
associates should examine their policies to ensure that when evaluating the risk of an
impermissible use or disclosure they consider all of the required factors. In addition,
given the circumstances of the impermissible use or disclosure, additional factors may
need to be considered to appropriately assess the risk that the protected health

information has been compromised. We note that, although we have included this risk
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assessment in the final rule, this type of assessment of risk should not be a new or
different exercise for covered entities and business associates. Similar assessments of
risk that data have been compromised must be performed routinely following security
breaches and to comply with certain State breach notification laws.

The first factor requires covered entities and business associates to evaluate the
nature and the extent of the protected health information involved, including the types of
identifiers and the likelihood of re-identification of the information. To assess this factor,
entities should consider the type of protected health information involved in the
impermissible use or disclosure, such as whether the disclosure involved information that
is of a more sensitive nature. For example, with respect to financial information, this
includes credit card numbers, social security numbers, or other information that increases
the risk of identity theft or financial fraud. With respect to clinical information, this may
involve considering not only the nature of the services or other information'' but also the
amount of detailed clinical information involved (e.g., treatment plan, diagnosis,
medication, medical history information, test results). Considering the type of protected
health information involved in the impermissible use or disclosure will help entities
determine the probability that the protected health information could be used by an
unauthorized recipient in a manner adverse to the individual or otherwise used to further
the unauthorized recipient’s own interests. Additionally, in situations where there are
few, if any, direct identifiers in the information impermissibly used or disclosed, entities
should determine whether there is a likelihood that the protected health information

released could be re-identified based on the context and the ability to link the information

"' We caution that many forms of health information, not just information about sexually transmitted
diseases or mental health or substance abuse, are sensitive.
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with other available information.'? For example, if a covered entity impermissibly
disclosed a list of patient names, addresses, and hospital identification numbers, the
protected health information is obviously identifiable, and a risk assessment likely would
determine that there is more than a low probability that the information has been
compromised, dependent on an assessment of the other factors discussed below.
Alternatively, if the covered entity disclosed a list of patient discharge dates and
diagnoses, the entity would need to consider whether any of the individuals could be
identified based on the specificity of the diagnosis, the size of the community served by
the covered entity, or whether the unauthorized recipient of the information may have the
ability to combine the information with other available information to re-identify the
affected individuals (considering this factor in combination with the second factor
discussed below). We emphasize, however, that the entity must evaluate all the factors,
including those discussed below, before making a determination about the probability of
risk that the protected health information has been compromised.

The second factor requires covered entities and business associates to consider the
unauthorized person who impermissibly used the protected health information or to
whom the impermissible disclosure was made. Entities should consider whether the
unauthorized person who received the information has obligations to protect the privacy
and security of the information. For example, as discussed in the interim final rule, if
protected health information is impermissibly disclosed to another entity obligated to
abide by the HIPAA Privacy and Security Rules or to a Federal agency obligated to

comply with the Privacy Act of 1974 and the Federal Information Security Management

"2 Information that has been de-identified in accordance with 45 CFR 164.514(a)-(c) is not protected health
information, and thus, any inadvertent or unauthorized use or disclosure of such information is not
considered a breach for purposes of this rule.
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Act of 2002, there may be a lower probability that the protected health information has
been compromised since the recipient of the information is obligated to protect the
privacy and security of the information in a similar manner as the disclosing entity. We
also emphasize that this factor should be considered in combination with the factor
discussed above regarding the risk of re-identification. If the information impermissibly
used or disclosed is not immediately identifiable, entities should determine whether the
unauthorized person who received the protected health information has the ability to re-
identify the information. For example, if information containing dates of health care
service and diagnoses of certain employees was impermissibly disclosed to their
employer, the employer may be able to determine that the information pertains to specific
employees based on other information available to the employer, such as dates of absence
from work. In this case, there may be more than a low probability that the protected
health information has been compromised.

Several commenters suggested that a risk assessment need be completed
following only impermissible disclosures of protected health information, since
information impermissibly “used” remains within the covered entity or business
associate. We disagree. The final rule requires a risk assessment to be performed
following both impermissible uses and disclosures (that do not otherwise fall within the
other enumerated exceptions to breach). However, the fact that information only is
impermissibly used within a covered entity or business associate and the impermissible
use does not result in further impermissible disclosure outside the entity, is something
that may be taken into account in conducting the risk assessment and may reduce the

probability that the protected health information has been compromised.
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The third factor requires covered entities and business associates to investigate an
impermissible use or disclosure to determine if the protected health information was
actually acquired or viewed or, alternatively, if only the opportunity existed for the
information to be acquired or viewed. For example, as we discussed in the interim final
rule, if a laptop computer was stolen and later recovered and a forensic analysis shows
that the protected health information on the computer was never accessed, viewed,
acquired, transferred, or otherwise compromised, the entity could determine that the
information was not actually acquired by an unauthorized individual even though the
opportunity existed. In contrast, however, if a covered entity mailed information to the
wrong individual who opened the envelope and called the entity to say that she received
the information in error, then, in this case, the unauthorized recipient viewed and
acquired the information because she opened and read the information to the extent that
she recognized it was mailed to her in error.

The final factor included in the final rule requires covered entities and business
associates to consider the extent to which the risk to the protected health information has
been mitigated. Covered entities and business associates should attempt to mitigate the
risks to the protected health information following any impermissible use or disclosure,
such as by obtaining the recipient’s satisfactory assurances that the information will not
be further used or disclosed (through a confidentiality agreement or similar means) or
will be destroyed, and should consider the extent and efficacy of the mitigation when
determining the probability that the protected health information has been compromised.
We note that this factor, when considered in combination with the factor regarding the

unauthorized recipient of the information discussed above, may lead to different results in
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terms of the risk to the protected health information. For example, a covered entity may
be able to obtain and rely on the assurances of an employee, affiliated entity, business
associate, or another covered entity that the entity or person destroyed information it
received in error, while such assurances from certain third parties may not be sufficient.
As described above, certain commenters suggested that mitigation should only be
considered where the recipient of the information is a business associate of the covered
entity or another covered entity. We do not in this rule limit this factor to those
circumstances but, as discussed above, acknowledge that the recipient of the information
will have an impact on whether the covered entity can conclude that an impermissible use
or disclosure has been appropriately mitigated.

A covered entity’s or business associate’s analysis of the probability that
protected health information has been compromised following an impermissible use or
disclosure must address each factor discussed above. Other factors may also be
considered where necessary. Covered entities and business associates must then evaluate
the overall probability that the protected health information has been compromised by
considering all the factors in combination, and we expect these risk assessments to be
thorough, completed in good faith, and for the conclusions reached to be reasonable. If
an evaluation of the factors discussed above fails to demonstrate that there is a low
probability that the protected health information has been compromised, breach
notification is required. We do note, however, that a covered entity or business associate
has the discretion to provide the required notifications following an impermissible use or
disclosure of protected health information without performing a risk assessment.

Because the final rule clarifies the presumption that a breach has occurred following
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every impermissible use or disclosure of protected health information, entities may
decide to notify without evaluation of the probability that the protected health
information has been compromised. In the future, we will issue additional guidance to
aid covered entities and business associates in performing risk assessments with respect
to frequently occurring scenarios.

In addition to the removal of the harm standard and the creation of more objective
factors to evaluate the probability that protected health information has been
compromised, we have removed the exception for limited data sets that do not contain
any dates of birth and zip codes. In the final rule, following the impermissible use or
disclosure of any limited data set, a covered entity or business associate must perform a
risk assessment that evaluates the factors discussed above to determine if breach
notification is not required.

The vast majority of commenters were not supportive of the exception for certain
limited data sets outlined in the interim final rule, either because they believed the
exception did not go far enough and would chill research that needed access to birth dates
and zip codes in limited data sets, or because of concerns regarding the re-identifiability
of the limited information to which the exception applied. Based on the comments, we
believe it is appropriate to require the impermissible use or disclosure of a limited data
set, even those that do not contain dates of birth and zip codes, to be subject to a risk
assessment to demonstrate that breach notification is not required. The final rule
expressly includes a factor that would require consideration of the re-identifiability of the
information, as well a factor that requires an assessment of the unauthorized person who

used the protected health information or to whom the disclosure was made (i.e., whether
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this person has the ability to re-identify the affected individuals). Thus, the factors are
particularly suited to address the probability that a data set without direct identifiers has
been compromised following an impermissible use or disclosure. Further, we believe in
most cases that the result would be the same under this final rule as under the interim
final rule with respect to whether an impermissible use or disclosure of a limited data set
that also excludes dates of birth and zip codes constitutes a breach for which notification
is required. Due to the lack of identifiers present in the protected health information,
entities may reasonably determine that there is a low probability of risk that the
information has been compromised; however, we stress that this is a fact specific
determination to be made based on the circumstances of the impermissible use or
disclosure.

We encourage covered entities and business associates to take advantage of the
safe harbor provision of the breach notification rule by encrypting limited data sets and
other protected health information pursuant to the Guidance Specifying the Technologies
and Methodologies that Render Protected Health Information Unusable, Unreadable, or
Indecipherable to Unauthorized Individuals (74 FR 42740, 42742). If protected health
information is encrypted pursuant to this guidance, then no breach notification is required
following an impermissible use or disclosure of the information.

In addition to the comments discussed above, it was suggested that covered
entities be required to include in their notice of privacy practices information about how a
risk assessment will be conducted or their internal policies for determining whether a
breach has occurred and notification is warranted. It was also suggested that the breach

notice to the individual following discovery of a breach of unsecured protected health
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information contain information about the covered entity or business associate’s risk
assessment to help the individual better assess the level of threat posed by the breach and
to better determine the appropriate steps, if any, to take.

We decline to require that the covered entity’s notice of privacy practices include
a description of how a risk assessment will be conducted, although covered entities may
include such information in their notice of privacy practices if they choose. While each
risk assessment will differ depending on the specific facts and circumstances surrounding
the impermissible use or disclosure, we believe that the modifications in this final rule
will help ensure that covered entities and business associates perform risk assessments
more uniformly and objectively. We also note that the content requirements for the
notice to the individual outlined in § 164.404(c) already require that the individual be
notified of the circumstances of a breach, as well as what steps individuals should take to
protect themselves from potential harm resulting from the breach.

One commenter suggested that we require a covered entity to hire an independent
organization to assess the risk of an impermissible use or disclosure to determine if
breach notification is required. We do not believe such a requirement is necessary,
although covered entities are free to engage independent organizations to assist in making
such determinations provided that, if access to protected health information is required,
business associate agreements are entered into to protect the information. Further, we
believe the modifications in this final rule are conducive to more uniform risk
assessments across covered entities and business associates. Additionally, as with the
interim final rule, we note that covered entities and business associates have the burden

of proof, pursuant to § 164.414, to demonstrate that all notifications were provided or that
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an impermissible use or disclosure did not constitute a breach and to maintain
documentation (e.g., of the risk assessment demonstrating that there was a low
probability that the protected health information had been compromised or of the
assessment that the impermissible use or disclosure falls within one of the other
exceptions to breach), pursuant to 45 CFR 164.530(j)(1)(iv), as necessary to meet this
burden of proof. Thus, covered entities and busines